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Abstract radio signal o an access point, it may recon gure it-
self into ad hoc mode and use multi-hop mechanism to
One of the major challenges for a wireless network de-connect the Internet by MANET's gateway. Before the
sign is the e cient authentication scheme. A mobile node mobile node using the resource, it must be authenticated
(MN) attached to a WLAN and then moved into an area validly by HAAA. If the foreign network is far away from
where the radio signal coverage from the access pointhe home network, the authentication time will be longer.
(AP) does not exist. The mobile node may recon gure |n this paper, we provide a local mutual authentication

itself into ad hoc mode and connect to this network. Be- scheme, which can decrease the authentication time when
fore the mobile node using the resource, it must be ver-the mobile node roams to WLAN or MANET.

i ed whether legally or not. But in Mobile IP protocol, The rest of the paper is organized as follows. In Section
every mobile node must perform the home registration t0 5 some backgrounds of mobile IPv6 are introduced. In
register with HA every second. If the foreign network is geaction 3, the proposed authentication scheme between
far from the home network, the authentication time delay \y AN and MANET. In Section 4, we show the security

will be long. To reduce the time delay of authentication o oyr scheme. In Section 5, we present the performance
and home registration, we provide an e cient registration analysis and some comparisons with other schemes. In
scheme. We use local authentication to achieve e ciency, gection 6. we make conclusion.

and use Mobile IPv6 to support the mobility.

Keywords: Authentication, mobile Ad hoc network, mo-
bile IPv6, wireless local area network 2 Background

1 Introduction 2.1 Mobile IPv6

In recent years, the wireless network has become mordn recent years, the mobile devices are in widespread use.
and more popular due to low cost and high bandwidth The Internet Engineering Task Force Mobile IP working
capacities. The Internet Engineering Task Force (IETF) group has proposed the Mobile IP to support that a mo-
Mobile IP working group has proposed the Mobile IP to bile node can roam around a foreign domain. In Mobile
support that a mobile node can roam around dierent IPv6 [6, 7], a mobile node has a home address and a home
foreign domain and keep a session connected. agent in its home subnet. Unlike the Mobile IPv4, the

Wireless networks can be broadly classi ed into two Mobile IPv6 architecture without any foreign agent (FA)
types. The infrastructure network such as hub, bridge, in the visit network. The mobile node should register its
router, and another is without any infrastructure such as new care-of-address to HA using binding update mecha-
Mobile Ad Hoc Network (MANET). In this paper, we nism. When the mobile node changes its current address,
used hybrid network architecture to integrate infrastruc- it will send a binding update packet to any CN directly.
ture network and MANET, and discuss how to support The CN can renew its binding cache after receiving the
Mobile IPv6 in such environment. binding update packet. Then, data packets can be sent to

WLANS o er mobile nodes to access the services of In-the MN by using its care-of-address without forwarding
ternet. If a mobile node moves into an area where the by the HA.
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Figure 1: Network architecture and mobility scenarios

2.2 Use Mobile IPv6 Joins with AAA in cost allocation.

WLAN . . . .
In the Mobile IP combined with AAA architecture, be-
To integrate heterogeneous networks, IP as the commonsides the original component in the Mobile IP. There are
network layer protocol is essential. Each mobile node issome new components such as HAAA and LAAA. The
assigned a permanent IP address in the same way, and thisHAAA server is responsible for authentication, authoriza-
IP address is known as the mobile node's home addresstion, and accounting for mobile nodes in the home do-
When mobile node roams to the visit network, it receives main. The LAAA server is responsible for authentication,
the advertisement messages including the address of theauthorization, and accounting for roaming mobile nodes.
subnet pre x. The mobile node may generate a new care-When a mobile node roams around a foreign domain, it
of-address using address auto-con guration. Then, the needs to use resources within the foreign domain. Mo-
mobile node changes its current address, and sends théile node provides some authentication information be-
binding update to its correspondent node and home agent. fore the resources can be allowed to proceed accessing.
The AAA protocol means authentication, authoriza- The local AAA server receives the requests in the foreign
tion, and accounting protocol. The IETF has proposed domain, and the LAAA will check the MN's authentica-
the AAA protocol to solve the authentication, authoriza- tion information However, the LAAA itself may not have
tion, and accounting problems when it su ers the request enough information to verify the mobile node. Therefore,
of MN from heterogeneous network roaming. So the AAA the LAAA has to send the authentication information of
server surely will be an important supporter in the future. MN back to the MN's home network and wait for the re-
The characteristics of AAA are mentioned as follows:  ply. The veri cation of the MN's authentication informa-
L o tion can be completed with the help of the MN's HAAA.
Authentication: The purpose _of authentication is to Whenever the MN moves to a new foreign agent, the new
conrm the mobile node validity. LAAA has to repeat this procedure.

Authorization: In the issue of authentication, re-
source management is closely related to many as2.3 Use Mobile IPv6 in MANET

pects. When user authentication successes, it is nec- . . . " .
essary to make out the limits of user's authority Address allocation to mobile node is a critical problem in

mobile ad hoc networks. In this paper, we used IPv6
Accounting: It collects information on resource usage stateless address auto-con guration protocol. Because
for the purpose of trend analysis, auditing, billing, or the MANET is built without any network infrastructure,
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Figure 2: First roaming at a foreign network

each mobile node in the MANET must get the address by In micro-mobility, MN only needs to changes its link care-
itself. Then, it will start the duplicate address detection of-address (LCoA), but not sending the blinding update
(DAD) mechanism to avoid the address collision. to HA and CN.

The ad hoc networks are self-organized and non-
infrastructure network. There is no Certi cate Author-
ity (CA) in the MANET. So the authentication in the 3 Proposed Scheme
MANET is a di cult work. Therefore, some researchers
proposed the Pretty Good Privacy (PGP) mechanism and In traditional Mobile IP, one of the technical challenges
threshold cryptography [9] to share the key. Then, some is that HA and FA has no security association. This re-
schemes are used the cluster-based [2, 3, 10, 14] to marstriction about authentication between home network and
age the mobile node by cluster head. The cluster headforeign network results in authentication time delay be-
plays an important role such as CA and responsible to come long. Therefore, we proposed a novel authentication
authenticate the mobile node within cluster. scheme which can provide the local authentication with-

out returning the MN's home network for authentication.

2.4 Hierarchies of Mobile IPv6

: . . . 3.1 Network Architecture
The main goal of Hierarchical mobility management for

Mobile IPv6 is to reduce the amount of signaling between As illustrated in Figure 1, our network architecture is
the mobile node, its correspondent nodes and its HA. a hybrid network, which is composed of WLANs and
The traditional Mobile IP allows the mobile node to move MANETSs [8, 15]. WLAN building infrastructure with
around any foreign network. However, the mobile node 802.11b technology, but access points signal in WLAN
often moves around di erent access points in the same do-have limited coverage. For this reason multi-hop ad hoc
main. MN must send the binding update with its HA fre- routing protocols are considered to provide ways to ex-
guently which result in too much bandwidth consumption tend the range of access points. In this paper, we assume
and the authentication time will become higher. So the a gateway in the MANET which can connect to Inter-
hierarchical mobility management scheme [5, 11, 13, 16]net. There are some attendants such as HA, HAAA, IPv6
is proposed in the foreign network. Hierarchical mobile routers, access points, and gateway router.

IPv6 [4] utilizes a new code called Mobility Anchor Point The responsibility of HA in the WLAN is to record
(MAP). the mobile node information, and verify the mobile node
In the hierarchical architecture, MN needs to nd a whether itis legal or not. HAAA has the responsibility in
Mobile Anchor point (MAP) when it rst arrives at a  terms of authentication, authorization, and accounting.
visit domain. During a home registration procedure, The IPv6 routers support forwarding packets to destina-
HA records the regional care-of-address (RCoA) on thetions. A gateway is used for connecting to the Internet.
MAP's domain. Then, micro hando happens when MN In this paper, the MANET's gateway played an impor-
moves locally to another network within MAP network. tant role which can authenticate the mobile node in the
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Figure 3: Fast re-authentication at the same foreign netwok

MANET. The access points in the foreign domain can au-
thenticate the mobile node when the mobile node roams
around this domain again.

Each mobile node has an IPv6 address correspond-
ing to its home subnet as its identi er in the Internet.
Once the mobile node roams into a foreign subnet, it re-
ceives the advertisement and generates its care-of-addres
(CoA) using the IPv6 auto-con guration mechanism. The
new CoA re ects the mobile node's current location. The
foreign domain could be either a WLAN or a MANET.
Within the MANET, the packets are routed based on the
table-driven [12] protocol, whereas in the remainder of
the network the packet routing follows the Mobile 1Pv6
routing scheme.

3.2 Authentication Procedures

In this subsection, there are three scenarios where a node
moves into a WLAN from WLAN, a node moves into an
MANET from WLAN, and a node moves into an MANET
from MANET. The notations are used in our proposal are
listed in Table 1.

3.2.1 First Scenario. WLAN ;! WLAN,

When a mobile node roams to the foreignW/ LAN , from
home W LAN ;.

Initial Step between WLAN ; and WLAN ;:

The mobile node has a certi cate which is signed
by HAAA. The certi cate of mobile node includes
the public key of MN, and network access identi er
of MN. If the HAAA and LAAA have the roaming
agreement, the LAAA will get a certi cate which is
signed by HAAA. The certi cate of LAAA includes

Table 1: Notations

PKa: A's public key
SKa: A's secret key
SIGNska : Signature by A's private key
DSDV: Destination sequence distance vector
AP: Access point
MAP: Mobile anchor point
MN:  Mobile node
MG: MANET's gateway
GK: Group key of a MANET or WLAN.
NAI:  An unique network access identi er
BM: Binding update message
Certa: A's certicate
Ra: random number issued by A
Lks : Lifetime of K¢

the public key of LAAA, and the public key of LAAA
is signed by HAAA's private key.

First Roaming at a Foreign Network:

Within the wireless network, a mobile node can often
roam around foreign domain, where it expects to ac-
cess real-time network services and resources at any
time and anywhere. Thus the mobile node provides
some information to be veried by LAAA. As Fig-
ure 2 illustrates, a mobile node not only be authenti-
cated with LAAA but also LAAA be authenticated
with mobile node, too. The processes go through as
follows:

1) MN I AP : Solicitation.
The solicitation includes random number Ryn
and its network access identi er.
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Figure 4: First roaming at a MANET

AP ! LAAA : AP forwards the message of (1)
to LAAA.

LAAA ! AP: LAAA sends Riaaa and M 1 to
AP.

According to the NAI of MN, LAAA can nd
the corresponding certi cate Certs and it sends
messageM 1 and random number to AP. Where
M1 = SKiaaa (RMN) and CertSfPKLAAA ,
SIGN skHaaA (PKLAAA )g If LAAA can not
nd the corresponding certi cate, the security
association will be built according to MN's NAL.

AP ! MN : AP forwards the messageR aaa
and M 1 to MN.

The message includes a random number
Riaaa and messageM 1 = SKiaaa (RMN ),
CertsfPK aaa » SIGN skHaAA (PKLAAA )g

MN: Authenticate the LAAA:

MN  checks the following  equation:
PKuaaa fSIGN skraaa (PKrasa )92 PKiaaa
and usesP K aaa to get the Ryn . If hold, it

means the LAAA has the roaming agreement
with HAAA. Then, MN selects the k and

computes theK 1 asK 1 = H(K;Run ; RLaaa ).

MN ! LAAA : Registration request

The Registration request includesP K  aaa (K),
Ex 1(CertquAI;PK MN g,BM ), and
SIGN skmn (BM).

AP ! LAAA : AP forwards the message of (6)
to LAAA.

LAAA: Authenticate the MN.

LAAA uses its private key to get the k and com-
putes the K 1. LAAA used the K1 to get the
MN's registration information. Then, LAAA
uses the MN's public key to get the binding

update message. Finally, LAAA computes the
K¢ = H(GK;H (NAI ); Lkt ).

9) LAAA | HA: Binding update.
LAAA use public key of HA to encrypt the bind-
ing update message and send to HA.

10) LAAA | MN : Registration reply.
LAAA uses K 1 to encrypt the K; and sends
registration reply message to MN.

11) MN: MN gets the K; and keeps it.

Micro-mobility within the Same Foreign Network:
When the mobile node micro-moves within the same
foreign network where it needs to be veri ed again.
In our scheme, the AP can provide a fast re-
authentication scheme. The procedure is shown in
Figure 3 and the ow demonstrated as follows:

1) AP ! MN : Advertisement
The advertisement includes random number
RAP .

2) MN: generate AUTH
MN computes an authentication factor AUTH
asH (Rap ;K¢).

3) MN ! AP: Register request
Register request includesAUTH, H(NAI),
Rmn , and Exs (BM)

4) AP: Authenticate the MN
When the AP receives the MN's register re-
quest, it will authenticate the MN. First, the
AP will check the Lk; . Second, the AP
computes the Kigo = H(GK;H (NAI );Lks ).
Then, the AP checks the following equation:
AUTH ? H(Rap ;K. Ifit equals, it means
the MN's authentication is valid. Then, the AP
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Figure 5: Fast re-authentication at the same MANET

generates an authentication factorAUTH 2 =
H(Run ;Kfg. Then AP uses K;q to get the
binding update message.

5) AP ! LAAA : AP sends binding update mes-
sage to LAAA.

6) AP ! MN : Register reply
The register reply includes the AUTH 2.

7) MN: Authenticate the AP
When the MN receives the AP's register reply,
it will authenticate the AP. The MN checks the
following equation: AUTH2? H(Run ;Kg¢). If
it holds, it means the reply is trustworthy. Oth-
erwise, the MN will ignore this message.

Our scheme provides the mutual authentication for MN

provides some information to be veri ed by MG. As
Figure 4 illustrates, a mobile node can be authenti-
cated with MG.

Fast re-authentication at the Same MANET

When the mobile node roams into the same MANET
again, it needs to be veri ed again. In our scheme,
the gateway can prove fast authentication. The pro-
cedures were shown in Figure 5. When the MN re-
ceives the MG's register reply, it will authenticate the
MG. Then, the MN checks the following equation.
AUTH2? H(Rmn ;K¢). If the equation holds, it
means the reply is trustworthy. Otherwise, the MN
will ignore this message. Our scheme provides the
mutual authentication for MN and MG. And local-
ized authentication is e cient to decrease the authen-

and AP. And localized authentication is e cient to de-
crease the time of authentication delay.

3.2.2 Second Scenario: WLAN ! MANET

tication time delay.

3.2.3 Third Scenario:

MANET 1! MANET »

Initial Step between MANET ; and MANET »

Initial Step between WLAN and MANET

The mobile node has a certi cate which is signed by
HAAA. The certi cate of mobile node includes the
public key of MN, and network access identi er of
MN. If the HAAA and MANET's gateway have the
roaming agreement, the MANET's gateway will get
a certi cate which is signed by HAAA. The certi -
cate of LAAA includes the public key of MANET's
gateway, and the public key of MANET's gateway is
signed by HAAA's private key.

First Roaming at a MANET

Mobile node roams into the MANET, where it ex-
pects to access network services and resources rapidly
at any time and anywhere. Thus the mobile node

The mobile node has a certi cate which is signed by
MG . The certi cate of mobile node includes the
public key of MN, and network access identi er of

MN. If the MG; and MG, have the roaming agree-
ment, the MG, will get a certi cate which is signed

by MG, The certi cate of MG, includes the public

key of MG ,, and the public key of MG is signed by
private key of MG ;.

First Roaming at a Foreign MANET

Within the mobile ad hoc network, a mobile node
may roam around another MANET. It can access
network services and resources only after being au-
thenticated. Thus the mobile node provides some
information to be veri ed by MANET's gateway. Be-
cause the MANET is a non-infrastructure network,
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Figure 6: First roaming at a MANET

there is no agent to record the location of MN. So the public key of AAA server to encrypt the authentica-
MN could not send the binding update. As Figure 6 tion message, and send the message to AAA server.
illustrates, a mobile node authenticates withMG 5. Because public key of AAA server can only be de-

o crypted which use private key of AAA server, another
Fast re-authentication at the same MANET users can not decrypt the message.

When the mobile node roams around the same
MANET, it needs to be veri ed again. In our scheme, L
the MG, can provide a fast augthentication scheme. 4.1 Mutual Authentication

The procedures were shown in Figure 7. When the when a mobile node roams to a foreign domain, it must
MN receives theMG2'S I’egistration reply, it will au- be authenticated by the LAAA or MANET's gateway in
thenticate the MG>. The MN then checks the fol- the foreign domain. However, some proposals schemes
lowing equation: AUTH2 2 H(Run ;K¢). If MN  don't provide the mutual authentication. In our scheme,
holds, it means the reply is trustworthy. Otherwise, e achieve mutual authentication for LAAA (MG) and
the MN will ignore this message. Our scheme pro- pN.

vides the mutual authentication for MN and MG.

And localized authentication is e cient to decrease First situation: MN rst roams at foreign domain.

the authentication time delay. 1) MN receives SIGN skuama (PKiaas ) from

AP's message. Then, MN uses HAAA's pub-

4  Security Analysis lic key to get PKiaaa , and usesPKiaaa to
get the Ryy . If MN can not decrypt the Ry
In this section, we will demonstrate some security prop- or Ryn is not the same as the one MN selected
erties. And we will analyze the security of our scheme. before, the LAAA is not trustworthy. Other-
wise, the LAAA is trustworthy.
Property 1: One-way hash function. 2 L .
; AAA receives PK k), Ex 1(Certy f NAI ,
The one-way hash function H, we knowx, and we ) PKun g, BM) an(;Ag?G(N)SKM};l((BM ;‘ First
can easy to cgmpute theH (x) = y. But we know the LAAA uées its, private key to get k. Secona,
y, itis very dicultly to compute the H (y) = x. LAAA computes the K1. Third, LAAA uses
And the hash function is hard to nd the x°6 x such K1 to decrypt the MN's certi cat;a Ifthe K1
that H (x%) = H (x). is unable to decrypt the certi cate, the MN is
Property 2: Public-key cryptosystem. distrust.
There are sgveral public key cryptos_ygtem algo- Second situation: MN roams at the same foreign net-
rithms, including RSA, ElGamal, and Elliptic Curve work

cryptography. These algorithms relay on the math-
ematical problems that are easy to perform but dif- 1) AP receives MN's registration message. The
cult to do in reverse. In this paper, MN uses the registration message could bAUTH , H(NAI ),
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Rmn , Exi (BM ). The AP computes the K¢ pas scheme can not only realize the mutual authentication be-
H(GK;H (NAI );Lks ) and then the AP checks tween a visit network and a roaming user which can be
the following equation: AUTH ? H(Rap ;Kto. performed locally without the contact with user's home
If it equals, the MN's authentication is valid. network, but also can resist the replay attack. As proved,
2) MN receives the register's reply message and jfour scheme is more e cient and securer than the tradi-

computes the AUTH2. The MN then checks the tional Mobile IPv6 scheme.

following equation: AUTH 2?2 H(Run ;K¢). If

the equation equals, the AP is trustworthy. On Acknowledgment
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