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Abstract

time password method by Lamport [4], but there are some
practical difficulties in implementing this method, such
as the problems of high overhead and password resetting. Another related method is CINON [10] which solves
these problems, but it requires two random numbers generated by the user, which must be stored by the user in
some sort of mobile memory device. On the other hand,
the PERM (Privacy Enhanced Information Reading and
Writing Management) Protocol [11] stores one random
number at the host, which is sent to the user for authentication. However, there are some security flaws in such a
system; the adversary can launch a man-in-the-middle attack if he can obtain the logs of two consecutive sessions.

The user authentication is an important part of network
security. Several strong-password authentication protocols have been introduced, but a secure scheme, which
probably withstands to several known attacks, is not yet
available. Recently, a hash-based strong-password authentication scheme was described in [2], which withstands to the several attacks, including replay, passwordfile compromise, denial-of-service, and insider attacks.
However, we show that this protocol is still vulnerable
to stolen-verifier, denial-of-service, replay, and impersonation attacks.
Keywords: Hash function, password authentication,
The SAS protocol proposed in [9] is a simple strongstolen-verifier attack, denial-of-service attack, replay at- password authentication scheme, which is superior to
tack, impersonation attack.
several well-known schemes. But, it was shown in [5]
that the SAS protocol is vulnerable to the replay attack and the denial of service attack. The OSPA (Op1 Introduction
timal Strong-Password Authentication) Protocol given in
Password-based authentication mechanisms are the sim- [5] was claimed to be secure against stolen-verifier attacks,
plest and most convenient way to have a user authenti- replay attacks, and the denial of service attacks. Nevercated in order to provide services of a computing or com- theless, it was shown in [1] the SAS and OSPA protomunication system to a pre-selected group of authorized cols cannot resist to the stolen-verifier attack as claimed.
users. These mechanisms are less costly than the bio- Also, an impersonation attack was described in [13] on
metric methods of authentication, such as fingerprint, iris the OSPA method without an active attack on the server.
scan, voice signature, etc. A generic password-based au- Later on, an enhanced OSPA protocol was introduced in
thentication system usually hashes the password of the [6], which resists to the guessing, reply, impersonation,
user with the help of hash function derived from a secret- and stolen-verifier attacks. However, it was shown in [3]
key cryptographic function, such as MISTY, DES, or that the protocol is still vulnerable to reply and denialFEAL [7, 8, 12]. The hashed password is stored on the of-service attacks. Furthermore, these two simple attacks
server in order to preclude stealing the password by the can easily be launched without compromising the server
in advance.
adversary.
Unfortunately, there are two limitations in passwordbased authentication systems: 1) the user must submit
the bare password at every authentication, and 2) the
transmitted password could be stolen by wiretapping or
sniffing. One of the remedying is found the use of one-

Recently, a hash-based strong-password authentication
scheme was described in [2], which withstands to the several attacks, including replay, password-file compromise,
denial-of-service, and insider attacks. The purpose of
this paper is to show that, unfortunately, this scheme is
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vulnerable to stolen-verifier, impersonation, replay, and
denial-of-service attacks.
First, we give the basic definitions of these attacks and
describe the hash-based strong-password authentication
scheme introduced in [2], and finally explain the details
of our attacks.
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• ⊕ denotes the bitwise XOR operation, and || denotes
the concatenation.
• The expression A −→ B : X means A sends the
message X to B via an insecure channel.
• The expression A =⇒ B : X means A sends the
message X to B via a secure channel.

Stolen-verifier attack. The server stores verifiers of
users’ passwords instead of the clear text of passwords. In the stolen-verifier attack, the adversary 2.2 Registration Protocol
who has stolen the password-verifier from the server This protocol is invoked whenever U initially registers or
uses it directly to masquerade as a legitimate user. re-registers to S.

Impersonation attack. This attack deceives the idenR1. U sends his registration request to S.
tity of one of the legitimate parties. An attacker inserts a message and claims that it comes from a real R2. S −→ U : N, T .
sender.
S sets T as the currently value of the time. If this
is U ’s initial registration, S sets N = 1, otherwise S
Replay attack. A replay attack is an offensive action
sets N = N + 1. Next, S sends N and T to U .
in which the adversary impersonates or deceives another legitimate participant through the reuse of in- R3. U =⇒ S : h2 (S||P ||N ||T ).
formation obtained in a protocol. It indicates an atU computes the verifier h2 (S||P ||N ||T ) and sends it
tempt by an unauthorized third party to record the
to S.
exchanged messages.
(T )
R4. S computes the user storage key KU
=
Denial of service attack. This attack is characterized
h(U ||h(KS ||T )) and the sealed verifier sv (N ) =
(T )
by an explicit attempt which an attacker made to preh2 (S||P ||N ||T ) ⊕ KU , and then he stores sv (N ) , N ,
vent legitimate users of a service from using that serand T in the password file.
vice. These attempts consist of several different flavors: disrupting service to a specific system or user,
preventing a particular user accessing a service, or 2.3 Login Protocol
denying requests issued by a legitimate user.
This protocol is invoked whenever U logins to S.

2

A Hash-Based Strong-Password
Authentication Scheme

L1. U sends his login request to S.

L2. S −→ U : r, n, t.
S selects a random nonce r and retrieves the values
of
n = N and t = T from S 0 s password file.
The hash-based strong-password authentication scheme
described in [2] comes with two protocols: the registra- L3. U −→ S : c , c , c .
1 2 3
tion protocol and the login protocol. We introduce the
U sends c1 , c2 , and c3 to S, where
notation used to describe the protocols below and explain
the detailed steps of both of these protocols.
c1 = h2 (S||P ||n||t) ⊕ h(S||P ||n||t),
c2 = h(S||P ||n||t) ⊕ h2 (S||P ||n + 1||t),
2.1 Notations
c3 = h(h2 (S||P ||n + 1||t)||r).
• U denotes the User, S denotes the Server, and A
(t)
denotes the Adversary.
L4. S computes KU = h(U ||h(KS ||t)), and then derives
2
h (S||P ||n||t) from the stored sealed verifier sv (n) us• h denotes a cryptographic hash function. h(m)
ing
means the message m is hashed once, while h2 (m)
(t)
h2 (S||P ||n||t) = sv (n) ⊕ KU .
means m is hashed twice, that is h2 (m) = h(h(m)).
Then, S computes u1 and u2 using
• N denotes an integer starting from 1 since U ’s initial
registration.
u1 = c1 ⊕ h2 (S||P ||n||t) = h(S||P ||n||t),
u2 = c2 ⊕ u1
= h2 (S||P ||n + 1||t).
• P denotes the strong password of U .
• KS denotes the secret-key of S.
• T denotes the most recent time U initially registered
or re-registered at S.

If the equalities h(u1 ) = h2 (S||P ||n||t) and
h(u2 ||r) = c3 hold, then S authenticates U . Otherwise, S rejects U ’s login request and terminates the
session.
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After a successful authentication, S computes a new
sealed-verifier using
sv

(n+1)

= u2 ⊕

(t)
KU

2

= h (S||P ||n + 1||t) ⊕

6) Next, S computes
u1
u2

(t)
KU ,

Our Attack

We devise an attack assumption that the adversary steals
a copy of user’s password-verifier h2 (S||P ||N ||T ). Such
scenarios are considered in other paper [1].
The second assumption we make is that A is capable
of blocking the communication from U to S. After having stolen a copy of the password verifier, A launches an
attack whenever it can block communication.
Therefore, our attack assumes that a stolen-verifier attack (by obtaining a copy of the password verifier) and a
denial-of-service attack (by blocking the communication
from U to S) have succeeded. We then show that under
these two assumptions (attacks), the attacker can now
successfully login to the system using replay, impersonate
the user, and thus succeed in the impersonation attack.
Below we describe our attack step by step.
1) A steals a copy
h2 (S||P ||N ||T ).

of

U ’s

=
=

c1 ⊕ h2 (S||P ||n||t) = h(S||P ||n||t),
c2 ⊕ u1
= h2 (S||P ||n + 1||t).

If h(u1 ) = h2 (S||P ||n||t) and h(u2 ||r) = c3 hold, S
is supposed to authenticate the sender. Since these
equalities will hold, S authenticates A as being U .
Therefore, S allows the attacker A to login.

and replaces sv (n) with sv (n+1) , and sets N = n + 1
for U ’s next login protocol. The value of T is unchanged, i.e., T = t.

3
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7) After this successful login, S updates the sealed verifier according to the step L4 of login protocol. Therefore, the following will be executed by S. S computes
(t)

(t)

sv (n+1) = u2 ⊕ KU = h2 (S||P ||n + 1||t) ⊕ KU ,
and replaces sv (n) with sv (n+1) , and then he sets N =
n + 1 for U ’s next login protocol. The value of T is
unchanged, i.e., T = t.

At the end of step 6, the adversary has successfully
logged into the system impersonating the legitimate user.
It can now launch other attacks within the system or access to sensitive documents. If the user logs in after the
attacker does, it may not be possible to discover that the
attacker has logged into the system impersonating the
user, unless the user checks the login records. Until the
time when the user or the system managers discover the
password-verifier attacker’s successful login, the attacker can continue to
impersonate the user.

2) During the U ’s nth login process, A monitors the
communication channel, and then he sees the request
U made to S and the values r, n, and t sent by S.
Next, A captures the values of c1 , c2 , and c3 sent by
U to S and blocks the communication channel from U
to S. These values are not reaching to S by blocking
communication.

4

Conclusions

In this paper, we have shown that a hash-based strongpassword authentication scheme proposed in [2] is vulnerable if the attacker is able to obtain a copy of the verifier
(stolen-verifier attack) and briefly block the communication from the user to the server (denial-of-service attack).
2
3) A computes h(S||P ||n||t) and h (S||P ||n + 1||t) with Until the legitimate user or the system manager is able
the help of the captured values c1 , c2 , and the previ- to notice the attack, the attacker can impersonate the
user. If the time between two consecutive logins takes
ously stolen password-verifier h2 (S||P ||N ||T ) as
long, then the attacker is expected to inflict considerable
h(S||P ||n||t) = c1 ⊕ h2 (S||P ||n||t),
damage by violating the security principles.
2
h (S||P ||n + 1||t) = c2 ⊕ h(S||P ||n||t),
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