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Abstract
The notion of multi-authority attribute based encryption
was introduced by Chase in TCC 2007. In this paper,
we improve Chase’s scheme to allow encryptors to determine how many attributes are required for each ciphertext
from related attribute authorities. The proposed scheme
can be seen as a multi-trapdoor construction. Furthermore, we apply the LMSSS to outsource the decryption
of multi-authority attribute based encryption scheme for
large universe. Also, the outsourcing scheme can be realized in the setting of multi-authority key-policy attribute
based encryption. Both our schemes can be extended to
RCCA secure ones.
Keywords: Interpolation, LMSSS, Multi-Authority ABE,
outsourcing

1

Introduction

Shamir [27] put forward Identity based encryption(IBE),
which is a variant of encryption allows users to choose
any string as their public key. Knowing only the recipients
identity (or email address), the sender can send messages.
By this way, a separate infrastructure don’t need to distribute public keys. The first IBE systems were presented
by Boneh, Franklin [8] and Cocks [13], and since then, IBE
has been widely researched in the literature [7, 9, 29].
This scenario, however, has some limitations. Each
person don’t necessarily have a unique string identifier.
With another method, we can identify people according
their attributes. Based on this idea, Sahai and Waters [26]
proposed a fuzzy IBE scheme, which could be used for
attribute based encryption. In their scheme, a sender can
encrypt a message associated an set of attributes and a
trapdoor d. Only a recipient who has at least d of the
given attributes can decrypt the message. Though some
dishonest users collude to gather d of the given attributes,
they can’t decrypt the ciphertext.
However, SW’s scheme also has one major limitation.

As in IBE scheme, in order to obtain a secret key, the
user must go to a trusted party and prove his identity.
In the same situation, each user must go to the trusted
server, to prove that he has a certain set of attributes,
e.g. student number, ages, and college department and
then receive secret keys corresponding to each of those
attributes. This means one trusted server who monitors
all attributes, keeps records of SID, ages, and college department must be need.
In fact, we have three different entities responsible to
manage their attributes (the department, Archives office,
and the University office). So we can entrust each of these
to different servers that perhaps honest-but-curious. Sahai and Waters raised the following opinion: constructing
an ABE scheme, in which different authorities operate simultaneously to hand out secret keys for a different set
of attributes. Melissa Chase [10] resolves this problem in
the affirmative. They give an efficient scheme for multiauthority attribute based encryption. In their scheme,
the sender specifies for each authority {j}1≤j≤k a set of
attributes monitored by that authority and a trapdoor
value dk . A user who has at least dk of the given attributes can decrypt the ciphertext. The central authority distribute the subkey sj to each authority {j}1≤j≤k ,
then compute yj,u = Fsj (u). Secret key for user u is
Pk

DCA = g y0 − j=0 yj,u . For each authority {j}1≤j≤k , associates their secret key yj,u = Fsj (u) with users attributes
using (t, n) trapdoor secret sharing schemes. An encryptor can choose, for each authority, a number dj and a set
of attributes; he can then encrypt a message such that a
user can only decrypt if he has at least dj of the given
attributes from each authority {j}1≤j≤k . We can consider their Multi-authority ABE belong to Multi-trapdoor
PKE. Their scheme can be extended to a Large Access
Control Structure ABE scheme.
Their schemes also have one defect. The public key
y
is Y0 = e(g,Pg) 0 . As the SK distributed by CA is
k
DCA = g y0 − j=0 yj,u , when the date owner encrypt the
message, He can’t determine which authority’s attributes
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to be used as j is from 0 to k. That is to say, they can’t
specify a number D such that a user can decrypt if he has
sufficient numbers of the given attributes from at least D
authorities.
They also provided several extensions to their basic
multi-authority scheme to solve this question. Central
authority will now choose a random D1 degree polynomial
P with P (0) = y0 . For each authority k he will compute
P (k). The secret key from the central authority for user
u will be DCA = g P (k)−Fsk (u) , k = 1, · · · , K. But this
method is not the traditional attribute-based encryption.
Our Contributions. We improve their techniques to
also allow the encryptor to determine for each ciphertext
how many attributes to require from concerned authority. He can also determine which authority’s attributes
to be used. We still use multi-times linear interpolation
to resolve the problem. We remove the secret key generation algorithm from the central authority for user u,
which greatly reduced the workload of CA. Our scheme
could reduce the number of ciphertext and user’s secret
key.
In the real scenario, the department distribute student’s numbers {N um1 , N um2 , N um3 }, Archives office
manages the ages {Age1 , Age2 , Age3 }, and the University
office determine the department {Communication engineering,Computer college, faculty of science}. The encryptor can choose {N um1 , N um2 }, {Age1 , Age2 }. In
this example, we have 3 authorities, and the ciphertext
will include 2 attributes from each. However, we only
want to require that a user have satisfactory attributes
from 2 out of the 3 authorities to decrypt.
We then construct the outsourcing decryption of Multiauthority CP-ABE scheme based their Multi-Authority
scheme for Large Universe. We proposed the Multiauthority KP-ABE outsourcing decryption scheme in the
discussion. Our scheme also can be extended to RCCA
secure scheme.
Typical Usage Scenarios [16]. A client sends the transformation keys to the Cloud Proxy, who can potentially
retrieve large Multi-Authority ABE ciphertexts that the
user is interested in. Then, it forward to her small, constant size ElGamal type ciphertexts. The proxy could be
the entity in a cloud environment, e.g. the client’s mail
server, or the ciphertext server. The local computation
time for the client are immediate: than Compare with
an Multi-Authority ABE ciphertext of [10] (for any policy size), a transformed ciphertext is always smaller and
faster to be decrypted. Therefore, faster computations
and smaller transmissions could be provided as the power
consumption.
Related Work. Sahai and Waters [26] put forward
Attribute-based encryption is first place. The first CPABE scheme was proposed by Bethencourt, Sahai, and
Waters [3]. In their scheme, the security proof is in the
generic group model, and it allows the ciphertext policies to be very expressive. Under the standard model, a
provably secure CP-ABE scheme is presented by Cheung
and Newport [12]. In their scheme, it supports AND-
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Gates policies which deals with negative attributes explicitly and uses wildcards in the ciphertext policies. In
a novel way, Goyal et al. [15] use “universal” access tree
to transform a KP-ABE system into a CP-ABE one, and
a bounded ciphertext policy ABE was proposed. To support general access formulas, Waters [31] first come up
with the secure CP-ABE scheme. Lewko et al. [19] proposed a fully secure CP-ABE scheme by using the dual
system encryption techniques [18, 30].
Some other ABE schemes are researched in detail. For
the purpose of having constant ciphertext length, Emura
et al. [14] presented a novel scheme using AND-Gates
policy. Li et al. [20] proposed An expressive decentralizing KP-ABE Scheme with Constant-Size Ciphertext. Nishide et al. [24] come up with a method to solve hiding access structure problem in ABE. In Bobba [5] scheme, same
attributes in different sets. Dual-policy attribute-based
encryption was put forward by Attrapadung et al. [1],
which allows KP and CP act on encrypted data simultaneously. Green, Hohenberger and Waters [16] proposed
outsourcing decryption ABE CT scheme, which can be
traced back to the PRE [4]. Predicate encryption was
presented by Katz, Sahai, and Waters [17] and was extended research by Okamoto et al. [25]. Tang and Ji [28]
put forward Verifiable Attribute Based Encryption. Multiple authorities were introduced in [10] and [11]. Multiple authorities ABE schemes are of two kinds, those
with CA [6, 10], and those without CA [11, 21]. Nali
et al. [23] use threshold Attribute-Based Encryption for
practical Biometric-based access Control.
Organization. The paper is organized as follows. We
give necessary background information in Section 2. We
present our Multi-authority ABE scheme and Outsourcing Multi-authority ABE in Section 3 and Section 4. We
extent our scheme in Section 5 and give simulate results
in Section 6. Finally, give the conclusion in Section 7.

2
2.1

Preliminaries
Bilinear Maps

Let G and GT be two multiplicative cyclic groups of prime
order p. Let g be a generator of G and e : G × G → GT
be a bilinear map with the properties:
1) Bilinearity: for all u, v ∈ G and a, b ∈ Zp , we have
e(ua , v b ) = e(u, v)ab .
2) Non-degeneracy: e(g, g) 6= 1.
We say that G is a bilinear group if the group operation
in G and the bilinear map e: G × G → GT are both
efficiently computable.

2.2

Linear Multi-secret Sharing Schemes

Definition 1. [22] Let K be a finite field. Let AS1 ,
AS2 , · · · , ASm be access structures over P, S 1 × · · · × S m
be the secret-domain, S1 , · · · , Sn be the share-domain and

International Journal of Network Security, Vol.16, No.4, PP.286-294, July 2014

288

R be the set of random inputs. We may assume that
S 1 = · · · = S m = K. A LMSSS realizing the multiaccess structure AS1 , AS2 , · · · , ASm is composed of the
distribution function
Y
: Km × R → S1 , · · · , Sn
Q 1
Q
Q
(s ,· · · ,sm ,r)=( 1 (s1 ,· · · ,sm ,r),· · · , n (s1 ,· · · ,sm ,r))
and the reconstruction function Re = ReiA :(S1 × · · · ×
Sn )|A → K|1 ≤ i ≤ m, A ∈ ASi such that the following
conditions hold:
1) S1 , · · · , Sn and R are finitely dimensional linear
spaces over K, i.e., there exist positive integers
di , 1 ≤ i ≤ n,Pand l such that Si = K di and R = Kl .
n
Usually d = i=1 di is called the size of the LMSSS.

Figure 1: Multi-authority ABE system

when the DO encrypt the message, he cant control the
2) The reconstruction function is linear, that is, for any trapdoor d, that is to say, he can’t remove the attributes
set A ∈ ASi , 1 ≤ i ≤ m, there exists a set of con- that distributed by one authority but not useful. If there
i
stants {αkj
∈ K|1 ≤ k ≤ n, Pk ∈ A, 1 ≤ j ≤ dk } is a mass of users, the CA’s workload would increase.
such that for any S i ∈ K with A ∈ ASi and r ∈ R,
Y
3.2 Our Scheme
si = ReiA ( (s1 , · · · , sm , r)|A)
We describe techniques to allow the encryptor to deterdk
X X
Y
mine for each ciphertext how many attributes to require
i
1
m
=
αkj
(s , · · · , s , r)
from concerned authority and determine which authorPk ∈A j=1
kj
ity is to choose. When the trapdoor d changes, the user
need not get the new secret key from the central authorThere is corresponding relation between monotone span
ity. This reduces the work of the central authority. Our
programs and linear multi-secret sharing schemes [32].
scheme also can be used to single authority ABE scheme.
A Multi-Authority ABE system is composed of k at2.3 Access Structure
tribute authorities and one central authority. Each atDefinition 2. (Access Structure [2]) Let {P1 , P2 , · · · , tribute authority is also assigned a trapdoor value trapk .
P } be a set of parties. A collection A ⊆ 2{P1 ,P2 ,··· ,Pn } The system uses the following algorithms:
n

is monotone if ∀B, C : if B ∈ A and B ⊆ C then
C ∈ A. An access structure (respectively, monotone access structure) is a collection (resp., monotone collection) A of non-empty subsets of {P1 , P2 , · · · , Pn }, i.e.,
A ⊆ 2{P1 ,P2 ,··· ,Pn } \{∅}. The sets in A are called the authorized sets, and the sets not in A are called the unauthorized sets.
We take the attributes as the role of the parties. The
access structure A contain the authorized sets of attributes. We only pay attention to the monotone access
structures. It is also possible to realize general access
structures using the techniques [16] by defining the “not”
of an attribute as a separate attribute altogether. Thus,
the number of attributes in the system will be doubled.

3
3.1

Multi-authority ABE
Multi-authority ABE

First of all, we discuss the proposed Multi-Authority
ABE [10] algorithm. The scheme is sid-secure accordy
ing to their definition. The public key is Y0 = P
e(g, g) 0 .
k
As the SK distributed by CA is DCA = g y0 − j=0 yj,u ,

Setup: The trusted party run algorithm, it takes as
input the security parameter. Outputs a (P Kj ,SKj )
pair for each of the attribute authorities, and also
outputs a system public key and master secret key
which will be used by the central authority.
Central Key Generation: The central authority runs
the randomized algorithm. It takes as input the
MSK, user’s GID and a set of attributes of the authorities, outputs secret key for attribute Authorities.
Attribute Key Generation: Attribute authority runs
this algorithm. It takes as input the authority’s secret key, the authority’s value trapk , and a set of attributes in the authority’s domain AjC,j=1,··· ,k , (AC
denote the attribute set of a ciphertext).Output: Authority Public key, secret key for the user.
Encryption: A sender runs the algorithm. He takes input a set of attributes for each authority, a message,
and the system public key and outputs the ciphertext.
Decryption: The user takes input the ciphertext, which
was encrypted under attribute set AjC and decryption
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keys for T
an attribute set Au . He can get the message
m if Aku AkC > trapk for all authorities k.
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The Proposed Scheme

We describe techniques to allow the encryptor to deterLet κ be the security parameter. Require that the mine for each ciphertext how many attributes to require
number of authorities K, and the number of at- from each authority and which authority. Our scheme is
tributes nk monitored by each authority, be upper as follows:
bounded by a number n which is polynomial in κ.
System Init. Choose the prime order groups G,
G1 , bilinear map G → G1 , and generate g ← G.
3.3 Security Model [10]
Choose seeds sAu and sj for all authorities. Also
choose GID[6], P RF , d − 1 degree polynomial p0 (x)
Consider the game as follows:
and tj − 1 degree polynomial pj (x), j = 1, · · · , k.
Setup.
{tj,i }j=1,··· ,k,i=1,··· ,n ← Zq , {tj }j=1,··· ,k ← Zq .
• The adversary sends a list of attribute sets
AC = A0 , A1 , · · · , Ak , A1 , · · · , Ak for each authority, A0 for all authorities. He must also provide some corrupted authorities and the central
authority is ruled out.
• The challenger generates parameters for the system and sends public keys to honest authorities
and secret keys for all corrupt authorities.
Secret Key Queries.
• The adversary can make secret key queries to
the authorities or to the central authority many
times. However, the adversary cannot:
1) requests enough attributes to decrypt the
challenge ciphertext1 ;
2) queries the same authority twice with the
same GID.
Challenge.

Central Authority. Central Authority compute y0 =
FsAu (GID). Let p0 (0) = y0 . System Public Key
y
Y0 = e(g, g) 0 . Central Authority Secret Key: sAu ,
y0 . MSK: y0 . Secret Key for attribute Authorities:
Let yj = psAu (j), j = 1, · · · , k, SK for Attribute Authority j: yj .
Attribute Authority j.
Authority Secret Key : yj , sj , tj,1 , · · · , tj,n , tj .
Authority Public Key : Tj,1 , · · · , Tj,n
y
where Tj,i = g tj ·tj,i ; Yj = e(g, g) j .
Secret Key for User: Let yj = psj (0). Secret Key:
ps (i)
j

{Dj,i = g tj,i ·tj }i∈Au ,j∈Ak .
Encryption for attribute set AjC .
1) If the attributes controlled by single one authority j, choose random s ← Zq . E = Yjs m,{Ej,i =
s
Tj,i
}i∈Aj .
C

• The adversary submits two equal length messages M0 and M1 with attribute set AC .
• The challenger chooses a bit b, computes the
encryption of Mb for attribute set AC , and sends
it to the adversary.
More Secret Key Queries.
• The adversary can make more secret key queries
subject to the requirements described above.
Guess.
• The adversary outputs a guess b0 that message
Mb0 has been encrypted.

2) If the attributes controlled by more than one
authorities, Choose random s ← Zq . E = Y0s m,
s
{Ej,i = Tj,i
}i∈Aj .
C

Decryption.
T For each authority j, for the attributes
i ∈ AjC Au , compute
p

(i)s

p

(i)s

Situation 1. e(Ej,i , Dj,i ) = e(g, g) sj . Interpop (0)s
y s
late to find Yjs = e(g, g) sj
= e(g, g) j for each
s
authority j, then m = E/Yj .
Situation 2. e(Ej,i , Dj,i ) = e(g, g) sj . Interpop (0)s
y s
late to find Yjs = e(g, g) sj
= e(g, g) j for each
p0 (0)s

authority j, Interpolate to find Y0s = e(g, g)
y s
e(g, g) 0 , then m = E/Y0s .

=

• The adversary succeed if he can correctly identify the encrypted message, i.e. if b = b0 .
Theorem 1. This scheme is sid-secure according to the
Definition 3.
Definition 3. A Multi-authority attribute scheme is sidsecure if the adversarys advantage is negligible in the Proof. Now we will give a brief proof. The Situation 1 is
above game. The advantage is P r[b0 = b] − 1/2.
the single authority case, which had been proved security
already. So we only need to prove the Situation 2. The
1 for each GID, there must be at least one honest authority kfrom
user doesn’t need to query to the central authority. We
which the adversary requests fewer than trapk of the attributes
k
can proof simulate the way in [10].
given in A .
C
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Proof

Suppose that an A plays the security game described in
secure model and succeeds with non-negligible probability . Then it could build a simulator B that can attack
the BDH [7, 26] assumption with the help of the A in
the selective sid-security model with advantage .
First, assume that even when the P RF Fsk is replaced
by a truly random function for each honest authority k,
the A would still succeed with the same advantage.
a

b

Figure 2: ABE with outsourcing

c

• Given the tuple [A = g ,B = g ,C = g ,Z =
abc
R
e(g, g) ] and e(g, g) for random R ← Zq .
• Challenge. B receive M0 , M1 from A, and pick a
random b ∈ {0, 1}. it output the challenge Ciphertext: Zmb0 , E = g c = C, {Ej,i = C βj,i ∗αj }i∈AC .

• Receive AC and list of corrupted authorities Corr
from adversary.
• Init:

• Guess. for Z: Receive a guess b and If b = b0 guess
e(g, g)abc otherwise guess e(g, g)R .

– Authority j system PK : Yj = e(A, B), implicitly set yj = ab.

An adversary which breaks this encryption scheme
– Honest Authority j attributes PK is: Choose with advantage  implies B can break the BDH Assumprandom αj , βj,i . PK: {Tj,i = g αj ·βj,i }i∈Au T AkC , tion with nonegligible advantage /2. We can conclude
that this encryption scheme is sid-secure. [26]
{Tj,i = B αj ·βj,i }i∈Au −AkC .
– Corrupt Authority j SK is: Randomly choose
tj,i , tj ← Zq , choose P RF key sj . SK: sj , {tj,i },
tj .
b
• SK queries: Let
T j(u) be the first authority j queried
such that |Aju AjC | < d.

4
4.1

Outsourcing Decryption of Multi-Authority CP-ABE CT
ABE with Outsourcing [16]

Let S represent a set of attributes with an access structure A. For generality, we will define (Ienc ; Ikey ) as the
inputs to the encryption and key generation function respectively. In a CP-ABE scheme (Ienc ; Ikey ) = (A; S). A
CP-ABE scheme with outsourcing functionality consists
p(i)
of five algorithms:
i ∈ AkC , tj = αj , tj,i = βj,i , so Dj,i = g tj,i ∗tj =
Setup(λ, U ), Encrypt(P K, (M, ρ)), KeyGen(M SK; S)
g bρ(i)/βj,i ·αj ; for i ∈
/ AkC , tj = b ∗ αj , tj,i =
Transform(T
K; CT ), Decrypt(SK; CT ).
b ∗ βj,i , so Dj,i = g p(i)/tj,i ∗tj = g ρ(i)/βj,i ∗αj .
SK: {Dj,i = B ρ(i)/βj,i ∗αj }i∈(Aku T AkC ) , {Dj,i =
4.2 Outsourcing Decryption of Multig ρ(i)/βj,i ∗αj }i∈(Aku −AkC ) .

– SK queries for user u to Honest Attribute Authorities j 6= b
j(u): For these authorities we will
implicitly set p(0) = Fsj (u) = zj,u b. Choose a
random zj,u and randomly choose a polynomial
ρ satisfy ρ(0) = zj,u . Set p(i) = bρ(i). Now for

– SK queries for user u to Honest Attribute Authorities j = b
j(u): For authority b
j for user u,
B choose random rj,u and set p(0) = Fsj (u) =
ab + b ∗ rj,u . Choose t − 1 random points vi .
For i ∈ AjC , we will implicitly set p(i) = vi b.
For these attributes, tj = αj , tj,i = βj,i , so
that means Dj,i = g p(i)/tj,i ∗tj = B vi /βj,i ∗αj . Let
p(0) = Fsj (u) = ab+b∗rj,u , and we have now set
p(i) = vi b for t − 1 other points. Thus p is fully
determined, and by interpolation, for any other
attribute i, defined p(i) = ∆0 (i)(ab + rj,u b) +
P
∆j (i)vj b. For these attributes tj = b ∗ αj ,
tj,i = b ∗ P
βj,i , so Dj,i = g p(i)/tj,i ∗tj = gP∆0 (i)a ∗
g

∆0 (i)rj,u + ∆j (i)vj
βj,i ∗αj

SK: {Dj,i
A∆0 (i) ∗ g

=

= A∆0 (i) ∗ g
B

vi
βj,i ∗αj

}i∈Aku

P
∆0 (i)rj,u + ∆j (i)vj
βj,i ∗αj

∆0 (i)rj,u + ∆j (i)vj
βj,i ∗αj

T

,
Ak
C

}i∈Aku −AkC .

{Dj,i

.

=

Authority CP-ABE CT

In our scheme, we also use D − 1 degree polynomials to
split up the secret y0 . Our goal is to realize outsourcing
decryption for Multi-Authority CP-ABE.
First method, choose K matrixes and ρj ,1 ≤ j ≤ k,
using outsourcing algorithm [16], the user get e(g, g)yj s/z ,
y s
and e(g, g) j . Interpolate to find
Y0s = e(g, g)

p(0)s

y0 s

= e(g, g)

Then m = E/Y0s .
But it can construct only one M in outsourcing algorithm.
Setup(λ, U ). The algorithm takes as input a security
parameter and a universe description U. Let U =
{0, 1}∗ . It then chooses a group G of prime order
p, a generator g and a hash function F that maps

International Journal of Network Security, Vol.16, No.4, PP.286-294, July 2014
{0, 1}∗ to G. And then, it chooses random exponents
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secret key. It publishes the public parameters as:
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as the ElGamal ciphertext (mGzd , Gd ) where
P
1/z
G = e(g, g)
∈ Gt and 0≤j≤k yj sj ∈ Zp .

y

P K = g, {e(g, g) j }0≤j≤k , g a , F

Decryptout(SK,CT). The decryption algorithm inputs a private key z, and a ciphertext CT . If the
ciphertext is not partially decrypted, then the algorithm first executes Transform (TK,CT). If the
output is ⊥, then this algorithm outputs ⊥ as well.
Otherwise, it takes the ciphertext (T0 , T1 ) and computes T0 /T1z = m.

Encrypt(P K, m, (M, ρ)). The encryption algorithm
takes as input P K and a message m to encrypt.
In addition, it takes as input access structure
AS0 , · · · , ASk and M(M, ρ)2 . The function ρ associates rows of M to authorities and attributes that
control by concerned authorities. The algorithm first
−
chooses a random vector →
v = (s0 , s1 , · · · , sk , ek+1 , Notice that for single authority we let
n
· · · , en ) ∈ Zp . These values will be used to share the
y s
C = me(g, g) j j j∈1,··· ,k
encryption exponent s0 , s1 , · · · , sk . For i = 1 to l, it
−
calculates λi = →
v · Mi , where Mi is the vector correTheorem 2. Since the scheme of Waters in [7] is a sesponding to the ith row of M . In addition, the algolectively CPA-secure outsourcing scheme, our scheme is
rithm chooses random {rj,i ∈ Zp }0≤j≤k,1≤i≤l . The
also CPA-secure outsourcing scheme.
cipher text is published as CT:
C
Cj0

P

= m · e(g, g)

0≤j≤k

yj s j

,

5

= g sj , 0 ≤ j ≤ k
−r

(Cj,i = g aλi · F (ρ(i)) j,i , Dj,i = g rj,i )0≤j≤k,1≤i≤l ,
along with a description of (M, ρ).

5.1

KeyGen(SK, Sj ). The key generation algorithm runs
0
KeyGen(SK,Sj ) to obtain SKj0 = (K 0 = g yj g atj ,
t0

0

t0

0
L0 = g tj , {Kx0 = F (x) j }x∈S0 , {Kj,y
= F (y) j }y∈Sj ),
1 ≤ j ≤ k. It chooses a random value z ∈ Z∗p . It sets

the transformation key T K as: P K, Kj = Kj0

1/z

=

1/z

g yj /z g at , Lj = L01/z = g t , {Kx }x∈S0 = {Kx0 }x∈S0 ,
0 1/z
{Kj,y }y∈Sj = {Kj,y
}y∈Sj , 1 ≤ j ≤ k, and the
private key SK as (z, T K).
Transform(TK,CT). The transformation algorithm inputs a transformation key.
TK =
(P K, Kj , Lj , {Kx }x∈S0 , {Kj,y }y∈Sj ,1≤j≤k )
for
k + 1 sets {Sj }0≤j≤k , and a ciphertext CT = (C,
C 0 , (Cj,i , Dj,i )), 0 ≤ j ≤ k, 1 ≤ i ≤ l for access
structure (M, ρ). If {Sj }0≤j≤k does not satisfy
the access structure, it outputs ⊥.
Suppose
that {Sj }0≤j≤k satisfies the access structure
and let Ij ⊂ {1, 2, · · · , l}0≤j≤k be defined as
Ij = {i : ρ(i) ∈ Sj }. Then, let {ωj,i ∈ Zp }i∈Ij ,0≤j≤k
be a set of constants such that if {λi } are valid
shares of secrets s0 , s1 , · · · , sk according to M , then
P
i∈Ij ωj,i λi = sj ,0 ≤ j ≤ k. The transformation
algorithm computes
Q

0≤j≤k

=

e(Cj0 , Kj )
Q
Q
ω
ω
(e( i∈Ij Cj,ij,i , Lj ) · i∈Ij e(Dj,ij,i , Kj,ρ(i) ))
P

e(g, g)

0≤j≤k

yj sj /z

0
It outputs the
P partially decrypted ciphertext CT
0≤j≤k yj sj /z
as (C, e(g, g)
), which can be viewed
2 M(M, ρ) is the Monotone span programs of the monotone
Boolean functions f0 , · · · , fk

Extention
Outsourcing Decryption of MultiAuthority KP-ABE

Setup(λ, U ). The setup algorithm takes as input a security parameter and a universe description U, let
∗
U = {0, 1} . It then chooses a group G of prime
order p, a generator g and a hash function F that
∗
maps {0, 1} to G. In addition, it chooses random
values α ∈ zp and h ∈ G. The authority sets SK:
yj , 0 ≤ j ≤ k as the master secret key.The public key
is published as
P K = g, g yj , 0 ≤ j ≤ k, F, h.
Encrypt(P K, m, Sj,0≤j≤k ). The encryption algorithm
takes as input the public parameters P K, a message
m to encrypt, and k + 1 sets {Sj }0≤j≤k . Then the
algorithm chooses random sj ∈ Zp . The cipher text
is published as CT:
C
Cj0
{Cj,x

P

= m · e(g, g)

0≤j≤k

yj sj

,

sj

= g , 0 ≤ j ≤ k,
=

s

F (x) j )}x∈sj .

KeyGen(M SK, (M, ρ)). For 0 ≤ j ≤ k, 1 ≤ i ≤ l, The
key generation algorithm runs KeyGen(yj , (M, ρ))
to obtain
SK 0

=

0
Dj,i

= hλt · F (ρ(i))

0
Rj,i

0
0
(P K, Dj,i
, Rj,i
)

= g

0
rj,i

0
−rj,i

,

.

0
It randomly chooses a value z ∈ Z∗p . Let rj,i
/z as
rj,i , it sets the transformation key T K as:
−r
0 1/z
0 1/z
(Dj,i = Dj,i
= hλt /z · F (ρ(i)) j,i , Rj,i
= g rj,i ),
0 ≤ j ≤ k, 1 ≤ i ≤ l and the private key SK as z.
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Transform(TK,CT). The transformation algorithm
takes as input a transformation key T K =
(P K, (Dj,i , Rj,i )1≤j≤k ) for access structure (M, ρ)
and a ciphertext
CT = (C, C 0 , {Cj,x }x∈Sj )
for k + 1 sets {Sj }0≤j≤k . If {Sj }0≤j≤k does not
satisfy the access structure, it outputs ⊥. Suppose
that {Sj }0≤j≤k satisfies the access structure and let
Ij ⊂ {1, 2, · · · , l}0≤j≤k be defined as Ij = {i :
ρ(i) ∈ Sj }. Then, let {ωj,i ∈ Zp }i∈Ij ,0≤j≤k be a
set of constants such that if {λi } are valid shares
of
P any secrets s0 , s1 , · · · , sk according to M , then
i∈Ij ωj,i λi = yj , 0 ≤ j ≤ k. The transformation
algorithm computes
Q
ω
P
Y
e(Cj0 , i∈Ij Dj,ij,i )
0≤j≤k yj sj /z
Q
=
e(g,
g)
ωj,i
e(C
(
,
R
)
j,i
i∈Ij
j,ρ(i)
0≤j≤k
It outputsPthe partially decrypted ciphertext CT 0 as
y s /z
(C, e(g, g) 0≤j≤k j j ).
Decrypt(SK;CT). The decryption algorithm takes as
input a private key SK = z and a ciphertext CT .
If the ciphertext is not partially decrypted, then the
algorithm first executes Transform(T K, CT ). If the
output is ⊥, then this algorithm outputs ⊥ as well.
Otherwise, it takes the ciphertext (T0 , Tj ) and computes T0 /T1z = m.

5.2

RCCA-Secure Multi-Authority ABE
with Outsourcing

We can also change our outsourcing CP-ABE or KP-ABE
scheme to RCCA-secure scheme (or secure against replay
able chosen cipher text attacks) if all polynomial time
adversaries have at most a negligible advantage in the
RCCA game [16].

6

Simulation in Practice

Experimental setup. We have known that both decryption time and ciphertext size in the CP-ABE scheme have
relationship with the complexity of the ciphertext’s policy. Considering that, in our experiments, we generated
a collection of 100 distinct ciphertext policies of the form
(A1 AND A2 AND · · · AND AN ), where each Ai is an attribute, for values of N increasing from 1 to 100. Suppose
that these attributes are controlled by four Authorities.
In each authority, we constructed a corresponding decryption key that contained the N/4 attributes necessary for
decryption.
We also encapsulated a random 128-bit symmetric
key under each of 25 different policies, then decrypted
the resulting ABE ciphertext using the normal (nonoutsourced) Decrypt algorithm. We repeated each of our
experiments vast times on our PC device to smooth any

Figure 3: PC results for our CP-ABE scheme with outsourcing

experimental variability and averaged to obtain our decryption timings. Figure 3 shows the size of the resulting
ciphertexts, and the measured decryption times on our
PC test platforms.
Next, we generate a TK from the appropriate Nattribute Multi-Authority ABE decryption key and applying the Transform algorithm to the Multi-Authority
ABE ciphertext using this key. As the attributes controlled by four Authorities, so it can use Parallel Computing to generate TK, which accelerates the computation
speed. Finally we decrypted the resulting transformed ciphertext. Figure 3 shows the time required for each of
those operations.

7

Conclusions

Green, Hohenberger and Waters [16] brought up outsourcing the decryption of ABE ciphertexts in cloud computing environment. Chase [10] put forward Multi-Authority
ABE and also show how to apply the techniques to achieve
a multiauthority version of the large universe fine grained
access control ABE. We improved his scheme to allow the
encryptor to determine how many attributes to require for
each ciphertext from concerned authorities, and reduced
the number of ciphertext and user’s secret keys. The CA
need not distribute secret key for user. Only improved
his scheme, could We apply the LMSSS to construct the
outsourcing decryption of Multi-authority ABE scheme,
including CP-ABE and KP-ABE, which can also be extended to RCCA secure scheme. Our scheme can be used
to the cloud computing environment. The security can be
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guaranteed as in [16].
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