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Abstract
Generalized secret sharing is a method of constructing
secret sharing from the perspective of access structure. In
this paper, we propose a novel solution for achieving
generalized secret sharing with linear hierarchical secrets.
We use a matrix to model the relationship related to the
access structure and transfer the matrix to modular
arithmetic, which is calculated by Chinese Remainder
Theorem. The participants in the corresponding access
structures can cooperate with each other to produce secrets
in monotonous levels. We prove that shared secrets can be
efficient and reconstructed only by the qualified subset of
participants; unqualified participants cannot reconstruct the
corresponding shared secret.
Keywords: Cryptography, generalized secret sharing,
Chinese Remainder Theorem

1 Introduction
A secret sharing scheme is a method to distribute secret
data among a set of participants. This distribution is done
in such a way that some authorized subsets of the
participants pool their information, allowing them to
reconstruct the secret. Unauthorized subsets of participants
cannot obtain any information about the secret [29].
In 1979, Blakley [4] and Shamir [22] independently
proposed the concept of secret sharing for the first time.
Their schemes are called (t ,n ) -threshold schemes [21], and
they have been developed extensively by subsequent
researchers, e.g., in key-management problems [9, 25, 28,
30] and key-distribution problems [11, 17]. As a result,
they have been used in many practical applications. In such
schemes, any set of at least out of participants can
recover the secret. But, if there are less than participants,
no information would be revealed. A more general case of
secret sharing threshold schemes is the secret sharing

scheme based on an access structure [18, 20]. In [15, 31],
the authors showed how to develop a secret sharing scheme
for any access structure that is a group of all the subsets of
participants，who are authorized to reconstruct the secret
[12]. The reader can consult the survey articles by
Simmons [23] and Stinson [26], which provide a unified
description of secret sharing schemes.
In addition to the research of secret sharing schemes,
several authors studied this open issue from the perspective
of access structures, forming a line of work that is
categorized as generalized secret sharing schemes. In 1985,
Kothari [16] introduced a generalized linear threshold
scheme that can be used to provide a hierarchical threshold
scheme. It allows multiple thresholds in a hierarchical
environment, if necessary. In [14], Ito, Saito, and Nishizeki
proposed a general method of secret sharing with access
structures. The secret can be divided among a set of a
qualified subset, the groups of which are called access
structures. Any qualified subset of can reconstruct the
secret, while the unqualified subsets cannot. Benaloh and
Leichter [3] developed a secret sharing scheme for any
monotone access structure. Several particular families of
access structures, such as weighted threshold access
structures, hierarchical threshold access structures [27], and
multi-level access structures [5, 24] have been considered
successively. The common ground of the above access
structures is that they belong to multipartite access
structures, in which the set of participants is divided into
several parts, and the participants in the same group play an
equivalent role.
According to a series of research projects on
generalized secret sharing，any given access structure can
be used for a secret sharing scheme [3, 14]. Some specific
models for secret sharing with access structures have
already been considered one after another, for example,
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multi-level access structures, weighted-threshold access
structures, hierarchical access structures, and generalizedthreshold access structures. Among these generalizations of
threshold secret sharing, hierarchical secret sharing has
attracted a lot of interests. In [1], Akl and Taylor presented
a scheme based on cryptography to solve the problem of
access control in a hierarchy. Chang et al. [6] proposed a
solution that combines secret sharing based on access
structures with hierarchical key management. In Chang’s
scheme, the participant groups are classified into several
levels, and higher-level groups can compute the secret keys
of the lower-level groups. In addition, each group has its
own access structures to share the group’s secret key. In
2005, Lin et al. [19] proposed another scheme that
improves Chang et al.’s efficiency with the usage of a oneway hash function to allow the shadows to be reused while
achieving the property of hierarchical access control. In
2007, Tassa [27] proposed a hierarchical threshold secret
sharing scheme by using Birkhoff interpolation, which
generates fewer shares for participants of lower levels.
Since the derivative orders are chosen properly, this
allocation of shares dictates the threshold access
requirements. As a consequence, when qualified subsets
collaborate and attempt to recover the secret, it is necessary
for them to solve the Birkhoff interpolation problem first.
In 2010, O. Farràs and C. Padró [10] defined the family of
hierarchical access structures and provided a full
characterization of them.
The application of the Chinese Remainder Theorem to
threshold secret sharing has already been proposed by
many researchers. For example, Asmuth and Bloom [2]
proposed a key safeguarding scheme based on the Chinese
Remainder Theorem. In [26], Iftene and Boureanu achieved
weighted threshold secret sharing by introducing the
Chinese Remainder Theorem. Guo and Chang [8] proposed
a group key distribution scheme, which was built on secret
sharing. And the scheme greatly reduced computation and
communication costs by using Chinese Remainder
Theorem. Chang [7] designed a key-lock-pair mechanism
and made use of Chinese Remainder Theorem to realize the
faster operations and simpler constructions of keys and
locks. Our idea is inspired from Chang’s method.
In spite of the extensive application of secret sharing
schemes, it was not known what access structures schemes
solve such a problem. Let’s consider the scene that occurs
in the storage service, which is common in cloud
computing or in large-scale, distributed systems. To reduce
costs, we assumed one entrepreneurial team that rents some
space for cloud storage to store the data and information of
an incipient company. In the organization of this company,
there is still no hierarchy among the team members, i.e.,
they are equal to each other. In this team, there are different
levels of rights, such as executive power, financial control,
and decision-making authority. Generally, we assume that
decision-making authority is the highest right, with
financial control and executive power following in that
order. For mutual supervision, they use decentralized
control, which implies that several members in one group
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share one right. At the same time, to reduce the labor cost,
every person can join more than one group and cooperate
with any member to produce keys with hierarchical rights
in running the company. Therefore, special attention is
required to determine how to distribute the right to every
member and meet all the above demands. That also is our
motivation for the proposed scheme.
This question can be simplified as a secret sharing
problem. There are several participants without any
hierarchy who have the same weight in the scheme, and
they can take part in one or more subsets. Every group
shares one secret, and these qualified subsets in the access
structure can reconstruct them. We assume that there is a
hierarchy on the shared secrets. The high level of secrets
can produce the secrets of the lower levels. Figure 1 shows
the groups of users in a generalized secret sharing scheme
with linear hierarchical secrets. By comparison, Figure 2
shows the users’ groups in a secret sharing scheme with
hierarchical access structures. The set
{U1 ,U 2 ,...,U 6 }

represents the collection of the users who share the secrets
.
{S1 ,S2 ,S3 }
Now, we analysis the similarities and differences
between a generalized secret sharing scheme with linear
hierarchical secrets and a secret sharing scheme with
hierarchical access structures. From the perspective of
shared secrets, these two schemes share one point, i.e.,
there is a hierarchy on the shared secrets, and the high level
of secrets can produce the lower level of secrets. But as to
the participants, there are two differences. The first one is
that the participants in a generalized secret sharing scheme
with linear hierarchical secrets and secret sharing are
equivalent, i.e., they don’t have a hierarchy on the access
structures, but the weights of the participants in the latter
scheme are unequal in the hierarchical access structures.
The second difference is that the participants of the former
can join one or more access structures, which is not
allowed in the secret sharing scheme with hierarchical
access structures.

Figure 1: Users’ groups in generalized secret sharing
scheme with linear hierarchical secrets
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Figure 2: Users’ groups in a secret sharing scheme with
hierarchical access structures
In this paper, we propose a novel and simple solution
for the above problem. In our scheme, we construct secret
sharing with hierarchical access control by using a matrix
and the Chinese Remainder Theorem，which is very little
known in solving secret sharing with linear hierarchical
secrets. We modeled the access structures of generalized
secret sharing by using a matrix and determined the linear
hierarchical secrets with the Chinese Remainder Theorem.
Each subset of t (t  n) participants with their keys can
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  ,   2U ,    implies    . Since it has
the monotone property, any access structure can be
considered
as
the
minimum
access
structure
min ={          } .
2.2 Generalized Secret Sharing
In the secret sharing scheme, the secret is divided into
several shares, and the shared secrets can reconstruct the
secret only the number of shares reaches the threshold
value. With different requirements, the generalized secret
sharing scheme can realize the specific access structures
based on the secret sharing scheme. We can construct a
generalized secret sharing scheme satisfying with the
following scene, according to the description in [27].

recover secret keys at different levels. The reconstruction
process is linear in that each secret key is computed as a
fixed linear function of the secret. The levels of access
control rights of secret keys are monotone ascending, in
that the higher-level secret key can access the lower-level
We assume that a dealer D wants to share a secret 
access structure, but not the other way around. The
with a set of participants U and that  is a monotone
correctness and security of the proposed scheme were
access structure on U . The dealer will give every
proven.
participant one share  i of secret  , which is distributed
The generalized secret sharing scheme with linear
hierarchical secrets is a simple scheme, but it still has some secretly. Then, a subset of participants can reconstruct the
shared secret by pooling their secret shares together. A
obvious advantages:
generalized secret sharing scheme with an access structure
1. High efficiency. Every user is in more than one access is such a scheme and it meets the following requirements:
structure, so it is efficient for one user to produce different
1) Correctness requirement: any subset    of
level keys by cooperating with others.
participants, which means that the participants are in the
2. Flexible to application. Even though there is no qualified subset, is enabled to recover and compute  .
hierarchy on a team, it still can be applied to produce
hierarchical secret keys.
2) Security requirement: any subset    of
participants, which means that the participants are in the
3. High security. It implies two aspects, i.e., 1) the
unqualified subset, is not enabled to recover  , even by
scheme satisfies the requirements of security and 2) it can
pooling all of their shares.
reduce the possibility of information leakage for cooperators.
The rest of this paper is organized as follows. In Section
2, we give the basic definitions related to our scheme and
briefly review the Chinese Remainder Theorem. In Section
3, we describe the proposed secret sharing scheme with
linear hierarchical secrets. Section 4 addresses the
correctness and security analysis of the proposed scheme. In
Section 5, we compare the proposed scheme with other
related schemes; and our conclusions are provided in
Section 6.

2 Preliminary Grounds
In this section, we give definitions of access structures,
generalized secret sharing, and the generalized secret
sharing scheme with linear hierarchical secrets, and then
we review the Chinese Remainder Theorem, which was
used in our scheme.
2.1

Access Structures

2.3 Generalized Secret
Hierarchical Secrets

Sharing

with

Linear

Let U ={U1 ,U 2 ,...,U m } be the set of participants. The set
of access structures, denoted by   {1 , 2 ,..., n } , is a
monotone ascending family. The access structures are the
subsets of the participants U . The participants can join one
or more access structures, which should be required to
satisfy:  p , q   , 1  p,q  n ,  p   q and  q   p .
Example 1. LetU  U1 ,U 2 ,U3 ,U 4  and
  1 , 2 ,3 
= {U1 , U 2 }, {U1 , U 3 , U 4 } ,{U 2 , U 3 } ; then, the secret data
can be shared in such a set   {1 , 2 ,  3} . Since the
access structures satisfy the monotone ascending property,
the access structures can be described as follows:

(1 )min  {{U1 , U 2 }}

,

(2 )min  {{U1 , U 3 , U 4 }}

,

Let U be the set of participants. An access structure, (3 )min  {{U2 ,U3 }}
denoted by  , is a collection of subsets   2U , and it
also is a monotone ascending family, which means that any

Suppose that S ={S1 ,S2 ,...,Sn } is the collection of
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secrets. Suppose a dealer D wants to share secrets S j , for 3 Proposed Scheme
1  j  n , among a set  of access structures, and the In this section, we first review the problem of generalized
secret sharing, which we stated in Section 1 and provide
participants in an access structure  j , for 1  j  n , share additional details about it. Then, we propose the correctness
one secret S j . Then, each access structure corresponds to and security requirements for the scheme. Finally, we
propose a novel solution for achieving generalized secret
one level of secret key, and each participant is given a share. sharing with linear hierarchical secrets.
The shares should be distributed secretly, so no participant
knows the share given to other participants. At a later time,
a subset of participants in an access structure  will 3.1 Problem Reviewing
j

attempt to reconstruct the secret S j from the shares they

Without loss of generality, we assume that there are users
U ={U1 ,U 2 ,...,U m } , sharing the secrets S ={S1 ,S2 ,...,Sn } ,

collectively hold. We divide all the secrets in S into n
levels, namely, there is only one secret in one level. Here, with the monotone access structures ={1 , 2 ,..., n } ,
we let the level for S is greater than S , if 1   <  n .  is composed of a given number of U , 1  j  n ,
j
i

S1  S2 ...  Sn means the level of S1 is the highest; then, 1  i  m and every participant of the access structure 
j
the level of S 2 takes the second level, and so on. A linear
can share one secret S j , 1  j  n . And each access
relationship exists among the elements of S . A generalized
secret sharing scheme with linear hierarchical secrets is structure  j corresponds to one shared secret S j . For the
such a scheme and the following requirements are met:

access structure  j , there exists an integer L j , 1  j  n ,

1) Correctness requirement: any subset    j of which is called the lock for the access structure  j . Every
participants, which means that the participants are in the
user U i , 1  i  m , is assigned to one key share K i ,
qualified subset, is enabled to recover S j and compute the
1  i  m ; every key share can incorporate with each other
in the same access structure to produce the corresponding
secrets S j s in different levels also.
2) Security requirement: any subset

secret S j . There is a linear hierarchy of the different levels
   j of of secrets. The higher-level groups can compute the secret

participants, which means that the participants are in the of the lower-level groups, but not vice versa. Besides the
unqualified subset, is not enabled to recover S , even if reconstruction by specific users (or secret shares), the

S s
they pool all of their shares. And they cannot reconstruct secrets j can be generated by computing a function
linearly.
the secrets S  s in different levels either.
j

j

Example 2. (Following Example 1). There are four users
in a company, U1 , U 2 , U 3 , U 4 , and U1 cooperates with

2.4 Chinese Remainder Theorem
Give

two

sets

of

integers

a ={a1 ,a2 ,...,ak }

and U to produce secret S ; U , U , and U can produce
2
4
1
1
3
b={b1 ,b2 ,...,bk } , which satisfy the following S . The levels of S , 1  j  n , are as follows:
j
2
conditions: ai and a j are coprime numbers, where S  S  ...  S
,
where
1
2
n
i  j , i =1,2,...,k ,and j =1,2,...,k ; 0  bi  ai , S  s
, S  h( S )  h( s) ,…, S  h(S ) ,…,
1

k

i  1, 2,..., k ; 0  x   ai , i  1, 2,..., k ; and
i 1

b1  x mod a1 ,
b  x mod a ,
 2
2


bk  x mod ak ,

2

1

j

j -1

Sn  h(Sn 1 ) . The inequality means the levels of S j is in
descending order, and the level of S1 is the highest, while

S n is in the lowest level. Figure 3 shows more details. We
take users U 1 and U 2 as examples. K1 and K 2 are the
keys held by users U 1 and U 2 in the access structure 1 .

L1 is the lock of access structure 1 , and S1 is the

where x is an integer variable. Then, x has one and only corresponding secret .The users U 1 and U 2 can produce
one solution.
cooperatively S1 by using K1 and K 2 . S 2 can be
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a11  a21  0  0  S1 ,

a12  0  a32  a42  S 2 ,
0  a  a  0  S .

23
33
3

generated by the function of S1 , which is in the higher level,
but S1 cannot be calculated through this function of S 2 .

Si

The limits for

S1 >S2 >S3

are

S1

is the highest, then

Sj

can be generated linearly, i.e.,

Assume

Pj

that

, and the level of

is

,

the

value

the

U is

users

,

such

aij  Ki mod L j

that

k 1

K1

a11

a12

...

a1n

1  i  m , 1  j  n , satisfying the following constraints:

K2

a21

a22

...

a2n

a11  a21 +a31  ...  am1  S1 ,
a  a  a   a  S ,
 12 22 32
m2
2


a1n  a2 n  a3 n   amn  S n ,

Km

ai1

ai 2

...

amn

value of user U i for the access control structure  j . The

,

can be expressed as the following matrix:

Pn

aij

,

0  K i   Lk , 1  i  m , 1  j  n . The relationship

...

for

Lj

n

P2

numbers

of

structures j s , and integers K is , 1  i  m , called keys of

P1

selects

.

integers Lj s , 1  j  n , called locks for the access

matrix Amn , the element aij of it represents the access

randomly

,

access control structure  j , 1  j  n , there exists

In our scheme, we use a matrix to model the relationship
between the secret keys of the users and the access
structures of the generalized secret sharing scheme. The
users in the corresponding access structures hold the keys
cooperatively to produce the secrets. Then we transfer the
matrix to modular arithmetic and calculate the keys with
Chinese Remainder Theorem. Under the access structures,
our scheme can realize the generation of the linear,
hierarchical secrets. Given any access control structure

Ui

is the lowest.

gcd( Pi , Pj )  1 ,  i  j , 1  i  m,1  j  n , for the

3.2 Construction for Generalized Secret Sharing with
Linear Hierarchical Secrets

user

S3

S1 =s S2 =h(S1 )=h(s)

S3 =h(S2 )=h(h(s))

and

Figure 3: Model of a generalized secret sharing scheme
with linear hierarchical secrets

S2

, which means the level of

,

Example 4. (Following Example 3) We use the matrix to
express the relationship between the locks of the access
which means that the users in access structure  j can
structures and the secret keys the users hold. Assume that
incorporate the corresponding secret key S j .
{P1 ,P2 ,P3 } are the values of the locks {L1 ,L2 ,L3 } and that
Example 3. (Following Example 2) We assume users U 1

{K1 ,K 2 ,K3 ,K 4 }

are

the

secret

keys

that

users

U1 ,U 2 ,U 3 ,U 4 hold, respectively following Example 3, we
and U 2 can construct the secret S1 ; users U 1 , U 3 , and can get the matrix:
U 4 are able to construct the secret S 2 ; and users U 2 and

P1

P2

P3

U 3 can produce the secret S 3 . We can express their

K1

a11

a12

0

relationships, as follows:

K2

a21

0

a23

K3

0

a32

a33
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K4

0

a42

0

416

Remainder Theorem to get the value of K i , as the unique
solution of the system. We can calculate {K1 ,K 2 ,K3 ,K 4 } as

We can use congruent operation to express the couple

follows:

， Q3  PP
，
P ， Q1  P2 P3 ， Q2  PP
of Pj and K i and make aij as the value of the Q  PP
1 2 3
1 3
1 2
corresponding congruent operation. To the user U i , all the
equations form a system of equations that includes j
equations and an unknown quantity K i , as follows:

 K i mod P1  ai1 ,
 K mod P  a ,
 i
2
i2
Ki satisfies 

 K i mod Pj  aij .

C1  Q1  [(Q1 ) 1 mod P1 ]

1
C2  Q2  [(Q2 ) mod P2 ] .

1
C3  Q3  [(Q3 ) mod P3 ]

 K1  [a11C1  a12C2 ] mod Q
 K  [a C  a C ] mod Q
 2
21 1
23 3
We can obtain 
.
K

[
a
C

a
C ] mod Q
32 2
33 3
 3
 K 4  (a42C2 ) mod Q
Example 5. (Following Example 4) We assume that there
are four users U1 ,U 2 ,U 3 and U 4 . Every element in the

K1 , K 2 , K3 , and K 4 are the keys that are assigned to the
matrix of Example 4 can be evaluated by using K i and Pj . users.
Every row of the matrix can be transferred to a system of
equations.
4
Analysis of Correctness and Security

 K1 mod P1  a11 ,

K1 satisfies  K1 mod P2  a12 ,
 K mod P  0;
 1
3

We now prove that our scheme is a correct and secure
secret sharing scheme. First, we give some definitions
related to shared secrets. S is used to represent the shared
secret, so S j , 1  j  n , is the shared secret that can be

 K 2 mod P1  a21 ,

K 2 satisfies  K 2 mod P2  0,
 K mod P  a ;
 2
3
23

reconstructed by the participants in the access structure  j ,

1  j  n , and S  is a subset of S . We prove the
following propositions.
Proposition 1. The participants of the qualified subset  j ,

 K 3 mod P1  0,

K 3 satisfies  K 3 mod P2  a32 ,
 K mod P  a ;
 3
3
33

 j   , 1  j  n , can cooperate to reconstruct the
corresponding shared secret S j , S j  S  .
Proof. As the above description indicated, matrix Amn , in

 K 4 mod P1  0,

K 4 satisfies  K 4 mod P2  a42 ,
 K mod P  0.
 4
3

which the element aij represents the access value of user

U i , 1  i  m , can be constructed according to the shared
secret S and the specific access structures. Given any
According to the Chinese Remainder Theorem, we can
access structure  j in  , 1  e, f ,..., g  m , 1  j  n ,
calculate K i as follows: Since aij  Ki mod L j , 1  i  n ,
we can set S j =aej +a fj +...+agj . To every user U i , there
n
1  j  m , we assume that Q  Pi ， Qi  Q / Pi , for exists one and only one key K to recover the secret S ,
i

i 1

i j

，
k

given

Ci  Qi  (Qi1 mod Pi )

Ki  ( aij Ci ) mod Q .
i 1

,

j

then, according to Chinese Remainder Theorem. Since every aij
is randomly selected and bound to S j =aej +a fj +...+agj .

K i will be calculated according to aij  Ki mod L j .





Example 6. (Following Example 5) For the system of Therefore, any subset U e ,U f ,...,U g of participants in
equations in Example 5, we can use the Chinese
={1 , 2 ,..., n } can reconstruct the secret S j by
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computing a linear combination of their shares. Since the S  h( S )  h( s ) , S  h(S )  h(h( s)) . The shared
2
1
3
2
secrets S j s belonging to the set S  are linear and
secrets S j s correspond to different access structures, so the
hierarchical, the higher-level groups can compute the secret
participants of the higher-level groups can compute the
keys of lower-level groups, and the rest of S can be
secret keys of the lower-level groups. And we know it is
calculated.

difficult to get the original secret from the hash value, so
Proposition 2. Unqualified participants cannot reconstruct the lower-level groups cannot compute the secret keys of
the corresponding shared secret S , S  S  , even by the higher-level groups. Therefore, Proposition 3 holds. 
j

j

pooling all of their shares together.
5 Comparison
Proof. According to Proposition 1, we can conclude that
the shared secret can be reconstructed by any qualified In this section, we first define some notations of
subset of participants by computing S j =aej +a fj +...+agj . computing overload related to the proposed scheme. Then
we compare the scheme with Chang’s scheme[6] and Lin’s
Since these n row vectors (K1 ,K 2 ,...,Ki ) and aij are scheme[19] in term of computing overload.
independent, there exists {L1 ,

L2 ,...,Ln } that satisfies

aij  Ki mod L j . And then ， since the entries aij of

Notations are introduced as follows. Suppose the
runtime needed for exponent arithmetic (EXP) is , the

Te

matrix A are selected randomly, just satisfying runtime needed for hash arithmetic (Hash) is Th , the
m
S j =  i=1 aij , 1  j  n , unqualified participants also runtime needed for modular multiplication is
, and the
cannot guess the correct aij s that satisfy S j =



m
i=1

Tm

aij , runtime needed for inverse operation is

1  j  n , even if they know some other secrets (i.e., they runtime needed for exclusive-or operation

Ti

. Here, the

and addition
Tx
can obtain some other secrets by computing a linear
combination of their shares). Moreover, there is a hierarchy T are not computed as in [19], since the computation cost
a
on S j s , where S j  S  , and the higher-level groups can
are negligible.
compute the secret keys of the lower-level groups, but not
We give a specific model based on our scheme to make
vice versa. Even though S j can be obtained by the a quantized analysis and comparison. We assume that there
adversary, the rest of S cannot be derived from it. Hence, are n participants form m groups, which are considered as
access structures. Every access structure shares one key
,
the proposed scheme is secure.

Sj

We now prove that our generalized secret sharing scheme and each participant in the corresponding access structure is
can make the linear shared secrets having a hierarchical assigned to one share of the key
. The computation
Ki
property.

overload produced in share generation is
and
n Tm +Ti 
Proposition 3. Let the secrets S j s be linear and
the computation cost of key generation is
. Comparing
hierarchical so that the following properties are satisfied.

nTh

1) The participants in the monotone access structures to the computing overload of Chang’s scheme[6] and Lin’s
={1 , 2 ,..., n } ,can reconstruct the shared secrets scheme[19], the former is nT , and the later one is nT .

S j s in corresponding levels.

2) The participants in the monotone access structures
={1 , 2 ,..., n } form several groups. And the
groups corresponding to the higher level of the secret
can compute the secret of the lower level, but not vice
versa.
Proof. The proof of the first property is straightforward
from the proof of Proposition 1. Now, we prove the second
property. Since for S j , which has monotone ascending

e

h

Since the runtime of an exponentiation operation is longer
than the one of one-way hash function, it is obvious that
our scheme and Lin’s scheme are more efficient than
Chang’s scheme. On the other hand, Lin’s scheme needs
more computing overload to produce related parameters
besides the key generation, while our scheme doesn’t need
such computing costs. In this point, our scheme is the most
efficient in the three schemes.
6

Conclusions

In this paper, we considered a novel, simple, efficient
property, for example, S1 >S 2 >S3 , we use a one-way hash generalized secret sharing scheme with linear hierarchical
secrets by using a matrix to express the relation between
function to represent the expression, S1 =s ,
the secret keys of the users and the certain access structures
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Transactions on Computers, vol. 59, no. 6, pp. 842corresponding secret S j , which can be reconstructed by the
846, 2010.
cooperation of the participants. There is a hierarchy among [12] C. F. Hsua, Q. Cheng, X. M. Tang and B. Zeng, “An
the shared secrets. In addition, the secret also can be
ideal multi-secret sharing scheme based on MSP,”
revealed by using a set of hash functions consecutively.
Information Sciences, vol. 181, no.7, pp. 1403-1409,
The correctness and security of the proposed scheme imply
2011.
that only authorized participants in an access structures can [13] S. Iftene and I. Bourcanu, “Weighted threshold secret
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