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Abstract
In the ciphertext-policy attribute based encryption (CPABE) scheme, a private key holder is related with a set
of attributes while the data is encrypted under an access structure defined by the data provider. In most proposed schemes, the characteristics of the attributes are
treated as same level. While in the real world circumstance, the attributes are always in the different levels.
In this paper, In this paper, a scheme is proposed under a different hierarchy of attributes with the name of
ciphertext-policy hierarchical attribute based encryption.
The CP-HABE scheme is proved to be secure under the
decisional q-parallel bilinear Diffie-Hellman exponent assumption, which can be considered as the generalization
of the traditional CP-ABE.
Keywords: Access structure, attribute-based, bilinear pairings, encryption, hierarchy

1

Introduction

Encryption is the cryptographic primitive which provides
confidentiality to the digital communication. The public
key encryption provides a powerful mechanism for protecting the confidentiality of stored and transmitted information. When a data provider wants to share some
information with a user, the provider must know exactly
the one he/she wants to share with. In many applications, the data provider wants to share some information
according to the policy based on the receiving of the users’
credentials.
Attribute-based encryption (ABE) has prominent advantages over the traditional public key encryption which
can be exemplified by the fact that the flexible one-tomany encryption will take the place of one-to-one encryp-

tion. The ABE scheme provides a powerful method to
achieve both data security and fine-grained access control.
In CP-ABE scheme, private keys are labeled with sets of
descriptive attributes. Only when the set of descriptive
attributes satisfies the access structure in the ciphertext
can the user get the plaintext. When a data owner wants
to provide a document to all the users who have a certain set of attributes, he/she could use ABE to encrypt
the document, and the users could decrypt the document
when they have satisfied a certain set of attributes. For
example, the headmaster wants to encrypt a document to
all the professors of 45 years old in the computer science
department, the document would be encrypted with access structure {“professor” AND “CS department” AND
“age 45”}, and only the users who hold the private key
containing these three attributes can decrypt the document while others cannot get any information from the
ciphertext. However, the professors can be classified into
different types in reality, such as, full professor and distinguished professor. It is tricky for data provider to encrypt message by using the access structure to achieve
both fine-grained access control while reflect importance
of attributes. To solve this problem, we introduce hierarchical attributes to CP-ABE.
In this paper, the universal attributes in the scheme
we proposed are classified into different levels according
to their importance defined in the access control system.
Every user in the system possesses a set of attributes in
hierarchy. The data owner encrypts a data to users in
the system who have a certain set of attributes. The ciphertext contains a kind of hierarchical access structure.
In order to decrypt the message, users’ attributes in hierarchy must satisfy the hierarchical access structure. The
notion of CP-HABE can be considered as the generalization of traditional CP-ABE scheme where all attributes
are in the same level.
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1.1

Related Work
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to construct attribute-based signature [9, 10, 11, 13, 16].
Based on previous works, we construct ciphertext-policy
ABE is one of the important applications of fuzzy hierarchical attribute-based encryption which can achieve
identity-based encryption [15] whose origin can be traced both fine-grained access control for encryption data and
back to identity-based encryption [2, 3, 4, 18]. In the hierarchical attributes.
seminal paper, Sahai and Waters used biometric measurements as attributes in the following way: a user 1.2 Our Contributions
is equipped with the secret key for a set of attributes
while the ciphertext is associated with another set of at- The contributions of this paper are listed as following: (1)
tributes. Only when the overlap between the two at- We formalize the model of CP-HABE and give security
tribute sets exceeds the threshold could the user de- model for CP-HABE. We also give specific construction
crypt the ciphertext. There are two methods to ac- about CP-HABE. (2) We prove our scheme is secure uncess control based on ABE: key-policy attribute based der the standard model by using decisional parallel bilinencryption(KP-ABE) [8] and ciphertext-policy attribute ear Diffie-Hellman exponent assumption. (3) We make
based encryption(CP-ABE) [1, 6]. In KP-ABE, the ci- analysis of CP-HABE scheme. The analysis shows that
phertext contains a set of attributes and the private key our scheme can reach both fine-grained access control and
is related to the access structure. The construction of a hierarchical attributes.
KP-ABE scheme was first provided in [8]. In their scheme,
when a user made a secret request, the trusted authority 1.3 Organization
determined which combination of attributes must appear
in the ciphertext for the user to decrypt. Instead of us- In Section 2, we formalize model for CP-HABE and
ing the Shamir secret key technique [17] in the private present the security model for CP-HABE. In Section 3,
key, this scheme used a more generalized form of secret we review some concepts of the hierarchical access strucsharing to enforce a monotonic access tree. Ostrovsky et ture, birkhoff interpolation, hierarchical threshold secret
al. [14] presented the first KP-ABE system which sup- sharing schemes, bilinear maps and decisional parallel biported the non-monotone formulas in key policies. In linear Diffie-Hellman exponent assumption. In Section 4,
CP-ABE, the idea is reversed: the ciphertext is associ- we provide the specific construction about the CP-HABE
ated with the access structure while the private key con- scheme. In Section 5, we offer security proof under the
tains a set of attributes. The first CP-ABE scheme was security model for CP-HABE. In Section 6 we make analproposed by Bethencourt et al. [1] which used threshold ysis of CP-HABE scheme and Section 7 is the conclusion
secret sharing scheme to enforce the policy during the of this paper.
encryption phase. However, the drawback of this construction was that security proof was only constructed
Ciphertext-policy Hierarchical
under the generic group model. Due to this weakness, 2
another construction was presented by Cheung and NewAttribute based Encryption
port [6]. The security of this scheme was proved under
the standard model. Later in [7], Goyal et al. gave con- In this section, we present the definition of CP-HABE
struction for some advanced access structures based on scheme and its security model.
number theoretic. A new methodology for realizing CPABE schemes from a general set of access structures in
2.1 CP-HABE Scheme
the standard model was presented by Waters [21] under a concrete and non-interactive assumption. Linear A CP-HABE scheme consist of four fundamental algosecret sharing scheme(LSSS) matrix was used as access rithms: Setup, Encrypt, KeyGen and Decrypt.
control over the attributes in this scheme. Predicate encryption scheme was proposed by Boneh and Waters [5] Setup(1λ , U): The setup algorithm inputs a secubased on the primitive called hidden vector encryption rity parameter 1λ and hierarchical attribute universe
and their scheme can realize the anonymous CP-ABE by description U. It outputs the public parameters params
using the opposite semantics of subset predicate. Wang et and master key MSK.
al. [20] combined the hierarchical identity-based encrypThe encryption algorithm
tion (HIBE) system and the CP-ABE system to provide Encrypt(params, m, A):
fine-grained access control and full delegation. Later, Li inputs the public parameters params, hierarchical access
et al. [12] proposed a scheme which enhanced ABE with structure A and the message m which the sender wants
hierarchical attributes. In this scheme, the universal at- to encrypt. It outputs the ciphertext CT. We assume the
tributes were classified into trees according to their rela- ciphertext contains A.
tionship. This paper also gave a provably secure proof to
The key generation algorithm
this scheme. However, this scheme which uses threshold KeyGen(MSK, S):
method can not provide fine-grained access control for en- inputs the master key MSK and a set S of attributes in
cryption data. Recently, there are also several attempts hierarchy. It outputs a private key SK.
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3.1
Decrypt(CT, SK):
The decryption algorithm inputs the ciphertext CT and the private key SK. When a
set of attribute satisfies the hierarchical access structure,
it can decrypt the ciphertext and return message m.
In the CP-ABE scheme, the ciphertext is related with
the access structure while the private key is associated
with the attribute set. In our security model, the adversary will choose challenge access structure A∗ and ask for
any private key SK containing the hierarchical attribute
set S where S does not satisfy A∗ . We now give the formal
security game for CP-HABE as below.

2.2

Security Model for CP-HABE

Hierarchical Access Structure

Definition 2 (Hierarchical access structure [19]).
Let U be a set of n participants
and assume that U is
Sm
consisted of levels U = i=0 Ui , where Ui ∩ Uj = ∅ for
0 ≤ i ≤ j ≤ m. Let k = {ki }m
i=0 be a monotonically
increasing sequence of integers 0 < k0 < k1 < · · · < km .
Then the (k, n)-hierarchical threshold access structure is
(
!
)
i
S
Γ= V ⊆U : V∩
Uj ≥ ki , ∀i ∈ {0, 1, · · · , m}
j=0

3.2

Hierarchical Threshold Secret Sharing Schemes

In this subsection, we introduce the essential use of the
Init. The adversary declares the access structure A∗ that hierarchical threshold secret sharing schemes. We adopt
he wishes to be challenged upon.
the idea proposed
in [19].

Let V= v1 , · · · , v|V| ⊂ U where V is the hierarchical
Setup. The challenger runs the Setup algorithm and out- subset while U is hierarchical universe set. we assume
puts the public parameters param. Challenger gives that
param to the adversary.
v1 , · · · , vl0 ∈ U0 ,
Phase 1. The adversary makes repeated polynomially
private key queries corresponding to the sets of hierarchical attributes S1 , · · · , Sq1 which none of these
attribute sets satisfy the challenge hierarchical access
structure A∗ .
Challenge. The adversary submits two equal length
message m0 , m1 and challenge access structure A∗ .
The challenger flips a random coin β, and encrypts
mβ under A∗ . The ciphertext CT∗ is given to the
adversary.

vl0 +1 , · · · , vl1 ∈ U1 ,
..
.
vlm−1 +1 , · · · , vlm ∈ Um ,
where

0 ≤ l0 ≤ l1 ≤ · · · ≤ lm = |V|

V is authorized subset if and only if li ≥ ki for all
0 ≤ i ≤ m, where m denote as the number of total
levels in this scheme and li is the number of element
in subset V under level i. Let r : F → Fk be defined
as r(x) = (1, x, x2 , · · · , xk−1 ) and r(i) (x) denote the i-th
derivative of r(x) for i ≥ 0. The share which distributed
to participants u ∈ Ui is σ(u) = r(ki−1 ) (x) · a, where
Phase 2. Same as Phase 1.
a = (a0 = s, a1 , · · · , ak−1 ) is the vector of coefficient of
′
p(x).
When all participants of V put their shares toGuess. The adversary output a guess β of β.
gether, the system can calculate the unknown vector a is
Adversary A wins this game if β ′ = β. The advantage M a = σ, where the coefficient matrix is:
of A in this game is defined as AdvA = Pr [β ′ = β] − 12 .
M = (r(v1 ), · · · , r(vl0 ); r(k0 ) (vl0 +1 ), · · · , r(k0 ) (vl1 ); · · · ;
If we allowing for decryption queries in Phase 1 and
Phase 2, the model can easily be extended to prevent
r(km−1 ) (vlm−1 +1 ), · · · , r(km−1 ) (vlm ))
chosen-ciphertext attacks.
while σ = (σ(v1 ), σ(v2 ), · · · , σ(vlm ))T .
Definition 1. An ciphertext-policy hierarchical atFor all j = 1, · · · , l0 , · · · , lm , the j ′ -th row of M we let
tribute based encryption scheme is indistinguishable se- the function ρ defined the party labeling row j as ρ(j).
cure against selective chosen plaintext attack if no poly- Suppose j = li−1 + c, then the share r(ki−1 ) (vl +c ) bei−1
nomial time adversaries win the above game with non- long to party ρ(j).
Q
negligible advantage.
Suppose that is hierarchical threshold secret sharing
scheme for the hierarchical threshold access structure A.
The set S ∈ A is defined as any authorized set, and let
I ⊆ {1, · · · , l0 , · · · , lm } be defined as I = {j : ρ(j)Q
∈ S}.
3 Basic Constructions
If {λj }j∈I are valid shares of secret s according to
and
In this section, we introduce the notions related to hi- authorized set S satisfy Pólya’s Condition (the Pólya’s
erarchical access structure, hierarchical threshold secret Condition can be found
P in [19]), then exist constants
sharing schemes, bilinear maps and decisional parallel bi- {ωj ∈ Zp } such that j∈I ωj λj = s. We said that the
linear Diffie-Hellman exponent assumption.
vector (1, 0, · · · , 0) is the target vector for secret sharing
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scheme. For any authorized set of rows I in M ,we will 4
Our Construction
have that target vector is in the span of I. Otherwise,
the target vector is not in the span of the rows of the In this construction, the attributes are assumed to be diset I. Moreover, there will exist a vector ω such that vided into m + 1 levels. Different attributes belong to
different levels according to their importance in the sysω · (1, 0, · · · , 0) = −1 and ω · Mi = 0 for all i ∈ I.
tem and these attributes do not have any relationship for
access control. We show how the attributes are catego3.3 Bilinear Maps
rized and constructed in Figure 1. As shown in the figure, each circle represents an attribute belong to one level.
Let G and GT be two cyclic groups of prime order p with
h , · · · , hρ(l0 ) belong to level 0 while hρ(li−1 +1) · · · hρ(li )
the multiplication. Let g be a generator of G and e be a ρ(1)
belong to level i. Every user holds a private key which
bilinear map. Let e : G × G → GT be a bilinear map has
is associated with a set of attributes in hierarchy. When
the following properties:
these attributes match the hierarchical access structure in
the ciphertext, the user can get message from sender. It
1) Bilinearity: for all u, v ∈ G and a, b ∈ Zp , we have
is easy to verify that this construction is indeed a genere(ua , v b ) = e(u, v)ab .
alization of CP-ABE.
2) Non-degeneracy: e(g, g) 6= 1.
h

U

(

l


1



m

1

)

h

U

3) Computability: There is efficient algorithm to compute bilinear map e : G × G → GT .

(



2

l



m

1

)

h

U

Decisional Parallel Bilinear DiffieHellman Exponent Assumption

We use the assumption proposed in [8] called decisional
q-parallel bilinear Diffie-Hellman exponent assumption.
The q-parallel bilinear Diffie-Hellman problem define as
follows. Choose a group G of prime order p according to
the security parameter. Let g be a generator of G and
a, s, b1 , · · · , bq ∈ Zp be chosen randomly. If an adversary
is given y =
q

q+2

g, g s , g a , · · · , g (a ) , g (a
∀1≤j≤q

q

g s·bj , g a/bj , · · · , g (a

/bj )

)

2q

, · · · , g (a
q+2

, g (a

/bj )

)

,
2q

, · · · , g (a

/bj )

h

U

l

l

e

v

e

l

(

1

)

h

(

2

)

U

m

m

(

)
:

#

Notice that the map e is symmetric since e(ua , v b ) =
e(u, v)ab = e(ub , v a ).

3.4

"

#

"

h

l

U

(

l

e

v

e

l

)

0

:

0

Figure 1: Hierarchical attribute structure
The concrete construction is as follows:
Setup(U): The setup algorithm inputs the set of universe attributes U in the system. The attributes are in
the different hierarchy. The algorithm then chooses a
group G of prime order p, a generator g and group element
h1 , · · · , h|U | ∈ G that associated with |U| the attributes
in the system. In addition, it chooses random exponents
α, a ∈ Zp . The public parameters is published as:
params = {g, e(g, g)α , g a , h1 , · · · , h|U | }
The authority set MSK =g α as the master secret key.

..
.

Encrypt(params, (MV , ρ),m′ ):
The encryption algorithm inputs the public parameters params and a
q+1
message m′ to encrypt. In addition, it inputs a HTSSS
It remain hard to distinguish e(g, g)a s ∈ GT from a
access structure (MV , ρ). The function ρ associates rows
random element in GT .
of MV to attributes.
We define the advantage of an adversary A in solving
The algorithm first chooses a random vector a = (a0 =
the decisional q-parallel bilinear Diffie-Hellman exponent s, a1 , · · · , ak−1 ) ∈ Zk . These values will be used to share
p
problem as
the encryption exponent s. For all j = 1, · · · , l0 , · · · , lm ,
it calculates λj = Mj · a, where Mj is corresponding to
h 
i
aq+1 s
the
j ′ th row of MV . In addition, the algorithm chooses
AdvA = Pr B y, T = e(g, g)
=0
random rl0 , · · · , rlm ∈ Zp . The ciphertext is published as:
− Pr [B (y, T = R) = 0]
−rl
αs
′
s
aλ
∀1≤j,k≤q;k6=j

q

g a·s·bk /bj , · · · , g a

·s·bk /bj

CT = {C = me(g, g) , (MV , ρ), C = g , C1 =g

Definition 3. We say that the decision q-parallel DBHE
assumption holds if no polytime algorithm has a nonnegligible advantage in solving the decisional q-parallel
DBHE problem.

−

P

(Cj =g aλj hρ(j)
Dl0 =g

r l0

i=l0 ,··· ,lk ri

, · · · ,Dlm =g

where ki−1 ≤ j ≤ ki

r lm

−

1

P

hρ(1)0 , · · · ,

i=l0 ,··· ,lm ri

, · · · ,Clm =g aλlm hρ(lm )

}

,
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∗

(ω1 , ω2 , · · · , ωn∗ ) ∈ Znp such that ω1 = −1. For all i
Keygen(MSK,S): The key generation algorithm inputs satisfied ρ∗ (i) ∈ S, we have that ω · Mj∗ = 0.
The simulator defining t as:
the master secret key MSK and a set S which has different hierarchical attributes. The algorithm first chooses a
t = r + ω1 aq + ω2 aq−1 + · · · + ωn∗ aq−n∗+1 .
random t ∈ Zp . It creates the private key as
SK = {K = g α g at , L = g t , ∀x ∈ S : Kx = htx }.

Then we have:
L = gt = gr

Decrypt(CT, SK): The decryption algorithm inputs a
ciphertext CT for access structure MV and private key
for set S. Suppose that S satisfy the hierarchical access
structure which the number of attributes in level Ui must
exceed its threshold ki . Let I ⊆ {1, · · · , l0 , · · · , lm } be
defined as I = {j : ρ(j) ∈ S}. If {λj }j∈I are valid share
according
to M and set S satisfy Pólya’s Condition, then
P
j∈I ωj λj = s where {ωj ∈ Zp } be a set of constants.
The decryption algorithm first computes

Y

i=1···n∗

 q+1−i ωi
ga
.

Here we calculate Kx where ∀x ∈ S. We first consider
x ∈ S where no j such that ρ∗ (j) = x. In this circumstance, we simply let Kx = Lzx .
Next we deal with the task to create keys for attribute
x where x is used in the access structure. Because simq+1
ulator can not simulate the terms of the form g a , we
must make sure private key do not have this terms. Notice
Y
that in calculating htx all terms of this form in the expoCW = e(C ′ , K)/
(e(Cj , L) · e(Dl0 Dl1 · · · Dlki , Kρ(j) ))ωj )
∗
nent come from Mj,k
ak · ωk aq+1−j /bj for some k, where
j∈I
Y
∗
∗
= e(g, g)αs e(g, g)ast /(
e(g, g)taλj ωj ), (ki−1 ≤ j ≤ ki ) ρ (j) = x. However, we have that Mj · ω = 0 Therefore,
q+1
all exponent of a
can cancel when combined.
j∈I
αs
The
simulator
creates
Kx as follows
= e(g, g) .
2

∗

n∗

∗

t
z aM /b a Mj,2 /bj
· · · ga
Then algorithm divides out CW from C and obtain the Kx = hx = (g x g j,1 j g
Y
k
∗
message m.
= L zx ·
(g a ·Mj,k ·t/bj )

∗
Mj,n∗
/bj t

)

k=1,··· ,n∗

5

Proof

k

Y

= L zx ·

(g a

·r

Y

q+1+k−w/bj

(g a

∗
ωw Mj,k

)

)

w=1,··· ,n∗
k6=j

k=1,··· ,n∗

Theorem 1. Suppose the q-parallel DBHE assumption
holds. Then no polytime adversary can selectively break
our system with a challenge matrix of size l∗ × n∗ , where Challenge In this stage we build the challenge ciphern∗ ≤ q.
text. The adversary gives two message m0 and m1 to
the
simulator. The simulator flips a coin β, creates
Proof. Suppose we have an adversary A with non′
C
=
mβ e(g, g)αs = mβ T · e(g, g)α s and C ′ = g s .
negligible advantage ǫ = AdvA and it choose a challenge
The more difficult task is to simulate the Ci values
matrix M ∗ of dimension at most q columns in the selective
i
since
it contain g sa that we can not simulate. Howsecurity game against our construction. We show how to
build a simulator B to play the q-parallel DBHE problem. ever, the simulator can use the secret splitting such that
these items cancel out. The simulator first choose random
′
′
the secret using the vector
Init: The simulator takes in the q-parallel DBHE y2 , · · · , yn∗ ∈ Zp , then share
′
n∗
′
n∗
v
=
(s,
sa
+
y
,
·
·
·
,
sa
+
y
∗ ) ∈ Zp . In addition, it
2
n
challenge y, T . The adversary gives the challenge access
′
′
structure (M ∗ , ρ) to the algorithm, where M ∗ has n∗ ≤ q chooses random values r1 , · · · , rlm .
∗
For i = 1, · · · , n , the challenge ciphertext components
columns.
are then generated as
Setup: The simulator chooses random α′ ∈ Zp
and sets α = α′ + aq+1 .
Then we have
q
′
e(g, g)α = e(g a , g a ) · e(g, g)α .
Here we make analysis of how the simulator
programs the parameter h1 , · · · , h|U | .
For each
x = 1 to |U|, choose a random value zx ∈ Zp .
If there exist an j such that ρ∗ (j) = x, then let
∗
2
∗
n∗
∗
hx = g zx g aMj,1 /bj g a Mj,2 /bj · · · g a Mj,n∗ /bj . Otherwise,
let hx = g zx .
Phase 1: In this phase, the adversary A makes a
private key query for a set S, where S does not satisfy
M ∗ . Then the simulator answers private key queries.
The simulator first chooses a random r ∈ Zp . Because
S does not satisfy M ∗ , simulator can finds a vector ω =

′

D1 = g r l0 g sb1 , · · · , Di = g
where

−

P

g sbj

∗

ri
2

= g asMj,1 g (sa
P

i=l0,··· ,l

· hρ∗ (j)
Y
·

k

∗
+y ′ 2 a)Mj,2

ri∗

Y

w=1,··· ,n∗

n∗

· · · g (sa

∗
+y ′ n∗ a)Mj,n∗

(g bj s )−zρ∗ (j)
Y
w
M∗
(g −a s·(bi /bj ) ) j,w

r ′ lk ,··· ,r ′ lk w=1,··· ,n∗
0
i
i6=j

·

i

ki−1 ≤ j ≤ ki .

Cj = g aλj hρ∗ (j)i
−

r ′ lk

w

(g −a s )

∗
Mj,w

.
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Table 1: Scheme comparison
System
LSSS [21]
Li’s [12]
Ours

CT. Size
O(n)
O(n)
O(nmmax )

Phase 2: Same as Phase 1.

SK. Size
O(A)
O(Akmax )
O(A)

Assumption
q-Parallel BDHE
l-wBDHI*
q-Parallel BDHE

Fine-grained AC
YES
NO
YES

H. Attribute
NO
YES
YES

the maximum number of attribute in each level. A is the
number of attributes in a user’s key and kmax denotes the
Guess:
The adversary will eventually output a maximum depth of hierarchcal attribute. The comparison
guess β ′ of β. The simulator outputs 0 to guess that is listed in the Table 1.
q+1
T = e(g, g)a s if β ′ = β. Otherwise, it and outputs 1 to
indicate that it believes T is a random group element in
GT .
7 Conclusion
When T is a tuple the simulator B gives a perfect simulation so we have that
In this paper, we propose a scheme called ciphertextpolicy hierarchical attribute based encryption in which
h
i
1
aq+1 s
Pr B(~y, T = e(g, g)
) = 0 = + AdvA
the attributes in the system are not always in the same
2
level. We present specific construction of CP-HABE
When T is a random group element, the mes- which uses the hierarchical access structure that can be
sage mβ is hidden from the adversary and we have considered as a generalization of traditional ABE. Only
Pr [B(~y, T = R) = 0] = 12 . Therefore, can play the deci- when a set of attributes possessed by the user satisfies
sional q-parallel DBHE game with non-negligible advan- the hierarchical access structure can he/she decrypt the
ciphertext. We also give a security model for CP-HABE.
tage.
Finally, we prove our scheme under the security model by
reducing it to decisional q-parallel bilinear Diffie-Hellman
6 Analysis of the Proposed exponent assumption. More importantly, this construction can exhibit significant improvement over the tradiScheme
tional ABE schemes accordant with the practical situaLi et al. [12]. proposed a scheme enhancing ABE with at- tion.
This work motivates a few interesting problems in this
tribute hierarchy. The universal attributes in this scheme
were classified into trees according to their relationship. topic: 1) How can we construct more efficient schemes
It is assumed that the private key is associated with the with attributes in hierarchy. 2) In this paper, the size
attribute set Ω and the ciphertext is associated with an- of the ciphertexts is not constant, how to improve CPother attribute set Ω′ . In order to encrypt the ciphertext, HABE scheme with a ciphertext of a constant size. 3)
the number of attribute in Ω must cover the attribute How can we revocation attributes in different levels more
in Ω′ exceed threshold d. In our proposed scheme, the efficiently. Therefore, Our future work will be design a
access control policy achieves fine-grained of encrypted CP-HABE scheme to solve these problems.
data. We assume the ciphertext is related with the hierarchical access structure while the private key is associated with attribute. Each level of hierarchical ac- Acknowledgments
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