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Abstract
Secret image sharing, as an extension of secret sharing, has
attracted the attention of many scholars in recent years.
Multi-secret image sharing is an extension of traditional
secret image sharing in which only one secret image can be
shared among one group. In order to extend the utility of
the mechanism, we propose an innovative (n, n) secret
image sharing scheme based on matrix transformation. Due
to the skillful design of the matrix operation used in matrix
transformation, the proposed scheme is applicable to more
than one secret image. Further, more secret images and
participants can be included in this sharing system even
after the secret image sharing procedure has been
constructed. Also, the proposed scheme produces highquality shadow images, and it can reconstruct the secret
images losslessly. Moreover, the computational complexity
of the proposed scheme is minimized by only using the
XOR operation, which stands for exclusive or and is a
logical operation that outputs true whenever both inputs
differ. The experimental results demonstrated that the
proposed scheme provides the aforementioned advantages.
Keywords: secret image sharing, secret
information hiding, adaptable secret sharing

sharing,

1 Introduction
Recently, due to the prevalent use of Internet applications
and the rapid growth of network bandwidth, more and more
multi-media information, such as radio, images, and videos,
is being transmitted through the Internet. Since the Internet
is not a secure environment, we must deal with the major
issue of providing secure transmission and storage of
sensitive, multi-media information, especially multi-media
documents that are classified as top secret documents.
A secret sharing mechanism was proposed for the first

time in 1979 by Blakely[1] and Shamir[10]. In their (t, n)threshold secret sharing scheme, the secret data can be
divided into n independent parts and then distributed to n
involved participants. However, the secret data can be
retrieved only when only t or more than t of the n
participants cooperate. Any t-1 or less than t-1 of the n
participants cannot retrieve any of the secret data. For
decades, the studies and complementary work based on this
scheme have made many prominent achievements [2, 3, 11].
In 1995, Naor and Shamir[9] first introduced a new secret
image sharing method based on the (t, n)-threshold scheme,
and it is known as visual secret sharing (VSS) and could
share a secret image using several images called shadows.
This method can reduce the computation complexity
effectively because it utilizes the human visual system to
recover the secret image and requires little computation in
the shadow-generation phase. However, it often leads to
some other problems, such as image expansion, contrast,
and meaningless shadows[4, 15, 17]. Since a meaningless
image easily can arouse the suspicion of a malicious
attacker when it is transmitted through the Internet, the
steganographic approach is utilized to hide the shadows in
meaningful cover images, called meaningful shadow
images[8, 12, 13, 16]. As long as the shadow images have
high quality from the standpoint of visual perception, they
are protected from attacks and are easy to store. However,
this approach may lead to distortion of the secret image[8,
16] or expansion of the pixels of the shadow image [5, 12,
17]. To solve these shortcomings, Tuyls[14] proposed an (n,
n) scheme based on the XOR operation for binary images
that has no pixel expansion and precisely reconstructs the
image. Also, the computational complexity of the bit-wise
operation that is used is low. It is worth mentioning that all
of the secret image sharing schemes listed above focus on
the one-secret image sharing scheme. In other words, only
one secret image can be hidden in one sharing scheme.
Actually, with the rapid development of the Internet, the
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amount of information transmitted over the Internet has
become very large, and sometimes we need to share more
than one secret image at a time. In order to meet this need,
a novel, adaptable, secret image sharing scheme is required
that can share n secret images at a time. Since (t, n)threshold is difficult to construct to fulfill this special need,
we decide to start with (n, n)-threshold, which is a special
case of (t, n). Afterwards, an (n, n) scheme can be extended
to a (t, n) scheme. Based on this, we proposed a novel (n, n)
secret image sharing scheme in this paper. The scheme
meets the four essential requirements of an ideal scheme,
i.e., security, precision, low computational complexity, and
no pixel expansion, and also can be extended. In addition,
first, more than one image can be hidden in one sharing
system, and the number of shared images depends on the
number of participants. Second, more participants with new
secret images conveniently can be included in this sharing
system, even after it has already been constructed.
Furthermore, it can be applied directly to binary images and
easily be extended to grayscale images and color images.
The remainder of this paper is organized as follows.
Section 2 contains the preliminaries of secret image sharing.
Our proposed scheme is presented in Section 3. Section 4
shows the experimental results and compares the results
with those of other schemes. Finally, our conclusions are
presented in Section 5.

2 Preliminaries
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Definition: In a (t, n) secret image sharing scheme, a
secret image S is transformed into n shares, i.e., S1, S2…, Sn ,
and the following conditions must be satisfied:
Condition 1: The secret S is recoverable from any t
shares.
Condition 2: Knowledge of t-1 or fewer shares does not
provide any information about S.
The first condition is called precision, and the second
condition is called security.

3 Proposed Scheme
In the proposed secret image sharing mechanism, assume
that an image dealer D holds the cover image C, which has
a size of H×W pixels, where H and W stand for the height
and width of the cover image, respectively, both are
positive integers., and there are N (2 ≤N≤2W-1) secret
images to be shared and Si(i = 1, 2, …, N). N participants
Pj (j = 1, 2, …, N) are involved to share the secret images.
The dealer is in charge of generating a set of shadow
images Cq’ (q = 1, 2, …, N) from the secret images for all
of the involved participants. In the proposed method, each
of the participants carries one secret image. Next, we will
use the matrix transformation method based on the XOR
operation to complete the secret sharing and retrieval
procedures.

Subsection 3.1 provides a detailed description of the
secret image sharing procedure, and Subsection 3.2
In this section, first, we briefly introduce the concept of
presents the the secret image retrieval procedure. A brief
secret image sharing. Second, we list some necessary example of the proposed scheme is discussed in Subsection
notations and facts about our scheme.
3.3.
Consider a binary secret image S with a size of H×W.
Image S can be represented by an integer matrix S, i.e., S = 3.1 Secret Image Sharing Procedure
[Sij] H×W, where i = 1, 2, …, H; j = 1, 2, …, W; and Sij ∈ {0,
1}. For a grayscale image, each pixel is represented by one Assume that the grayscale cover image C and all the secret
byte. We can extract every bit of the byte respectively, image Si have H×W pixels and that all secret images are
transforming the grayscale image into eight binary images. binary images. The steps presented below provide a
Then, it can be represented by an integer matrix, as detailed description of the proposed secret image sharing
mentioned above. The RGB color model can be used in a procedure.
color image, and the RGB color model is an additive color
Step 1: Generate N copies of C, each of which can be
model in which red, green and blue are added together in used to initialize the shadow image C ’ (q=1,2, …, N).
q
various ways to reproduce a broad array of colors. After
Step 2: Select the third to the last bit of each pixel from
pre-conditioning, a color image first can be changed into
’
three grayscale images and then into 24 binary images. In the first row of Cq , which forms a binary sequence Bq.
other words, eventually, three different types of secret (Note that we choose the third to the last bit here because
images could be expressed in the same representation, the last bit and the the second to the last bit will be
which is binary image. Since the proposed scheme is occupied, and changing the last several bits of a pixel
focused on processing a binary image, it can be extended produces less damage to an image.) Translate every
decimal number (q)10 (q = 1, 2, …, N) into its binary format
easily to process a grayscale image or a color image.
(q)2, and then use (q)2 to replace each Bq in each shadow
Assume that A is the secret image that we want to hide image C ’ as a sequence tag T to present the sequence
q
q
and that R is a random matrix that has the same size as A. number of C ’. (A certain sequence of the shadow images is
q
Compute B = A⊕R. It is obvious that B is a random-like required when retrieving the secret images, so we embed
matrix and that nothing about A could be revealed from B. the sequence number in advance.)
The definition of a secret image sharing scheme is
Step 3: Generate N random matrices Rr (r = 1, 2, …, N),
shown as below.
each of which has H×W elements, and the value of each
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element belongs to {0, 1}. Then, calculate Rk’ (k = 2, 3,…,
N) using the equation below:
Rk’ = Rk-1⊕Rk .
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Si= Si’⊕ RN .

（4）

Then, we can extract the secret image Si using
（1） Equation(4). Finally, all of the secret images are retrieved.

Step 4: Use R1 to replace the last bit of each pixel of C1’.
3.3 Example of Sharing and Retrieving
Step 5: Use Rk’ ( k = 2, 3, …, N) to replace the last bit
’
of each pixel of the shadow image Cp ( p = 2, 3, …, N) In this subsection, an example is given to describe more
according to its sequence number Bq, respectively.
clearly the procedures for sharing a secret image, retrieving
a secret image, and enrolling a new participant.
’
Step 6: Calculate Si ( I = 1, 2, …, N) using the equation
below:
3.3.1 Example of Sharing a Secret Image
Si’ = RN⊕Si .
（2）
Assume that N is 3 and that C, Si, and Rr each have 4×4
Step 7: Use Si’ to replace the second to the last bit of
pixels. S1, S2, S3, R1, R2, and R3 are listed below. Generate
’
each pixel of Cq in sequence.
three copies of C, which are C1’, C2’, and C3’.
’
Step 8: Distribute Cq randomly to all of the participants.
In addition, this method can be applied to the condition
in which a new participant who has a new secret image
intends to enroll in the sharing procedure after the
construction already has been completed. Assuming that
the new participant is to be added into a completed sharing
system that has N participants, the most efficient way to do
so is to locate the new participant, who has a new R1, S1,
and C1’, at the first place. An example is given in
Subsection 3.3.3.
3.2 Secret Image Retrieving Procedure
In the proposed (n, n) secret image scheme, N participants
are provided with N shadow images, and all of them must
cooperate to retrieve all of the secret images. Notably, the
definitions of all of the variables and characters used in this
subsection remain the same as those in Subsection 3.1.

0

1
S1  
1

1

1

0
S3  
0

1

1

0
R2  
0

1

1 0 1
1


1 1 0 ,
0
S2  
1
0 0 0


0 0 1
0
0 1 0
0


0 1 0 ,
1
R1  
0
1 0 0


0 1 1
0
0 1 0
0


1 1 0 ,
1
R3  
0
1 1 0


0 0 1
0

0 0 1

0 1 0 ,
0 0 0

0 1 0
0 0 1

1 1 0 ,
1 0 0

0 1 0
1 1 1

1 1 0 .
0 1 0

1 1 0

Using Equation(1), we can calculate R2’ and R3’, as
The steps presented below describe in detail the shown below:
proposed procedure for retrieving the secret image.
1 0 1 1
1 1 0 1
Step 1: By searching Bq of each shadow image among




1
0
0
0
all of the participants, we can retrieve each shadow image’s
 and R '   1 0 0 0  .
R2'  
3
sequence number Tq. Thus, by transferring Tq to its decimal
0 0 1 0
0 1 0 0




number, the order of shadow images is determined as 1,
1 0 1 1
1 1 1 1
2, …, N, and each participant is named as Pq according to
Embed the sequence tags T1, T2, and T3 into C1’, C2’,
her or his sequence number.
and C3’, respectively, according to Step 3 of Subsection 3.1.
Step 2: Participant P1 extracts the last bit of each pixel Then, use R1, R2’, and R3’ to replace the last bit of each
of C1’ to get R1.
pixel of C1’, C2’, and C3’ in sequence, respectively. Using
’
’
’
Step 3: Participant Pk (k = 2, 3, …, N) extracts the last Equation(2), we can calculate S1 , S2 , and S3 , as shown
below:
bit of each pixel of Ck’ to get Rk’.
0 0 1 0
1 1 1 0
Step 4: Based on Equation(1), we can obtain a new




0 0 0 0
1 1 0 0
,
,


equation as shown below:
S1' 
S 2' 
1 0 1 0


1
0
1
0




Rk= Rk’⊕ Rk-1 .
（3）
1 1 1 1
0 1 0 0
We can extract RN using Equation(3).
1 1 0 1


Step 5: Extract the second to the last bit of each pixel of
1 1 0 0 .
’
’
S
'

3
Cq , and we can get Si .
 0 1 1 0


Step 6: Based on Equation(2), we can obtain a new
1 1 0 1
equation as shown below:
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Use S1’, S2’, and S3’ to replace the second to the last bit
of each pixel of C1’, C2’, and C3’ in sequence, respectively.
Then, distribute C1’, C2’, and C3’ randomly to all of the
participants, and the procedure for sharing a secret image is
completed.
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3.3.3 Example of Enrolling a New Participant

When a new participant who has a new secret image S1
intends to enroll after the procedure for sharing a secret
image has been completed, as stated above, he or she
should be added at the first place, and 1 should be added to
all of the original subscripts of each character in order to
3.3.2 Example of Retrieving a Secret Image
fulfill a procedure for sharing a secret image. An example
By searching B1, B2, and B3 of each shadow image among is given below.
all of the participants, we can retrieve sequence tags T1, T2,
Now, N becomes 4, and we generate a new R1 and a
and T3. Then, the corresponding participants are P1, P2, and new C1 according to the rules of the procedure for sharing a
P3, according to their sequence numbers.
secret image. R1 and S1 can be obtained, as shown below:
Participants P1, P2, and P3 extract the last bit of each
pixel of C1’, C2’, and C3’, and we can obtain R1, R2’, and R3’,
1 1 1 1
1 0 0 0
as shown below:




0
1
0
1
0 1 0 0 .
and

R1  
S1  
1 0 1 0
0 0 1 1
0 0 0 1
1 0 1 1




0 1 0 0
0 1 0 0




1 1 1 0 ,
1 0 0 0 ,
R1  
R2'  
0 1 0 0
 0 0 1 0




P2 can reveal R2 by selecting the last bit of each pixel of
0 0 1 0
1 0 1 1
C2’, and all of the original participants, i.e., P2, P3, and P4,
1 1 0 1
must cooperate to retrieve R4. An example of this is


presented in Subsection 3.3.2. Then, calculate S1’ = R4⊕S1
1
0
0
0
 .
R3'  
and R2’ = R1⊕R2. Thus, R2, R4, S1’, and R2’ are obtained, as
0 1 0 0


shown below:
1 1 1 1

Using Equation(3), we can retrieve R2 and R3, as shown
below:
1

0
R2  
0

1

0 1 0

1 1 0
1 1 0

0 0 1

0

1
S1  
1

1

1

0
S3  
0

1

1 0 1

1 1 0
0 0 0

0 0 1
0 1 0

0 1 0
1 0 0

0 1 1

0

1
R3  
0

0

and

,

1 1 1

1 1 0 .
0 1 0

1 1 0

1

0
S2  
1

0

0 0 1

0 1 0
0 0 0

0 1 0

0

1
R2  
0

0

0
1
1
0

0
1
0
1

1

1
S1'  
0

0

1
0
0
0

1
1
0
1

1

0 ,
0

0
1

0 ,
1

0

0

1
R4  
0

0

1
1
0
1

1
1
1
1

1

1
R2'  
1

0

1
0
1
1

1
1
1
1

1

0 ,
0

0
0

1 .
0

0

Use R2’ to replace the last bit of each pixel of C2’ ; use
R1 to replace the last bit of each pixel of C1’ ; and use S1’ to
’
, replace the second last bit of each pixel of C1 .
In this way, the new participant who has a new secret
image can be added successfully to the sharing system. The
procedure for retrieving the secret image remains the same
as stated in Subsection 3.2.

.

4 Experimental Results and Comparison

In this section, we show the experimental results that
demonstrate the performance of our proposed scheme. Also,
Extract the second to the last bit of each pixel of C1’, C2’, we provide a comparison of our proposed scheme and the
and C3’, and we can obtain S1’, S2’, and S3’. Using Equation previous scheme.
(4), we can retrieve secret images S1, S2, and S3, as shown
below, and the procedure for retrieving a secret image is
4.1 Experimental Results
completed.
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The experiments were conducted on an Intel Core2 Duo
T6600 computer at 2.2 GHz, and implemented in C using
visual c++ 6.0. It was implemented in the case of a (4, 4)
secret image sharing scheme.
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are meaningless shadow images that were computed from
the secret images. Figure 2(f) - (i) are meaningful shadow
images, each of which includes an original meaningless
shadow image. In terms of visual perception, the four
shadow images can successfully camouflage shadows from
attackers. The PSNR values of the shadow images are listed
in Table 1. PSNR stands for peak signal to noise ratio and it
is a important criteria to evaluate the quality of pictures.
The definition is listed in Equation(5) and (6).
Table 1. PSNR values of shadow images

(a) S1

Shadow images
’
C1
’
C2
’
C3
’
C4
Average

(b) S2

(c) S3

(d) S4

Table 2. Running times of procedures for sharing and retrieving
images

Figure 1: Binary secret images

No.
1
2
3
4
5
6
Average

Construction
(a) Cover Image

(b) S1'

(f) C1'

(c) S2'

(d) S3'

(g) C2'

(h) C3'

(e) S4'

(i) C4'

Sharing (s)
0.320
0.342
0.381
0.390
0.330
0.381
0.357

Retrieving (s)
0.065
0.083
0.114
0.085
0.117
0.083
0.091

PSNR is an objective criterion to evaluate the visual
quality of an image. The definition of PSNR is:
 MAX I 2  .
（5）
PSNR  10log10 

 MSE 
MAXI is the maximum possible value of the pixels of
the image. In this paper, since we use eight bits to represent
every pixel, MAXI here is 255. Mean squared error (MSE) is
defined by Equation(6). I’ is the noisy approximation of a
noise-free m×n image I.
2

Reconstruction

(j) S1

PSNR(dB)
44.18
44.13
44.17
44.16
44.16

1 m1 n 1
   I  i, j   I ' i, j  . （6）
mn i 0 j 0 
Basically, the larger the value of PSNR is, the better the
quality of the image is. From Table 1, we can see that the
average value of PSNR for the shadow images was 44.16,
which indicates very good quality of the image.
MSE 

(k) S2

(l) S3

(m) S4

Figure 2: Overview of construction and reconstruction

Figures 1(a) - (d) are binary secret images, S1, S2, S3,
and S4, respectively, with sizes of 512 x 512 pixels. Figure
2 shows the images that were obtained during the
procedures for sharing and retrieving secret images in the
experiment. Figure 2(a) is the grayscale cover image
“Lena.jpg”, with a size 512 x 512 pixels. Figure 2(b) - (e)

Figures 2 (j) - (m) show the reconstructed secret images.
They are exactly the same as the original secret images,
which proved that the scheme was effective. The average
running time of sharing and retrieving images were 0.357 s
and 0.091 s, respectively, which proved the scheme had
low computational complexity. The specific running times
are listed in Table 2. However, since a part of the cover
image is used to hide the secret, the original cover image
cannot be recovered losslessly.
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4.2 Comparison
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