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Abstract

Multiple-key exchange (MKE) protocols allow two parties
to generate two or more shared session keys over insecure
networks. In recent years, many MKE protocols have been
proposed. However, most of them still have some security
flaws. In this letter, we will analyze a new MKE protocol
proposed by Farash et al. in 2012, and present two attacks
against Farash et al.’s protocol.
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1 Introduction

Multiple-key exchange (MKE) is a process in which two
parties can calculate two or more session keys in one session.
The pioneer work in the field was proposed by Harn and
Lin in 1998. Since then many MKE protocols have been
proposed by researchers, such as [2, 5-11]. However, most
of them have been proven insecure due to lack of some
desirable security attributes.

Recently, Farash et al.”! showed that Cheng and Ma’s
protocol™ was insecure against a forgery attack. Further,
they proposed an enhanced MKE protocol based on bilinear
pairings, called FAAJ protocol. They also claimed that their
protocol satisfied all known security requirements. In this
letter, we will show that the FAAJ protocol cannot resist the
basic impersonation attack. In addition, we also prove that
the FAAJ protocol is insecure against the combination of key
compromise impersonation attack and parallel session attack.

2 Review of FAAJ Protocol

2.1 System Initialization Stage

Let k be a security parameter, q be a large prime, G, be
an additive group of prime order g and G, be a

multiplicative group of the same prime order g. P is a
generator of group G, . e:G, xG, —G, is a bilinear

{q,G,,G,,P,e}. Each party U chooses x, ez; randomly
as a private key and computes Y, =x,P as a public key.
In addition, each party U has a certificate Cert(Y,) issued

by a certificate authority (CA). For more details about the
FAAJ protocol, refer to [3].

2.2 Key Agreement Stage

In the following description we suppose party A and party B
wish to communicate with each other.

Step 1: Party A randomly chooses a,,a, € Z;‘, and computes
T,=8PT,,=a,P.If k, -k,, #0, then A computes

Sp= (kAl : kAZ)XA _(alkAl +a2kA2) mod(q .
Otherwise, A chooses a new random number and start the
session again. Finally, A sends {T,,,T,,,S,,Cert(Y,)} to
party B .

Step 2: Upon receiving {T,;,T,,,S,,Cert(Y,)}. B verifies
Cert(Y,) . Ifit fails, B terminates the session. Otherwise, B
checks the following equation

(kAl : kAZ )YA =S,P+ (kAlTAl + kAZTAZ) .

If the above equation fails, B terminates the session.
Otherwise, B randomly chooses b;,b, € Z; , and computes

Ts, =0 P, Ty, =b,P . If kg, -kg, =0, then B computes
Sg = (kBl : sz)XB - (bikBl + bzkaz) modq .

Otherwise, B chooses a new random number and computes
Ta1: Tg, again. Finally, B sends {Tg,,Tg,,Sg,Cert(Y;)} to
party A and generates the session keys as follows:
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K, =e(Ty, To)™ =e(P, P)*
K, =e(Ty, Ty)™ =e(P, P)»3>
Ky =e(Tay, Ta)™* =e(P, P)n5
K, =e(Ty,Tp,)™ =e(P,P)2%
Ks =e(Ty, Tap)*™ =e(P, )2
Ko =€(Ta, Tpp)™* =e(P, P)2%>"
K, =e(Tyy, To,)™* =e(P, P)**
Ky =e(Ty, o)™ =e(P, P)*
Ky =e(Tp Tpp)™* = e(P, P)**%

Step 3: Upon receiving {Ty,;, Ty, Sg. Cert(Yg)}, A verifies
Cert(Y;) . If it fails, A terminates the session. Otherwise, A
checks the following equation

(Kg; -Kg2)Ys = SgP +(Kg; Ty +Kg,Tgy) -

If the above equation fails, A terminates the session.
Otherwise, A generates the session keys as follows:

K, = e(-l—slr-l—51)ala1 =e(P, P)alalblbl

K, = e(erTsz)alal =e(P, F’)alalblb2

K, = e(TBZ lTBz)alal =e(P, F’)alalbzb2

K, = e(TBl’TBl)alaz =e(P, F))alazblb1

Ks = e(rEsll-l-Bz)ala2 =e(P, P)ai%blbz

Ke =e(Tg, lTsz)alaz =e(P, P)al%bzbz

K; = e(-l—sll-l—sl)aza2 =e(P, F))azazblbl

Ke = e(TslvTaz)azaz =e(P, F))azazb1b2

Kg = e(TBz’Tsz)azaz = G(P, P)azazbsz

3 Analysis of FAAJ Protocol

3.1 Attack1l

In this subsection, we present the first attack against the
FAAJ protocol. We will show that the FAAJ protocol
cannot resist the basic impersonation attack.

The adversary E can mount the basic impersonation
attack as follows:

Step 1. Party A randomly chooses a&,a, € Z; , and
computes T, =aPT,,=aP . If k,-k,=0 , then
A computes

Sa =Ky -Knz)Xs —(aky +8,k,,) modq .

Otherwise, A chooses a new random number and start the
protocol again. Finally, A sends {T,,,T,,,S,,Cert(Y,)} to
party B .

Step 2: Upon intercepting {T,,Ta,, S, Cert(Y,)} , the

adversary E randomly chooses CEZ; and computes
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To, =Kg,Ye, o, =CP and S, =—ckg, . Then the adversary
E impersonates party B and sends {T,,,T,,,S,,Cert(Yy)}
to party A.
Step 3: Upon receiving {T,,, Ty, Sy, Cert(Yy)}, A verifies
Cert(Y,) . Ifit fails, A terminates the session. Otherwise, A
checks the following equation

(Kg1 Kgp)Yg = S; P+ (kBlT;l + kBZTI;Z) )

where kg, is the x -coordinate value of T,, and kg, is the x -
coordinate value of T, , clearly kg, =k, .

Since

S; P + (kBlTB*l + kBZTBTZ) = _CkI;ZP + (kBlTl;l + kBZTl;Z)
= —ckg, P + (Kg; Kz, Yg +Kg,CP)
= —cky, P + (Kg;Kg,Yg +Kg,CP)
= —CKg, P + kg, Ky, Yy + Ko, P
= kBlkBZYBv
the verification holds. Then A will generate the session
keys as follows:
K, = e(Tg;, Tg,) ™
K, = e(Tg; Tgz)™™
K, =e(T,,,Ta, )™ =e(cP,cP)*™
Ky =e(Tg;, Toy) ™™
Ks = e(Tgy, Tg,)™*
K, = e(Ty,, Ta, )™ =e(cP,cP)%*
K; = e(Tg; Tgy) ™™
K = e(Tgy Tgp) ™™
K, = e(Ty,, Ta, )™ =e(cP,cP)™®
Finally, the adversary E can use the random numberc to
compute three session keys
K, =e(Ty, Ty)“ =e(P,P)** =g(cP,cP)™*
Ks =e(Ty, Ty,)" =e(P,P)*®* =e(cP,cP)™
Ko =e(T,,To,)* =e(P, P)2%* =e(cP,cP)™*
Clearly, the adversary E has mounted the basic
impersonation attack successfully and obtained three

session keys. So the FAAJ protocol is not secure against
the basic impersonation attack.

3.2 Attack 2

In this subsection, we present the second attack against the
FAAJ protocol. Our attack is the combination of key
compromise impersonation attack and parallel session attack.

We assume the malicious party C has obtained
party A ’s private key. Then the malicious party C can
mount the combination attack as follows:
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Step 1: Party A randomly chooses a,a, € Z; , and
computes T, =aP,T,,=a,P . If k,-k,,#0 , then
A computes

SA = (kAl . kAZ)XA _(alkAl +a2kA2) modq .
Otherwise, A chooses a new random number and start the
session again. Finally, A sends {T,,,T,,,S,,Cert(Y,)} to
party B .
Step 1*: Party C first intercepts {T,,,T,,,S,,Cert(Y,)} .
Then C sets T, =T,,, T, =T,,, and computes

Sc = (kAl 'kAz)Xc +(SA _kAl : kA2 : XA)mOdq .
Finally, C sends {T.,,T.,,S.,Cert(Y.)} toparty B.

Step 2*: Upon receiving {T,, T;,,S.,Cert(Y;)}, B verifies
Cert(Y.) . If it fails, B terminates the session. Otherwise, B
checks the following equation

(kc1 ’ kcz)Yc = Sc P+ (k(:1TC1 + kczTcz) !
where ko, =Ky, Ko, =K, dueto T, =T, T, =Ty,
Since
Sc P+ (k(:le + kczTcz)
=S P+ (KyTay +KuoTay)
= [(kAl : kAz)Xc + (SA - kAl ’ kAZ : XA)]P + (kAlTAl + kAzTAz)
= (kAl ' kAZ)XC P+ (SA - kAl ’ kAZ : XA)P + (kA]_TAl + kAZTAZ)
= (kAl : kAz )Yc + SAP - kAl : kA2 : XAP + (kAlTAl + kAZTAz)
= (kAl : kA2 )Yc + [(kAl . kAz)XA - (alkAl + aZkAZ )]P -
kAl ’ kAZ ’ XAP + (kAlTAl + kAZTAZ)
. kAZ)YC + (kAl ' kAZ)XAP - (alkAl + azkAz)P
+ kAl ’ kAZ ’ XAP + (kAlTAl + kAZTAZ)
: kA2 )Yc - (kAlTAl + kAZTAZ) + (kA]_TAl + kAZTAZ)

= (kAl : kAZ )Yc’

the verification holds.
Then B will randomly choose b;,b, € Z; and compute
Ts, =bP, Ty, =b,P . If kg, -kg, =0, then B computes
Sg = (Kg; - Kg2)Xg — (BKg; +b,k5,) modq.

Otherwise, B chooses a new random number and computes
Ta,. Ty, again. Finally, B sends {T,,T;,,Sg.Cert(Y;)} to
party C and generates the session keys as follows:
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K, =e(T.;, Te,)™* =e(P, P)»*™
K, =e(Te, Tey)™ =e(P, Py
K, =e(Te,, Te,)™™ = e(P, P)»*™"
K, =e(Te1, Te,)™ =e(P, P)»0
Ks =e(Tey, Te,)™™ =e(P, P)»*™
Ke =e(Te;, Tg,)™ = (P, P)»*>
K, =e(T.,,Tg,)™ =e(P, P)**"
Kg =e(Te, Te,)™™ =e(P, P)**0
Ko =e(Te,, Te,)™™ = (P, P)%%™™

Step 3*: Upon receiving {T;,, Ty, Sg,Cert(Y)}, party C
impersonates party B and sends {Tg,,Ts,.S;,Cert(Y;)} to
party A.

Step 2: Upon receiving {T;,, T;,,Sg,Cert(Yg)}. A verifies
Cert(Yy) . If it fails, A terminates the session. Otherwise, A
checks the following equation

(kBl ’ sz )YB =S;P+ (kBlTBl + kszTaz) :

Clearly, the verification will hold. So A generates the
session keys as follows:

K, = e(Tg,, Tar)™* =e(P, P)**™
K, =e(Tg;, Tp,)™* =e(P, P)**™
K, =e(Tg,, Tg,) ™ =e(P, P)»*»™
K, =e(Ts, Ty )™* =e(P, P)*%%
Ky =e(Tg,, Tg,) ™ =e(P, P)***™
Kg =e(Tg,, Tg,) ™™ =e(P, P)x>>
K, =e(Ty, Ty ) =e(P, P)**=™
Kg = e(Tg,, Ty, ) 2% =e(P, P)%"
Ko =e(Tsy, Ta,) 2™ = (P, P)%%"

Now, the malicious party C has used party A ’s private
key to make two different sessions generate the same session
keys. Party A believes that he has completed a session and
shared nine session keys with party B , who is not involved
the session at all. At the same time, party B believes that he
has completed a session and shared nine session keys with
party C . In this attack, party C cannot compute the session
keys. But party C can reveal the session keys shared
between party B and himself to cheat party A . This will be
a serious problem in practices.

4 Conclusions

In this letter, we have pointed out that Farash et al.’s
protocol is insecure against the basic impersonation attack.
We also show that Farash et al.’s protocol cannot resist the
combination of key compromise impersonation attack and
parallel session attack. To avoid these security flaws, it
must be carefully design Farash et al.’s protocol again.
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