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Abstract 

Multiple-key exchange (MKE) protocols allow two parties 

to generate two or more shared session keys over insecure 

networks. In recent years, many MKE protocols have been 

proposed. However, most of them still have some security 

flaws. In this letter, we will analyze a new MKE protocol 

proposed by Farash et al. in 2012, and present two attacks 

against Farash et al.’s protocol. 
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1   Introduction 

Multiple-key exchange (MKE) is a process in which two 

parties can calculate two or more session keys in one session. 

The pioneer work in the field was proposed by Harn and 

Lin
[4]

 in 1998. Since then many MKE protocols have been 

proposed by researchers, such as [2, 5-11]. However, most 

of them have been proven insecure due to lack of some 

desirable security attributes. 

Recently, Farash et al.
[3]

 showed that Cheng and Ma’s 

protocol
[1]

 was insecure against a forgery attack. Further, 

they proposed an enhanced MKE protocol based on bilinear 

pairings, called FAAJ protocol. They also claimed that their 

protocol satisfied all known security requirements. In this 

letter, we will show that the FAAJ protocol cannot resist the 

basic impersonation attack. In addition, we also prove that 

the FAAJ protocol is insecure against the combination of key 

compromise impersonation attack and parallel session attack. 

2  Review of FAAJ Protocol 

2.1   System Initialization Stage 

Let k be a security parameter, q  be a large prime, 1G be 

an additive group of prime order q  and 2G  be a 

multiplicative group of the same prime order q. P is a 

generator of group 1G . 1 1 2:e G G G   is a bilinear 

pairing. The system’s public parameters are 

1 2{ , , , , }q G G P e . Each party U chooses *

U qx Z  randomly 

as a private key and computes 
U UY x P  as a public key. 

In addition, each party U  has a certificate ( )UCert Y  issued 

by a certificate authority (CA). For more details about the 

FAAJ protocol, refer to [3]. 

2.2  Key Agreement Stage 

In the following description we suppose party A  and party B  

wish to communicate with each other. 

Step 1: Party A randomly chooses *

1 2, qa a Z , and computes 

1 1 2 2,A AT a P T a P  . If 
1 2 0A Ak k  , then A computes 

1 2 1 1 2 2( ) ( )modA A A A A AS k k x a k a k q    . 

Otherwise, A chooses a new random number and start the 

session again. Finally, A sends 1 2{ , , , ( )}A A A AT T S Cert Y  to 

party B . 

Step 2: Upon receiving 1 2{ , , , ( )}A A A AT T S Cert Y , B verifies 

( )ACert Y . If it fails, B terminates the session. Otherwise, B  

checks the following equation 

1 2 1 1 2 2( ) ( )A A A A A A A Ak k Y S P k T k T    . 

If the above equation fails, B  terminates the session. 

Otherwise, B  randomly chooses 
*

1 2, qb b Z  , and computes 

1 1 2 2,B BT b P T b P  . If 1 2 0B Bk k  , then B computes 

1 2 1 1 2 2( ) ( )modB B B B B BS k k x b k b k q    . 

Otherwise, B chooses a new random number and computes 

1 2,B BT T  again. Finally, B sends 1 2{ , , , ( )}B B B BT T S Cert Y  to 

party A and generates the session keys as follows: 
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Step 3: Upon receiving 
1 2{ , , , ( )}B B B BT T S Cert Y , A verifies 

( )BCert Y . If it fails, A terminates the session. Otherwise, A  

checks the following equation 

1 2 1 1 2 2( ) ( )B B B B B B B Bk k Y S P k T k T    . 

If the above equation fails, A  terminates the session. 

Otherwise, A  generates the session keys as follows: 
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3   Analysis of FAAJ Protocol 

3.1   Attack 1 

In this subsection, we present the first attack against the 

FAAJ protocol. We will show that the FAAJ protocol 

cannot resist the basic impersonation attack.  

 The adversary E  can mount the basic impersonation 

attack as follows: 

Step 1: Party A randomly chooses 
*

1 2, qa a Z  , and 

computes 1 1 2 2,A AT a P T a P  . If 1 2 0A Ak k  , then 

A computes 

1 2 1 1 2 2( ) ( )modA A A A A AS k k x a k a k q    . 

Otherwise, A chooses a new random number and start the 

protocol again. Finally, A sends 1 2{ , , , ( )}A A A AT T S Cert Y  to 

party B . 

Step 2: Upon intercepting 1 2{ , , , ( )}A A A AT T S Cert Y , the 

adversary E randomly chooses 
*

qc Z  and computes 

* * *

1 2 2,B B B BT k Y T cP   and * *

2B BS ck  . Then the adversary 

E impersonates party B and sends * * *

1 2{ , , , ( )}B B B BT T S Cert Y  

to party A . 

Step 3: Upon receiving * * *

1 2{ , , , ( )}B B B BT T S Cert Y , A verifies 

( )BCert Y . If it fails, A terminates the session. Otherwise, A  

checks the following equation 

* * *

1 2 1 1 2 2( ) ( )B B B B B B B Bk k Y S P k T k T    , 

where 
1Bk is the x -coordinate value of *

1BT  and 
2Bk is the x -

coordinate value of *

2BT , clearly *

2 2B Bk k .  

Since 

* * * * * *
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the verification holds. Then A  will generate the session 

keys as follows:  
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Finally, the adversary E can use the random number c  to 

compute three session keys 
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Clearly, the adversary E has mounted the basic 

impersonation attack successfully and obtained three 

session keys. So the FAAJ protocol is not secure against 

the basic impersonation attack. 

3.2   Attack 2 

In this subsection, we present the second attack against the 

FAAJ protocol. Our attack is the combination of key 

compromise impersonation attack and parallel session attack. 

We assume the malicious party C  has obtained 

party A ’s private key. Then the malicious party C  can 

mount the combination attack as follows: 
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Step 1: Party A randomly chooses *

1 2, qa a Z  , and 

computes 
1 1 2 2,A AT a P T a P  . If 

1 2 0A Ak k  , then 

A computes 

1 2 1 1 2 2( ) ( )modA A A A A AS k k x a k a k q    . 

Otherwise, A chooses a new random number and start the 

session again. Finally, A sends 
1 2{ , , , ( )}A A A AT T S Cert Y  to 

party B . 

Step 1*: Party C first intercepts 
1 2{ , , , ( )}A A A AT T S Cert Y . 

Then C sets 
1 1 2 2,C A C AT T T T  , and computes 

1 2 1 2( ) ( )modC A A C A A A AS k k x S k k x q      . 

Finally, C sends 
1 2{ , , , ( )}C C C CT T S Cert Y  to party B . 

Step 2*: Upon receiving 
1 2{ , , , ( )}C C C CT T S Cert Y , B verifies 

( )CCert Y . If it fails, B terminates the session. Otherwise, B  

checks the following equation 

1 2 1 1 2 2( ) ( )C C C C C C C Ck k Y S P k T k T    , 

where 1 1 2 2,C A C Ak k k k   due to 1 1 2 2,C A C AT T T T  . 

Since 
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the verification holds.  

Then B  will randomly choose 
*

1 2, qb b Z  and compute 

1 1 ,BT b P 2 2BT b P . If 
1 2 0B Bk k  , then B computes 

1 2 1 1 2 2( ) ( )modB B B B B BS k k x b k b k q    . 

Otherwise, B chooses a new random number and computes 

1 2,B BT T  again. Finally, B sends 1 2{ , , , ( )}B B B BT T S Cert Y  to 

party C and generates the session keys as follows: 

1 1 1 1 1 1

1 2 1 1 1 2

2 2 1 1 2 2

1 1 1 2 1 1

1 2 1 2 1 2

2 2 1 2 2 2

1 1 1

2 1 1

3 1 1

4 1 2

5 1 2

6 1 2

7 2

( , ) ( , )

( , ) ( , )

( , ) ( , )

( , ) ( , )

( , ) ( , )

( , ) ( , )

(

b b a a b b

C C

b b a a b b

C C

b b a a b b

C C

b b a a b b

C C

b b a a b b

C C

b b a a b b

C C

C

K e T T e P P

K e T T e P P

K e T T e P P

K e T T e P P

K e T T e P P

K e T T e P P

K e T

 

 

 

 

 

 

 1 1 2 2 1 1

1 2 2 2 1 2

2 2 2 2 2 2

2

8 2 2

9 2 2

, ) ( , )

( , ) ( , )

( , ) ( , )

b b a a b b

C

b b a a b b

C C

b b a a b b

C C

T e P P

K e T T e P P

K e T T e P P



 

 

 

Step 3*: Upon receiving 
1 2{ , , , ( )}B B B BT T S Cert Y , party C  

impersonates party B and sends 
1 2{ , , , ( )}B B B BT T S Cert Y  to 

party A . 

Step 2: Upon receiving 
1 2{ , , , ( )}B B B BT T S Cert Y , A verifies 

( )BCert Y . If it fails, A terminates the session. Otherwise, A  

checks the following equation 

1 2 1 1 2 2( ) ( )B B B B B B B Bk k Y S P k T k T    . 

Clearly, the verification will hold. So A  generates the 

session keys as follows: 
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Now, the malicious party C  has used party A ’s private 

key to make two different sessions generate the same session 

keys. Party A  believes that he has completed a session and 

shared nine session keys with party B , who is not involved 

the session at all.  At the same time, party B  believes that he 

has completed a session and shared nine session keys with 

party C . In this attack, party C  cannot compute the session 

keys. But party C  can reveal the session keys shared 

between party B  and himself to cheat party A . This will be 

a serious problem in practices. 

4   Conclusions 

In this letter, we have pointed out that Farash et al.’s 

protocol is insecure against the basic impersonation attack. 

We also show that Farash et al.’s protocol cannot resist the 

combination of key compromise impersonation attack and 

parallel session attack. To avoid these security flaws, it 

must be carefully design Farash et al.’s protocol again. 
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