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Abstract
A blind signature scheme allows a user to obtain a signature on a given message without revealing any information
about the message to the signer. The idea of blind signature was first introduced by Chaum at CRYPTO 1982.
Blind signatures can be used in many applications, such
as e-voting. Recently, Chakraborty and Mehta proposed a
new blind signature scheme (Chakraborty-Mehta scheme)
based on the elliptic curve discrete logarithm problem.
They asserted that their blind signature scheme is secure.
In this paper, however, we will present two simple but
powerful attacks on their blind signature scheme. The attacks show Chakraborty-Mehta blind signature scheme is
not secure.
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1

Introduction

Blind signature scheme is one of cornerstones of modern
cryptography. A blind signature scheme allows a user
to obtain a signature on a given message without revealing any information about the message to the signer. A
secure blind signature scheme should satisfy three properties, i.e., blindness, untraceability and unforgeability.

in privacy oriented applications, such as e-voting systems
(e.g. [5, 8]).
The first blind signature scheme was invented by
Chaum [3] in 1982 and the security of that scheme is based
on the hardness of factoring large composite integers.
Since then, a number of blind signature schemes have
been proposed, e.g., [1, 2, 6, 7]. Recently, Chakraborty
and Mehta [2] proposed a new blind signature scheme,
Chakraborty-Mehta blind signature scheme, based on the
elliptic curve discrete logarithm problem. They asserted
that their blind signature scheme is secure. In this paper, however, we will show that an adversary A can easily
forge a valid signature on any message, and after receiving
a valid signature from a signer, A is also able to obtain
the signer’s secret key. Therefore, Chakraborty-Mehta
blind signature scheme is not secure and cannot be used
in e-voting systems.
The rest of this paper is organized as follows. Section 2
will introduce the definition of elliptic curve group and the
general security notions for digital signatures. In Section
3, we briefly review Chakraborty-Mehta blind signature
scheme. Two attacks on their blind signature scheme will
be given in Section 4. Finally, Section 5 concludes this
paper.

1) Blindness. It allows a user to obtain a signature on a 2
given message without revealing the message to the
signer.
2.1

Preliminaries
Elliptic curve group

2) Untraceability. It means that the signer is not able Let p > 3 be a large prime and Fp be a finite field. An
to trace the signature-message pair after the user has elliptic curve G over Fp is the set of all points P = (x, y)
revealed the signature to the public.
that satisfy the equation
3) Unforgeability. It means that only the signer can
y 2 = x3 + ax + b (mod p),
generate a valid signature. This property is the most
important one and must be satisfied for all signature
where a, b ∈ Fp are constants such that 4a3 + 27b2 6= 0,
schemes.
together with an infinity point O. The elliptic curve G can
Because of the blindness and untraceability properties, form a cyclic group under the point addition operation
blind signature schemes have been employed extensively R = P + Q which is defined according to a chord-and-
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tangent rule. Particularly, we define x·P = P +P +· · ·+P The correctness of the scheme can be verified as follows.
(x times).
sP − Q + R
= (x − h(z))P − Q + r0 + h(z)P
2.2 General security notions of digital
= xP − Q + r0
signature scheme
= r0
As mentioned previously, a digital signature scheme must
= h(M )P
satisfy unforgeability. But what is its concrete meaning?
Here, we list all types of forgeries of signature schemes
(ordered by their risk) [4].
4 Cryptanalysis of Chakraborty-

Mehta signature scheme
1) The most serious attack on a signature scheme is
called total break, which means an adversary can obIn this section, we show two simple but powerful attacks
tain the secret key of the signer.
on Chakraborty-Mehta signature scheme. The first attack
2) Universal forgery means an adversary can construct is a total break of their signature scheme and the second
an efficient algorithm functionally equivalent to the attack is a universal forgery.
signing algorithm of the signature scheme.
4.1

Attack 1

3) Selective forgery means an adversary can forge a signature for a particular message chosen by himself.
Suppose that a malicious user A wants to get the signer’s
secret key x, then he can do the following steps:
4) Existential forgery means an adversary can forge a
signature for at least one message, but the adversary 1) A queries a blind signature on message M . Then the
signer will compute and output a signature (R, s, z)
cannot control over the message whose signature he
as a response.
obtains.

3

Review of Chakraborty-Mehta
blind signature scheme

In this section, we briefly review Chakraborty-Mehta
blind signature scheme.
Let G be a elliptic curve group and P be a generator of
G with order q. The Chakraborty-Mehta blind signature
scheme runs as follows.

2) After receiving the signature (R, s, z), A computes
h(z).
3) Finally, A obtains the signer’s secret key x = s+h(z).
According to the algorithm Sign of Section 3, we know
that s = x − h(z). By the above process, we can see that
the user A will obtain the signer’s secret key x. Thus,
the attack 1 will be successful. Then the user A armed
with the signer’s secret key x will be able to generate valid
signatures on any messages.

Setup. On input G, P and q, the algorithm outputs a
cryptographic hash function h : {0, 1}∗ → Z∗q . The 4.2 Attack 2
signer chooses x ∈ Z∗q uniformly at random and sets
Suppose that a malicious user A wants to get a valid
(Q = xP, x) as its public/secret key pair.
signature on message M , then he can do the following
Blind. The user with message M wants to get a blind steps:
signature on M . He first computes m = h(M ) and
r = mQ, then sends r to the signer.
Sign. On input r and the secret key x, the signer does
the following steps:
0

−1

1) Compute r = x

r = mP .

2) Generate a stamp of the blind signature z =
hnouncekdatekplacei.
3) Compute R = r0 + h(z)P and s = x − h(z).
4) Output the signature (R, s, z).

1) A first produces a stamp of the signature z =
hnouncekdatekplacei.
2) Then A computes h(z) and h(M ).
3) A selects s ∈ Z∗q uniformly at random.
4) Finally, A computes R = h(M )P + Q − sP , where Q
is the signer’s public key.
The forged signature on M is (R, s, z). We can see that
sP − Q + R = sP − Q + h(M )P + Q − sP = h(M )P.

Verify. On input the message M and the signature Therefore, the signature (R, s, z) will pass the the veri(R, s, z), the verifier accepts the signature if and only fier’s checking. That is, the signature (R, s, z) forged by
if the equality sP − Q + R = h(M )P holds.
A is valid.
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Conclusion
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