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Abstract
Signcryption can offer authentication and confidentiality simultaneously with better efficiency than traditional
signature-then-encryption approach. Ring signature enables a user to conscribe arbitrarily a group of ring members and sign a message on behalf of the ring (which includes himself) without revealing his real identity. By
integrating the notion of signcryption and ring signature,
ring signcryption has been initialized to leak secrets in
an authenticated and confidential way anonymously. Recently, Guo et al. (Guo Z, Li M, Fan X. Attribute-based
ring signcryption scheme. Security and Communication
Networks, vol. 6, no. 6, pp. 790-796, 2013) proposed a
ring signcryption scheme in attribute-based cryptography.
Furthermore, they claimed that their scheme can satisfy
confidentiality and unforgeability in the random oracle
model. Unfortunately, by giving concrete attacks, we indicate that Guo et al.’s attribute-based ring signcryption
scheme doesn’t provide confidentiality and unforgeability.
Keywords: Attribute-based cryptography; cryptanalysis;
ring signcryption; provable security

1

Introduction

To offer authenticity and confidentiality simultaneously with better efficiency than traditional “sign-thenencrypt” approach, Zheng [24] initially formalized the
notion of signcryption. Since Zheng’s pioneering work,
dozens of signcryption schemes have been proposed following various research lines. Firstly, the existing signcryption scheme can be classified as RSA-based [10], IFbased [20], elliptic curves-based [21, 25], pairing-based [4],
lattice-based [12] according to the underlying keys. Secondly, ID-based [3, 5, 6], certificateless [2, 7], selfcertified [13] and certificate-based [15] signcryption also
have been proposed to simplify the public key certificates
in the traditional public key infrastructure. Thirdly, the

extensions of signcryption have been proposed by integrating the pure signcryption with other cryptographic
primitives, such as ring signcryption [1, 22], group signcryption [11], threshold unsigncryption [14, 23] and proxy
signcryption [17, 18]. The survey of signcryption and related applications can be found in [8].
As one of the extension of signcryption, ring signcryption was initially formalized by Huang et al. [1] and allows a signer conscripts a group of ring members and
signcrypts one message on behalf of the ring without
revealing his real identity. Furthermore, the procedure
of signcryption does not need the cooperation of other
ring members. Thus, ring signcryption can be applied in
some concrete applications where authenticity, confidentiality and anonymity receive concern simultaneously. On
the other hand, to use biometric-based identities in the
Identity-based cryptosystem, attribute-based cryptography has been proposed in 2005 [19]. Recently, Guo et
al. [9] introduced ring signcryption in the attribute-based
cryptography by integrating the notion of attribute-based
ring signature [16] and attribute-based encryption [19]. In
an attribute-based signcryption, a signer can get its private key for attributes set ω from a trusted private key
generator. Then, this signer can signcrypt message on
behalf of a subset ω 0 ⊆ ω. Here, all users with this attributes subset ω 0 can be considered as the ring. After
that, a concrete attribute-based ring signcryption based
on bilinear pairings has also been suggested in this paper.
They claimed that their scheme can achieve unforgeability
and confidentiality in the random oracle model. However,
in this paper, we show that their scheme cannot provide
confidentiality and unforgeability at all by giving concrete
attacks. Furthermore, the basic reason behind our attack
has also been analyzed.
The rest of this paper is organized as follows. In Section 2, we review the Guo-Li-Fan attribute-based ring
signcryption scheme. After that, we explain why their
scheme can not provide unforgeability and confidentiality
in Sections 3 and 4 respectively. Finally, the conclusions
are given in Section 5.
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Overview of the Guo-Li-Fan
Scheme

We describe Guo-Li-Fan’s attribute-based ring signcryption scheme [9] as follows. In their scheme, the signer
can signcrypt a message on behalf of d attributes, where
d will be defined in the Setup algorithm. We then review Lagrange interpolation as follows. Given d points
q(1), · · · , q(d) on a d − 1 degree polynomial, q(i) for any
i ∈ Zp can be computed by adopting Lagrange interpolation technique. Assume S be a set in Zp with d-elements
and the Lagrange coefficient ∆i,S for i ∈ Zp as follows.
∆i,S (x) =

Y
j∈S,j6=i

x−i
i−j
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• Let ωS0 = {1, · · · , d}, and chooses k ∈ ωS0 randomly.
Defines the elements in set ωS0 ∪ ωR to be the ring.
For l ∈ ωS0 ∪ωR and l 6= k, chooses Ul ∈ Z∗p at random
and computes hl = H2 (m, Ul , X, ωS0 ∪ ωR , l), where
|ωS0 ∪ ωR | = nR + d. For l = k, chooses rk from Z∗p
randomly and computes
Y
Ul · El
Uk = Ekrk /
0 ∪ω ,l6=k
l∈ωS
R
Y
= g tk ·rk ·s /
Ul · g tl ·hl ·s
0
l∈ωS ∪ωR ,l6=k

hk
V

=
=

H2 (m, Uk , X, ωS0 ∪ ωR , k)
Ekrk +hk

• Compute y = (mkrkV ) ⊕ H1 (X).

• Finally, the ciphertext CT is denoted as CT =
Setup(κ): Given a security parameter κ, the trusted priR +d
R
(y, ωS0 , ωR , U, {Ul }nl=1
, {Ei }di=1 , {Ei }ni=1
).
vate key generator (PKG) first defines the set of universal attributes U in Zp , where |U| = l. After that,
a d − 1 default attributes set from Zp is given as Ω = UnsigncryptionCT : After receiving the ciphertext CT ,
{Ω1 , · · · , Ωd−1 }. Furthermore, PKG selects a pairing R decrypts the ciphertext as follows.
e : G1 × G1 → G2 where the order of G1 and G2 is prime
R +d
R
• For CT = (y, ωS0 , ωR , U, {Ul }nl=1
, {Ei }di=1 , {Ei }ni=1
),
p > 2κ , and a generator g of G1 . PKG then chooses
0
select a subset ωR with d-elements subset from
t1 , · · · , tl , tl+1 , · · · , tl+d−1 ∈ Zp randomly and computes
attribute set ωR .
Ti = g ti where 1 ≤ i ≤ l + d − 1. PKG also picks
α ∈ Zp at random and computes Y = e(g, g)α . Fi• Computes
nally, PKG selects three cryptographic hash functions:
|M |
∗
∗
∗
Y
H1 : G2 → {0, 1}
× Zp × G1 , H2 : {0, 1} → Zp , and
X0 =
e(Dj , Ej )∆j,S (0)
H3 : {0, 1}|M | ×Z∗p → Z∗p , where |M | denotes the length of
j∈ωR0
q(j)
Y
the ciphertext. The public parameters P K are published
=
e(g tj , g tj ·s )∆j,S (0)
as follows:
j∈ωR0
= e(g, g)α·s

P K = (G1 , G2 , e, g, {Ti }l+d−1
, Y, H1 , H2 , H3 ).
i=1
The master secret
M K = (α, {ti }l+d−1
).
i=1

key

MK

is

denoted

as

Key Extract(M K, ω): Given the user with attribute set
ω ⊆ U , the PKG generates the private key for ω as follows:
• A d − 1 degree polynomial q(x) is picked at random
such that q(0) = α.
• Generates a new
attribute set ω̂ = ω ∪ Ω and comq(i)
putes Di = g ti for each i ∈ ω̂.
• Outputs the private key Di for each i ∈ ω̂.
Signcryption(m, ωS , ωR ): To signcrypt a message m to
a receiver R, the sender S follows the steps below:
• Chooses a subset ωS0 with d elements from ω̂S (where
f attributes {i1 , · · · , if } are chosen from ωS to signcrypt the message, and d − f attributes are chosen
from default attributes set Ω).
• The sender S randomly chooses r ∈ Z∗p , and set s =
H3 (m, r), U = g s , and X = Y s = e(g, g)α·s . S
then computes Ei = Tis for each i ∈ ωS0 and for each
j ∈ ωR .

and retrieves m0 , r0 , V 0 as (m0 kr0 kV 0 ) = y ⊕ H1 (X 0 ).
?

• Computes s0 = H3 (m0 , r0 ) and verifies whether U =
0
g s holds or not.
• For l ∈ {1, · · · , nR + d}, computes h0l = H2 (m, Ul ,
X, ωS0 ∪ ωR , l) and verifies
e(g,

nY
R +d

0

0

?

Ul · g tl ·hl ·s ) = e(g, V 0 )

l=1

holds or not. If so, R accepts CT as the valid ring
signcryption on the message m0 ; R rejects otherwise.
Note that the original scheme in [9] has several typos. In the Step 1 of Signcryption algorithm, instead
of writing Chooses a subset ωS0 with d elements from ω̂S ,
it was written as Chooses a subset ωS0 with d elements
from ωS . In the Step 2 of Signcryption algorithm, instead of writing for each i ∈ ωS0 , it was written as for
each i ∈ ωS 0 . In the Step Q
3 of Signcryption algorithm,
instead of writing g tk ·rk ·s / l∈ω0 ∪ωR ,l6=k Ul ·g tl ·hl ·s , it was
S
Q
written as g tk ·rk ·s / l∈ω0 ∪ωR ,l6=k Ul ·g tl ·hi ·s . We have corS
rected these typos to maintain consistency of the scheme.
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On the Unforgeability of the 4
Guo-Li-Fan Scheme
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On the Confidentiality of the
Guo-Li-Fan Scheme

In this section, we show that the Guo-Li-Fan’s certificatebased ring signcryption scheme is not secure against
forgery attacks.
After receiving a valid ciphertext
R
R +d
), the
, {Ei }di=1 , {Ei }ni=1
CT = (y, ωS0 , ωR , U, {Ul }nl=1
adversary A can forge a valid ciphertext CT ∗ =
R
R +d
) on message
(y ∗ , ωS0 , ωR , U ∗ , {Ul∗ }nl=1
, {Ei∗ }di=1 , {Ei∗ }ni=1
∗
m as follows:

In this section, we show that the Guo-Li-Fan’s certificatebased ring signcryption scheme cannot offer confidentiality.
After receiving a valid ciphertext CT =
R +d
R
) generated by a
(y, ωS0 , ωR , U, {Ul }nl=1
, {Ei }di=1 , {Ei }ni=1
0
user S. Here, ωS denotes S’s attributes subset and depicts the ring. Assume that the adversary A is one of
the member in the ring, and therefore A has the private
∗
∗
∗
• A randomly chooses r ∈ Zp , and set s = key Dj for j ∈ ωS0 corresponding to the attributes sets ωS0
∗
∗
∗
H3 (m∗ , r∗ ), U ∗ = g s , and X ∗ = Y s = e(g, g)α·s . with d elements according to the definition in [9, 16].
∗
Thus, A can decrypt the ciphertext CT as follows.
S then computes Ei∗ = Tis for each i ∈ ωS0 and for
each j ∈ ωR .
Y
e(Dj , Ej )∆j,S (0)
X
=
0
0
0
• Let ωS = {1, · · · , d}, and chooses k ∈ ωS randomly.
j∈ωS
q(j)
Y
Defines the elements in set ωS0 ∪ ωR to be the ring.
tj
0
∗
∗
=
e(g
, g tj ·s )∆j,S (0)
For l ∈ ωS ∪ ωR and l 6= k, chooses Ul ∈ Zp at ran0
j∈ωS
dom and computes h∗l = H2 (m∗ , Ul∗ , X ∗ , ωS0 ∪ ωR , l),
= e(g, g)α·s .
where |ωS0 ∪ ωR | = nR + d. For l = k, chooses rk∗ from
Z∗p randomly and computes
Then, A can obtain m by executing (mkrkV ) = y ⊕
Y
∗
∗
∗ rk
∗
∗
H
Uk = (Ek ) /
Ul · El
1 (X).
0 ∪ω ,l6=k
l∈ωS
R
The basic reason about our attack works is that the
Y
∗ ∗
∗ ∗
Ul∗ · g tl ·hl ·s
= g tk ·rk ·s /
blind
factor X = Y s = e(g, g)α·s is computed independent
0
l∈ωS ∪ωR ,l6=k
of the receiver’s public key. Thus, any of the ring memh∗k = H2 (m∗ , Uk∗ , X ∗ , ωS0 ∪ ωR , k)
ber can decrypt the ciphertext by computing the blinded
∗
∗
V ∗ = (Ek∗ )rk +hk
factor using its own private key.
• Compute y ∗ = (m∗ kr∗ kV ∗ ) ⊕ H1 (X ∗ ).
• Finally, the ciphertext CT ∗ on message m∗ is denoted
nR +d
as CT ∗ = (y ∗ , ωS0 , ωR , U ∗ , {Ul∗ }l=1
, {Ei∗ }di=1 ,
∗ nR
{Ei }i=1 ).

5

Conclusions

In this paper, we identified security flaws in Guo-Li-Fan’s
The ring signcryption is correct because of the follow- attribute-based ring signcryption scheme proposed in [9].
ing:
Our results showed that this signcryption scheme fails
∗
to provide unforgeability and confidentiality. Specifically,
• X can be reconstructed as follows:
Y
anyone can forge the valid ciphertext without the knowlX∗ =
e(Dj , Ej∗ )∆j,S (0)
edge of the ring member’s private key. On the other
j∈ωR0
q(j)
Y
hand, any ring member can decrypt the ciphertext which
∗
=
e(g tj , g tj ·s )∆j,S (0)
should only be decrypted by the receiver. Furthermore,
j∈ωR0
∗
the basic reason about our attack has also been analyzed.
= e(g, g)α·s
We remark that it is still an open problem to construct
∗ ∗
∗
∗
∗
• After retrieving (m kr kV ) = y ⊕ H1 (X ), it is a provably-secure and efficient attribute-based ring sign∗
cryption scheme.
easy to verify that s∗ = H3 (m∗ , r∗ ) and U ∗ = g s .
• Finally, it is obvious that
e(g,

nY
R +d
l=1

∗

∗

?

Ul∗ · g tl ·hl ·s ) = e(g, V ∗ ),
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