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Abstract
Cloud storage service is one of cloud services where cloud
service provider can provide storage space to customers.
Because cloud storage service has many advantages which
include convenience, high computation and capacity, it
attracts the user to outsource data in the cloud. However, the user outsources data directly in cloud storage
service that is unsafe when outsourcing data is sensitive
for the user. Therefore, ciphertext-policy attribute-based
encryption is a promising cryptographic solution in cloud
environment, which can be drawn up for access control by
the data owner to define access policy. Unfortunately, an
outsourced architecture applied with the attribute-based
encryption introduces many challenges in which one of
the challenges is revocation. The issue is a threat to data
security in the data owner. In this paper, we survey related studies in cloud data storage with revocation and
define their requirements. Then we explain and analyze
four representative approaches. Finally, we provide some
topics for future research
Keywords: Access control, ciphertext-policy attributebased encryption, cloud data storage, user revocation

1

Introduction

Cloud computing is a computing technology, and the internet has grown in recent years. It can share the software and hardware resource, and provides resources to a
user’s computer or mobile device. The user can obtain a
more efficient service because cloud computing can integrate resources. Thus, cloud service providers have joined
to build cloud environments and provide services to the
user. Cloud service providers offer three services including Software as a Service (SaaS), Platform as a Service
(PaaS) and Infrastructure as a Service (IaaS). The cost

for users to rent cloud service is cheaper than the cost for
users to build cloud environment [1].
Cloud storage service is the most common and popular service among many cloud services (e.g. Google Drive,
Dropbox, Amazon S3 and Microsoft OneDrive) for general users. The user can pay to the cloud server provider
based on the amount of usage. Then because cloud storage service provides to access cloud services from web
service or applications that utilize the application programming interface (API) by mobile devices (e.g. laptop,
table computer, and smart phones), it is convenient to
use by users so to achieve ubiquitous service.
Although cloud storage service has many advantages,
it also brings a lot of challenging issues which include
efficacy and security [12, 17, 36, 44]. One of the serious
challenges is protecting the confidentiality of the data.
Because the traditional method means the user directly
stores the data where data is not encrypted in the cloud
storage server, the cloud storage server can understand
the upload data of the user. Therefore, if these data are
sensitive to users, this is unsafe. In order to ensure that
it is safe for the user to upload data to the cloud storage
server, a user utilizes an encryption method for processing
sensitive data before the user uploads data to the cloud
storage server.
For example, a user can utilize a symmetric-key algorithm to encrypt data before uploading to the cloud
storage server. When the user needs data, he/she can
download data and decrypt it by using a symmetric key.
However, it is not suitable when the user shares data with
the other users. Because the data owner needs to share
their symmetric key with the shared user, the shared user
can obtain data on the data owner’s permission which
contains all the data owner’s data in the cloud storage
server. Thus, this method is not secure in the situation.
A user chooses the other asymmetric-key algorithm
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while the data owner uses a public key to encrypt data
before uploading it to the cloud storage server. When the
data owner needs data, he/she can download data and
decrypt it by using a private key. In the shared situation,
the data owner first downloads the shared data and decrypts it. Then, the data owner uses the shared user’s
public key to encrypt the shared data before uploading
to the cloud storage server. However, this method has
three problems: first the data owner needs to obtain the
correct user’s public key where the data owner can encrypt data. Second the same data stored will be repeated
in the cloud storage server. Because the data owner will
share the encrypted data to each user by their own public key, it will repeat the same data stored in the cloud
storage server. Third, when the data owner shares data
with a lot users, the data owner takes a lot of resources of
the computation in the download and re-encrypted data.
To solve these problems of how to design a method that
can be able to get the correct user’s public key, it only
need to store one copy of the shared data in the cloud
storage server, which reduces the data owner’s resource
of the computation.
In order to improve these problems, Sahai and Waters [33] proposed an attribute-based encryption (ABE)
scheme where the scheme utilized a user’s identity as attribute, and a set of attributes are used to encrypt and
decrypt data. Their ABE scheme can resolve these problems including utilizing the attribute of a user’s identity
to make sure the user’s public key, utilizing the ABE to
reduce the duplication of data in the cloud storage service and the data owner only need to modify access policy where the data owner can reduce computing resources
including downloading, decrypting, re-encrypting and reuploading the entire data.
In the access policy, the ABE has two categories:
the key-policy attribute-based encryption (KP-ABE) [9]
and the ciphertext-policy attributed encryption (CPABE) [4]. The KP-ABE scheme implies that the access
policy is attached to the user’s private key and use the
user’s set of attributes to describe the encrypted data. If
a set of attributes of the privacy key satisfy the access policy, the user will decrypt the encrypted data. Otherwise,
the user cannot obtain the encrypted data. The CP-ABE
scheme implies that the access policy is associated with
the encrypted data, and use the user’s set of attributes
to describe the user’s private key. If a set of attributes of
the encrypted data satisfies the access policy, the user will
decrypt the encrypted data. Otherwise, the user cannot
obtain the encrypted data.
Nowadays, the outsourced data needs flexible access
control for users. The traditional method of access control
is a trusted cloud server responsible for the definition and
implementation of access control policies. However, users
want to be able to share sensitive data and define access
policies and the implementation of his/her data with a
group of people of their choice. Therefore, it is a desirable
method that the access policy of the data will be defined
by the data owner.
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CP-ABE provides a scalable method of encrypting data
where the encrypted user defines the attribute set, and
then the decrypted user needs to hold the attribute set
to decrypt the ciphertext [4]. Therefore, different users
are allowed to decrypt different data block in the different access policies. This effectively reduces depending on
the cloud storage server for preventing unauthorized data
access.
There are many extended ABE related researches
including multi-authority, accountability, proxy reencryption and revocation. In each ABE scheme, the
user needs to get a secret key from the trusted authority which can prove his/her identity, and use the secret key to decrypt data. However, because the authority can decrypt all ciphertexts in a single-authority
ABE scheme, the user utilizes a single-authority ABE
scheme, which is not proper in the situation there are
different departments. Therefore, Chase [7] proposed the
first multi-authority ABE scheme which extends a singleauthority ABE scheme. Then, the multi-authority ABE
schemes were proposed in [6, 7, 8, 11, 18, 26, 27]. In
order to achieve secure access control, the ABE scheme
needs to prevent accountable key abuse which includes
an illegal key sharing among colluding users and misbehavior of the semi-trusted authority containing illegal key distribution or re-distribution. Accountable
ABE can be divided in two categories including accountable KP-ABE scheme [37, 42] and accountable CP-ABE
scheme [20, 21, 22]. In order to make sharing more efficient, the proxy re-encryption (PRE) is proposed because
the user can delegate other to re-encrypt data. However,
when the user is not online, the ABE scheme cannot directly use the capability of decryption to others. Therefore, the attribute-based PRE (ABPRE) scheme is proposed [10, 23, 24, 28, 34] which combines the proxy reencryption with the ABE. A user is able to delegate designated users to decrypt the re-encrypted ciphertext by
the associated attributes of designated users.
There are mainly two ways to realize revocation: one
is the indirect revocation method [4, 5, 14, 15, 31, 38, 43],
and the other is the direct revocation method [2, 25, 30].
Indirect revocation method means the data owner delegates authority to execute revocation which releases a
key update material periodically in such a way that only
non-revoked users can update their keys. An advantage of the indirect revocation method is that the data
owner does not need to know the revocation list. However, the disadvantage of the indirect revocation method
is that it requires communication from the authority
to all non-revoked users at all time slots in the key
update phase. Some related attribute revocable ABE
schemes [4, 5, 14, 15, 31, 38, 43] which used the indirect method have been proposed. The direct revocation
method means the data owner executes direct revocation
which specifies the revocation list while encrypting the ciphertext. An advantage of the direct revocation method
over the indirect revocation one is that it does not include
the key update phase for all non-revoked users interact-
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ing with the authority. However, the disadvantage of the
the encrypted data which the data owner before
direct revocation method is that it needs the data owner
sharing the data with the revoked user.
to manage the current revocation list because it is a trou6) Forward secrecy: In an attribute which satisblesome problem. Some related attribute revocable ABE
fies the access policy, any user drops the atschemes [2, 25, 30] which used the direct method have
tribute which can be prevented from accessing
been proposed. Attrapadug and Imai [3] first proposed a
the plaintext of the subsequent data exchanged
hybrid ABE (HR-ABE) scheme which utilized the advanafter the user drops the attribute.
tage of both indirect and direct methods. Their scheme
7) Backward secrecy: In an attribute which satallows the data owner to select the encrypted scheme inisfies the access policy, any user holds the atcluding indirect or direct method. Then, their scheme
tribute which can be prevented from accessing
supports user revocation, but it is unable to achieve atthe plaintext of the previous data exchanged betribute revocation. However, it increases the user’s secret
fore he holds the attribute.
key in length.
Although there are many ABE related studies, we will
Performance evaluation
focus on user revocation mechanism in the cloud data
storage. However, this introduces a number of challenges
1) Computing cost: In order to achieve an efficient
which utilized ABE to solve the outsourced data. One of
public auditing, we will analyze the client, TPA
the challenge is the revocation of attribute and user. The
and cloud storage service cost on the computing
revocation issue is more difficult in ABE system because
resources.
each attribute is shared by multiple users. When the revo2) Storage cost: Because the client will upload
cation of any attribute and single user is in an attribute
data to the cloud storage service without the logroup, it would affect the other users in the group. It
cal copy of data files, we will analyze the client,
will generate a bottleneck for the rekeying procedure and
TPA and cloud storage service cost on the storsecure threat in ABE system. Therefore, in this paper,
age spaces.
we will survey the problem in attribute-based data access
control using CP-ABE for a data outsourcing system.

1.2
1.1

Requirement

According to these studies, they provide the basic requirements of function and performance. In our paper, we classify and describe these requirements. Then we use these
requirements to analyze the existing scheme in Section 4.
Functional evaluation
1) Data confidentiality: The data owner encrypts
the data before uploading data to the cloud.
Therefore, the unauthorized user and cloud
storage server cannot know the encryption data.
2) Fine-grained access control: Each user respectively has own access right which may be different for each user. Even if the users exist in the
same group, their access right may not be the
same.

Our Contribution

Our contribution can be summarized as the following
three aspects: First, we survey the previous researches
of attribute-based access control with user revocation in
the cloud. Then our paper collects and explains basic requirements in the mechanism. Second, we propose four
representative approaches and analyze these approaches
by our collected requirements. Third, we summarize the
conclusion from the analysis and propose research direction in future work.

1.3

Organization

The rest of paper is organized as follows: In Section 2,
we review the related work of revocation. We discuss the
representative approaches of user revocation in detail in
Section 3. In Section 4, we analyze the basic requirement
in the representative approaches. Finally, we summarize
and discuss the future work in Section 5.

3) Scalability: When the authorized users increase,
the cloud storage server can execute efficiently.
Related Work
Therefore, the number of authorized users can- 2
not affect the performance of the cloud storage
Recently, some attribute revocable ABE schemes have
server.
been proposed [4, 5, 31]. Piretti et al. [31] proposed the
4) User revocation: If the user leaves the group, time rekeying mechanism where each attribute is assothe scheme can revoke the user’s access right ciated with an expiration time. Bethencourt et al. [4]
from the cloud storage server. The revoked user improved this solution which utilized the user secret key
cannot access any shared data in the group, be- with a single expiration time. The users need to update
cause the user does not have access right.
their keys frequently, and the authority has lower resource
5) Collusion resistant: The revoked user cannot of computation. Boldyreva et al. [5] proposed an efficient
collude with the cloud storage server to obtain revocation scheme for IBE, which utilized binary tree to
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build data structure. Their scheme did not use CP-ABE
scheme. These schemes were named a coarse-grained revocation because these scheme are not able to immediately rekey on any member change. Furthermore, these
schemes have two main problems on scalability and security degradation which include forward and backward
secrecy [13, 14, 32, 38]. In the scalability problem, the key
authority periodically distributes an update information
of key to update the non-revoked users’ keys. However,
the previous revocation did not consider the scalable distribution where the updated attribute keys distributes the
group of users who share the attributes.
In the ABE system, an attribute is supposed to be
shared by a group of users. Then it is a considerable
situation where the members may change frequently in
the group. However, a new user might be able to access the previous encrypted data before the user comes
to hold the attributes until the data is re-encrypted with
the update attribute keys by periodic rekeying which was
named backward secrecy. On the other hand, a revoked
user would be able to access the encrypted data until the
next expiration time which was named forward secrecy.
Therefore, the uncontrolled period has serious vulnerability.
Then many CP-ABE schemes [13, 14, 38, 40, 43] with
immediate attribute revocation have been proposed instead of periodic or timed revocation. Yu et al. [43] proposed a scheme which utilized proxy re-encryption with
CP-ABE. However, their scheme needed to spend the revocation cost highly where the system public key and
users’ secret key changed. Hur and Xie et al. [13, 14, 38]
proposed efficient attribute revocation schemes which utilized the tree of access policy to encrypt data. The cloud
storage server needs to spend high resource of computation because the cloud storage server re-encrypt all the
ciphertext with a new generated encrypting key during
the attribute revocation. Yang et al. [40] proposed an attribute revocation scheme in CP-ABE where the authority updated the ciphertext and produce new keys that
include the new version key, update key, and secret key.
However, the authority needed to spend high resource of
computation in their scheme.
Yang et al. [41] proposed an improved scheme in CPABE which extended multi-authority with attribute revocation. However, the authority needed to enhance efficiency.
User revocation has been observed in the many practical ABE system. Because users may change their attributes frequently, the mechanism of user revocation
is essential in many group-based applications [29, 32].
Ibraimi et al. [15] proposed a fine-grained user-level revocation scheme which utilized negative clauses in ABE
scheme. When a user is revoked, the user is added to
AND of negation of revoked user identities. However,
their scheme lacks efficiency of the implementation.
Golle et al. [35] proposed a user revocable scheme which
utilized KP-ABE scheme. However, their scheme only
supports that the number of attributes associated with a
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ciphertext is exactly half of the universe size. The previous user-revocable schemes have a drawback on the availability. The availability means the granularity of the user
access control between attribute-level or system-level revocation. If a user is revoked from a single attribute
group, the user would lose all the access rights on the
data sharing system. The previous schemes [25, 30] executed user revocation on system-level, which means the
user was revoked from the whole system. However, the
system-level revocation scheme is not suitable because the
revoked user still has the access right of other data in the
system. Therefore, the attribute-level user access control
will suit in many practical data outsourcing situation. Attrapadung et al. [2] and Junod et al. [16] proposed user
revocation ABE scheme which utilized broadcast encryption scheme on ABE scheme. In Attrapadung et al.’s
scheme, the data owner should take full charge of maintaining all the membership lists for each attribute group.
However, it is not applicable to the cloud storage architecture because the data owner will no longer be directly in
control of data. In the Junod et al.’s scheme, user revocation is achieved by updating the set of identity attributes.
However, every user has an identity attribute except for
system attribute, which causes the ciphertext growing linearly with the users. Xu et al. [39] proposed a scheme
of dynamic user revocation which utilized a delegation
key for the cloud storage server to re-encrypt ciphertext.
However, the cloud storage server has full control of a revocation list for revoked users. When a user is assigned
the revocation list, he/she will lose all access right to the
data. Li et al. [19] proposed a revocable identity-based
encryption (IBE) scheme in the outsourcing computation.
The cloud storage server executes updating secret keys for
non-revoked users on the revocation phase. However, two
factors that include identities of revoked users and time
periods are needed by the secret key generator and the
cloud storage server. Zu et al. [45] proposed a new CPABE scheme which utilized the access structure of linear
secret sharing scheme (LSSS) to define access control in
cloud storage service.

3

Representative Approaches

Before introducing representative approaches, we explain
the system model in Figure 1, and list all notations (as
shown in Table 1) used in this paper.
• The Data Owner: An individual consumer or organization has a lot of data files and needs to store in
the cloud. The data owner is responsible for defining
(attribute-based) access policy, and encrypting own
data under the policy before distributing it.
• Users: A user want to access the data from the data
owner. If a user possesses a set of attributes satisfying the access policy of the encrypted data, he/she
will be able to decrypt the ciphertext and obtain the
data.
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Figure 1: The cloud storage architecture of attribute-based access control

• Cloud Storage Server (CSS): A cloud service provider
Zp∗ , and generates the public parameter P P =
has huge storage space, computation resource and
(G1 , g, H1 , h = g β , e(g, g)α ) and the master key
shared service to provide the clients. It is responsiM K = (β, g α ).
ble for controlling the data storage in outside users’
Key Generation Phase
access, and provides the corresponding contents.
The authority uses the master key M K, a set of at• Trusted Authority (TA): A trusted organization has
tributes ∧ and a set of user indices U to generate an
expertise and capabilities that the clients do not
attribute key for each user. It chooses a random value
have. It generates public and secret parameters for
r ∈ Zp∗ which is unique to each user, and a random
ABE, then responsible for issuing, revoking and upvalue rj ∈ Zp∗ for each attribute λj ∈ ∧ to comdated attribute key for the user. It also grants differpute the user ut ’s private key SKt = (D = g (α+r)/β ,
ential access rights to individual users based on their
∀λj ∈ ∧: Dj = g r · H1 (λj )rj , Dj0 = g rj ).
attributes.
The authority generates attribute keys for a set
of users U . It uses a set of attributes ∧ and a
3.1 Hur and Noh’s Scheme
set of user indices U to generate an attribute keys
for each user that identifies with that set ∧. It
Hur and Noh [14] was the first to propose an efficient revosends the attribute group AGj for each attribute
cation scheme which utilized the access structure of tree
λj ∈ ∧ to the CSS. For example, if users u1 , u2 , u3
to define access control in data outsourcing. Their scheme
are
connected with {λ1 , λ2 , λ3 }, {λ2 , λ3 }, {λ1 , λ3 },
used CP-ABE scheme to encrypt data and define access
respectively.
Then the authority sends AG1 =
policy by the user which was flexible in sharing data with
{u
,
u
},
AG
=
{u1 , u2 }, AG3 = {u1 , u2 , u3 } to the
1
3
2
other users. In order to achieve the fine-grained access
CSS.
control, they utilized dual encryption mechanism which
took advantage of the ABE and selective group key distribution in each attribute group. They considered the
previous user revocable schemes have a limitation which
means the granularity of the user access control between
attribute-level or system-level revocation. If a user is revoked from a single attribute group in the previous studies [25, 30], the user would lose all the access rights on
the system, which means system-level revocation. In the
attribute-level revocation, if a user is revoked from a single
attribute group, the user would only lose the access right
of the attribute group. They proposed the fine-grained
revocation to improve coarse-grained revocation because
the coarse-grained revocation cannot immediately rekey
on any member. The fine-grained revocation can avoid
forward and backward secrecy.
Next we will describe their scheme including setup, key
generation, data encryption, data re-encryption, data decryption and key update phase.

In the KEK tree (see Figure 2), each node νj
of the tree holds as KEK, denoted by KEKj .
A set of KEKj on the path nodes from a leaf
to the root are named path keys.
For example, the user u3 stores the path key P athKey3 =
{KEK10 , KEK5 , KEK2 , KEK1 }. Each user ui is
assigned to the leaf node of the KEK tree. Random
keys are generated and assigned to each leaf node and
internal node.

Setup Phase
The authority chooses two random values α, β ∈

Each user ut ∈ U receives the path keys P athKeyt
from its leaf node to the root node of the tree se-

The CSS generates key encrypting keys (KEKs) for
users in U . It constructs a binary KEK tree for the
universe of users µ which will be used to distribute
the attribute group keys to users in U ∈ µ. It assigns
each user ui to the leaf node of the KEK tree, and
generates random keys for each leaf node and internal
node. Therefore, each user ut ∈ U receives the path
keys P athKeyt where the path is from the leaf node
to the root node.
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Table 1: Notations
Notation
G1 , G2 , GT
e
g
p
q
H1
H2
H3
M
mi
µ
L
G
∧
U
AG
Kλi

Significance
A multiplicative cyclic group
A bilinear map e : G1 × G2 → GT
A generator of group G1
The prime order of group G1
A much smaller prime than p
A hash function H1 : {0, 1}∗ → G1
A hash function H2 : {0, 1}∗ → Zp
A hash function H3 : G1 → Zp
The message
A data block of the shared data and will be split into k elements
The universe of users
The universe of descriptive attribute
The universe of such attribute groups
A set of attribute
A set of user indices
A set of attribute group
The attribute group key

curely. The CSS uses the path keys KEKs to encrypt attribute group keys Kλi for each AGi in the
re-encryption phase.
Data Encryption Phase
The data owner wants to upload data M to the CSS
and sharing data, he/she defines the tree access structure T over the universe of attributes L, and encrypts
the data under T .
The data owner chooses a polynomial qx where x is
each node in the access tree T . These polynomials
are chosen in a top-down mode which is from the root
node R. In the access tree T , the degree dx of the
polynomial qx be set one less than the threshold value
kx of the node as dx = kx − 1. Therefore, the root
node R is chosen and a random value s ∈ Zp∗ and set
qR (0) = s. Then the root node R sets dR and other
points of the polynomial qR randomly to define qR .
Any other node x sets qx (0) = qparent(x) (index(x))
and randomly chooses dx and other points to define
qx .
Then the data owner uses the public parameter
P P and the tree of access structure to encrypt the
message M ∈ GT . Therefore, the ciphertext is
CT = (T, C̃ = M e(g, g)αs , C = hs , ∀y ∈ Y : Cy =
g qy (0) , Cy0 = H1 (λy )qy (0) ) where Y be the set of leaf
nodes in the access tree T .

of the outsourced ciphertext which was encrypted under the attribute-level access control policy by the
data owner.
The CSS chooses a random value Kλy ∈ Zp∗ in the
attribute group AGy ∈ AG and re-encrypts CT .
Therefore, the re-encrypted ciphertext is CT 0 =
(T, C̃ = M e(g, g)αs , C = hs , ∀y ∈ Y : Cy =
g qy (0) , Cy0 = (H1 (λy )qy (0) )Kλy ) where Y is the set of
leaf nodes in the access tree T . Then the CSS selects the root nodes of the minimum cover sets in the
KEK tree which can include all of the leaf nodes connected with users in AGi ∈ AG. The KEK(AGi ) is
constructed from a set of KEKs which include the
root nodes of subtrees AGi . For example, if the
attribute groups AGi = {u1 , u2 , u3 , u4 , u7 , u8 }, the
KEK(AGi ) = {KEK2 , KEK7 } because ν2 and ν7
are the root node of the minimum cover sets which
can cover all of the users in AGi . If any user u ∈
/ AGi ,
they would not know any KEK in KEK(AGi ).
Finally, the CSS generates a header message Hdr =
(∀y ∈ Y : {EK (Kλy )}K∈KEK(AGy ) ) where EK (M ) is
a symmetric encryption of a message M under a key
K. This encryption is employed for the method to
deliver the attribute group keys to valid users. The
encryption is EK : {0, 1}k → {0, 1}k a block cipher,
where k is the length of the key K. Finally, when the
CSS receives the data request from a user, the CSS
sends (Hdr, CT 0 ) to the user.

Data Re-Encryption Phase
The CSS uses a set of the membership information for Data Decryption Phase
When a user receives the ciphertext (Hdr, CT 0 ) from
each attribute group AG ∈ G. The attribute group
the CSS, he/she first obtains the attribute group keys
of the access tree is embedded in CT before distributfor all attribute in ∧ that the user holds from Hdr.
ing outsourced data CT . The re-encryption executes
user access control from each attribute group on top
If a user ut ∈ AGj has a valid attribute λj , he/she
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Figure 2: The KEK tree for attribute group key distribution

can decrypt the attribute group key Kλj from Hdr
using a KEK that is common in KEK(AGj ) and
P athKeyt where KEK ∈ KEK(AGj ) ∩ P athKeyt .
For example, in the attribute groups AGi =
{u1 , u2 , u3 , u4 , u7 , u8 }, u3 can decrypt the Kλj using
the path key KEK2 ∈ P athKey3 . Then the user ut
updates its secret key with the attribute group keys
as follows:

If the node x is a non-leaf node, the
DecryptN ode(CT 0 , SK, x) can be named from
all nodes z which are children of x. For all nodes z
call DecryptN ode(CT 0 , SK, z) which use Lagrange
coefficient to compute and obtain e(g, g)rqx (0) .

SKt

=

(D, Dj , Dj0 )

Therefore, if the access tree T is satisfied by
∧, the user has valid memberships for each attribute group AGi for all λi ∈ ∧. Let A =
DecryptN ode(CT 0 , SK, R) = e(g, g)rs .

D

=

g (α+r)/β

Finally, the user decrypts the ciphertext.

Dj

=

g r · H1 (λj )rj

Dj0

=

(g rj )1/Kλj , ∀λj ∈ ∧.

Then the user uses a private key SK and Kλx to
decrypt the encrypted ciphertext CT 0 in the recursive
function as DecryptN ode(CT 0 , SK, x).

C̃
e(C, D)/A

M e(g, g)αs
e(hs , g (α+r)/β )/e(g, g)rs
= M.
=

If the node x is a leaf node and λx ∈ ∧ and ut ∈ AGx , Key Update Phase
When a user comes to hold or drop an attribute, the
then it computes
corresponding key should be updated to avoid backDecryptN ode(CT 0 , SK, x)
ward and forward secrecy on the previous or subsee(Dx , Cx )
quent encrypted data. The key update procedure is
=
executed by the authority when the user requests to
e(Dx0 , Cx0 )
join or leave on the attribute group. The authority
r
rx
qx (0)
e(g H(λx ) , g
)
=
receives the request, and sends the updated membere((g rx )1/Kλx , (H(λx )qx (0) )Kλx )
ship list of the attribute group to the CSS. Then the
= e(g, g)rqx (0) .
CSS receives the update request, and computes the
corresponding attribute group key.
If ut ∈
/ GAx , the user ut cannot compute the values
e(g, g)rqx (0) , as the exponent of Dx0 in SK cannot
The CSS selects a random value s0 ∈ Zp∗ and a ran0
include the inverse of the exponent Kλx of Cx . If
dom value Kλ0 i which is different from the previous
0
λx ∈
/ ∧ or ut ∈
/ GAx , the DecryptN ode(CT , SK, x)
attribute group key Kλi 6= Kλ0 i . Then it re-encrypts
will output invalid.
the ciphertext CT using the public parameters P P
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and public key P K as
CT 0

=

(T, C̃, C, Ci , Ci0 )

C̃

=

M e(g, g)α(s+s )

C

=

hs+s

0
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The CSS chooses another random value Υ ∈ Zp∗ , and
agree
generates another public key P KC
= g Υ while
keeping Υ as a secret.

Key Generation Phase
The authority needs to authenticate a user ut which
0
Ci = g qi (0)+s
exists in U . If the result is true, the authority chooses
0
0
qi (0)+s0 Kλi
a
random value rt ∈ Zp∗ which is a unique secret for
Ci = (H1 (λi )
)
the user. Then the authority and the CSS construct a
0
0
secure 2PC protocol, which combine the values (rt , β)
∀y ∈ Y : Cy = g qi (0)+s , Cy0 = (H1 (λy )qy (0)+s )Kλy ).
from the authority with the value α from the CSS.
In the other attribute groups, the attribute group
Therefore, the secure 2PC protocol is the value x =
keys do not necessarily need to be uploaded because
(α + rt )β.
they will not be affected by the membership changes.
0

The CSS chooses a new minimum set to cover the
original attribute group AGi , and the new set includes a new joining user who comes to hold an attribute λi (or exclude a leaving user who come to
drop an attribute λi ).
The CSS generates a new header message with the
updated KEK(AGi ) as
Hdr

=

({EK (Kλ0 i )}K∈KEK(AGi ) ,
{EK (Kλy )}K∈KEK(AGi ) , ∀y ∈ Y ).

Finally, the CSS responds new header message and
the ciphertext.

3.2

Hur’s Scheme

1) The CSS chooses a random value τ ∈ Zp∗ , comx

putes A = g τ = g
the authority.

(α+rt )β
τ

, and then sends it to
2

2) The authority computes B = A1/β = g
and sends it to the CSS.

α+rt
τβ

,

3) The CSS generates a personalized key compoα+rt
nent D = B τ = g β .
4) The authority uses a set of attributes ∧ that
a user ut is entitled to have, and generates a
set of attribute keys identified with that set and
the secret value rt . The authority chooses a
random value rj ∈ Zp∗ for each attribute λ ∈ ∧.
Then it computes a user ut ’s the attribute keys
SKA,ut = (λj ∈ ∧ : Dj = g rt H1 (λj )rj , Dj0 =
g rj ) to the CSS.

Hur [13] proposed an improved security scheme which
considered a key escrow problem and user revocation in
5) The CSS’s personalized key component SKut
attribute-based data sharing. Their scheme used CPfor a user ut as SKC,ut = D = g (α+rt )/β . Then
ABE scheme to encrypt data and define access policy by
the user ut can obtain its whole secret key
the user which was flexible in sharing data with other
SKut = (SKC,ut , SKA,ut )
users. Because the authority generates users’ private keys
by using the authority’s the master key to users’ associ= (D, Dj , Dj0 ).
ated set of attributes in the attribute-based encryption,
D = g (α+rt )/β
the authority can decrypt every ciphertext addressed to
Dj = g rt · H(λj )rj , ∀λj ∈ ∧
specific users. This problem could generate a potential
threat in the data sharing system of data confidentiality
Dj0 = g rj .
or privacy. Therefore, they designed the scheme where
the authority and the CSS generated the user’s secret key
The CSS also generates another encrypting key
together that could avoid the key escrow problem. Then
(KEK) SKuagree
= H(IDt )Υ = QΥ
t for the user,
t
they considered the key revocation where the user may
which will be used for selective attribute group
change their associate attributes. Therefore, the key rekey distribution.
vocation or update for each attribute is necessary to make
Data Encryption Phase
system secure.
The data owner wants to upload data M to the CSS
Next we will describe their scheme including setup, key
and sharing data, he/she defines the tree access strucgeneration, data encryption, data re-encryption, data deture T over the universe of attributes L, and encrypts
cryption and key update phase.
the data under T .
Setup Phase
The data owner chooses a polynomial qx where x is
The authority chooses a random value β ∈ Zp∗ and
each node in the access tree T . These polynomials
computes h = g β . The public parameter P P =
are chosen in a top-down method which is from the
(G1 , g, H1 , H3 ), the public key P KA = h and the
root node R. In the access tree T , the degree dx of
master key M KA = β.
the polynomial q is set one less than the threshold
x

The CSS chooses a random value α ∈ Zp∗ . The public
key P KC = e(g, g)α and the master key M KC = g α .

value kx of the node as dx = kx − 1. Therefore, the
root node R chooses a random value s ∈ Zp∗ and
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set qR (0) = s. Then the root node R sets dR other
points of the polynomial qR randomly to define qR .
Any other node x sets qx (0) = qparent (x)(index(x))
and randomly chooses dx other points to define qx .
The data owner uses the public parameter and the
tree of access structure to encrypt the message M ∈
GT . Therefore, the ciphertext is CT = (T, C̃ =
M e(g, g)αs , C = hs , ∀y ∈ Y : Cy = g qy (0) , Cy0 =
H1 (λy )qy (0) ) where Y is the set of leaf nodes in the
access tree T .
Data Re-encryption Phase
The CSS uses a set of the membership information for
each attribute group AG ⊆ Q. The attribute group
of the access tree is embedded in CT before distributing outsourced data CT . The re-encryption executes
user access control from each attribute group on top
of the outsourced ciphertext which was encrypted under the attribute-level access control policy by the
data owner.
The CSS chooses a random value Kλy ∈ Zp∗ in
the attribute group GAy ∈ GA and re-encrypts
CT .
Therefore, the re-encrypted ciphertext is
CT 0 = (T, C̃ = M e(g, g)αs , C = hs , ∀y ∈ Y :
Cy = g qy (0) , Cy0 = (H1 (λy )qy (0) )Kλy ) where Y
is the set of leaf nodes in the access tree T .
Then, it selects ρ, R ∈ Zp∗ , and for all ut ∈
agree
AG computes xt = H3 (e(Qρt , P KC
)). For all
AGy ⊂ Q
AG constructs the
polynomial
function
Pm
m
i
f y (x) = i=1 (x − xi ) =
i=0 ai x (modp), where
AGy = {u1 , u2 , · · · , um } and the exponential function {P0 , · · · , Pm } ≡ {g a0 , · · · , g am }, where m is the
number of users in the attribute group. It constructs
R
Hdry = {Kλy · P0R , P1R , · · · , Pm
} and generates a
ρ
header message Hdr = (g , · · · , ∀y ∈ Y : Hdry ).
Finally, when the CSS receives the data request from
a user, the CSS sends (Hdr, CT 0 ) to the user.
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then it computes
DecryptN ode(CT 0 , SK, x)
e(Dx , Cx )
=
e(Dx0 , Cx0 )
=

e(g r · H(λx )rx , g qx (0) )
1

e((g rx ) Kλx , (H(λx )qx (0) )Kλx )
=

e(g, g)rqx (0) .

If ut ∈
/ GAx , the user ut cannot compute the values
e(g, g)rqx (0) , as the exponent of Dx0 in SK cannot
include the inverse of the exponent Kλx of Cx0 .
If λx ∈
/ ∧ or ut ∈
/ GAx , the DecryptN ode(CT 0 , SK,
x) will output invalid value.
If the node x is a non-leaf node, the
DecryptN ode(CT 0 , SK, x) can be named from
all nodes z which are children of x.
For all
nodes z call DecryptN ode(CT 0 , SK, z) which
use Lagrange coefficient to compute and obtain
e(g, g)rqx (0) . Therefore, if the access tree T is
satisfied by ∧, and the user has valid memberships
for each attribute group AGi for all λi ∈ ∧. Let
A = DecryptN ode(CT 0 , SK, R) = e(g, g)rt s .
The user decrypts the ciphertext
C̃
(e(C, D)/e(g, g)rt s )

=

C̃
(e(hs , g (α+rt )/β )/e(g, g)rt s )

C̃
(e(g βs , g (α+rt )/β )/e(g, g)rt s )
M e(g, g)αs
=
e(g, g)sα
= M.
=

Data Decryption Phase
A user receives the ciphertext (Hdr, CT 0 ) from the
CSS, he/she first obtains the attribute group keys for
Key Update Phase
all attributes in ∧ that the user holds from Hdr. If
When a user comes to hold or drop an attribute, the
a user ut ∈ AGj has a valid attribute λj , he/she can
corresponding key should be updated to avoid backdecrypt the attribute group key Kλj from Hdr. The
ward and forward secrecy on the previous or subseagree
ρ
user ut uses the KEK SKut
and g and computes
quent encrypted data. The key update procedure is
ρ
agree
xt = H1 (e(g , SKut )). Then, the user ut comexecuted by the authority when the user requests to
Q
i
j
m
putes Kλj · P0R · i=1 (PiR )xt = Kλj · g Rf (xt ) = Kλj ,
join or leave on the attribute group. The authority
where m = |AGj |. The user ut updates its private
receives the request, and sends the updated memberkey with the attribute group keys SKut = (D =
ship list of the attribute group to the CSS. Then the
g (α+rt )/β , ∀λj ∈ ∧ : Dj = g rt · H(λj )rj , Dj0 =
CSS receives the update request, and computes the
(g rj )(1/Kλj ).
corresponding attribute group key.
Then, the user uses private key SK and Kλx to decrypt the encrypted ciphertext CT 0 in the recursive
function as DecryptN ode(CT 0 , SK, x).
If the node x is a leaf node and λx ∈ ∧ and ut ∈ AGx ,

The CSS selects a random value s0 ∈ Zp∗ and a random value Kλ0 i which is different from the previous
attribute group key Kλi 6= Kλ0 i . Then the CSS reencrypts the ciphertext CT using the public param-
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eters P P and public key P K as
CT 0

=

(T, C̃, C, Ci , Ci0 , ∀y ∈ Y {i} : Cy , Cy0 ).

C̃

=

M e(g, g)α(s+s )

909

signs a set of attribute S to this user according to its
identity.

0

s+s0

C

=

h

Ci

=

g qi (0)+s

Ci0

=

(H1 (λi )qi (0)+s )Kλi

Cy

=

g qi (0)+s

Cy0

=

(H1 (λy )qy (0)+s )Kλy .

0
0

0

0

The authority uses the master key M K, a set of
attributes S that describes the secret key, and the
corresponding set of attributes the user’s secret key
SK = (K = g α/β · g (at)/β , L = g t , ∀x ∈ S : Kx =
2
g tβ · H1 (x)vx tβ ). Finally, the authority sends SK to
the user in a secure channel.

0

In the other attribute groups, the attribute group
keys do not necessarily need to be uploaded because Data Encryption Phase
The data owner first divides the data M =
they will not be affected by the membership changes.
{m1 , m2 , · · · , mn } according to the logic granularThe CSS generates a new polynomial function f i (x)
ity.
Then it uses symmetric encryption methwith a new attribute group AGi including a new
ods to encrypt the data as the content key k =
joining user who comes to hold an attribute λi (or
{k1 , k2 , · · · , kn } where ki = EK (mi ).
excluding a leaving user who comes to drop an attribute λi ). The CSS generates a new header mesThe data owner uses the public parameter P P , a
sage Hdri with the attribute group key Kλ0 i as Hdr =
set of public attribute key {P Kx }, a content key k
(g ρ , Hdri , ∀y ∈ Y {i} : Hdry ), where the header mesand a LSSS access structure (T M, ρ). Let T M be
sage Hdry are the same before. Finally, the CSS
a l × n matrix, where l means the number of atresponds new header message and the ciphertext.
tributes involved in the encryption. The function ρ
which is associated rows of T M to attributes is a
3.3 Yang et al.’s Scheme
limited injective function. It first chooses a random
encryption exponent s ∈ Zp and a random vector
Yang et al. [40] proposed an attribute revocation scheme
~v = (s, y2 , · · · , yn ) ∈ Zpn , where y2 , · · · , yn are used
in CP-ABE which utilized the access structure of linto share the encryption exponent s. For i = 1 to
ear secret sharing scheme (LSSS) to define access conl, it computes λi = ~v · T Mi , where T Mi is the vectrol in cloud storage service. Their scheme did not need
tor corresponding to the ith row of T M . Then it
to re-encrypt the ciphertext by the CSS, because they
chooses random values r1 , r2 , · · · , rl ∈ Zp and comconsidered to be unsafe from the semi-trusted CSS reputes the ciphertext CT = (C = ke(g, g)αs , C 0 =
encrypting. However, the authority needed to spend high
g βs , ∀i = 1, · · · , l, Ci = g aλi (g β )−ri vρ (i) , D1,i =
resource of computation in their scheme. Because their
H1 (ρ(i))vρ(i) ri Υ , D2,i = g ri /β ).
key update had three parts including update key generation, secret key update and ciphertext update, the authority needed to update the ciphertext and produce new
keys that include the new version key, update key, and secret key, the ciphertext and producing new keys in their Data Decryption Phase
scheme
The user receives the data from the CSS. Only the
Next we will describe their scheme including setup, key
attribute that the user possesses satisfies the access
generation, data encryption, data decryption and key upstructure defined in the ciphertext CT , so the user
date phase.
can get the data component successfully. Users with
different attributes will be able to decrypt different
Setup Phase
number of data components, such that they can get
The authority chooses random values α, β, Υ, a ∈
different granularities of information from the same
Zp , and generates the public parameter P P =
data.
{g, g a , g 1/β , g β , e(g, g)α }, and the master keys are
M K = {α, β, Υ, a}.
The user uses a ciphertext CT attached with the acFor each attribute x, the authority generates a rancess structure (T M, ρ) and the secret key for a set of
dom value vx ∈ Zp as the attribute version numattribute S. The user’s attribute set S satisfies the
ber V Kx = vx . Then the authority utilizes V Kx to
access structure and let I ⊂ {1, 2, · · · , l} be defined
generate a public attribute key P Kx = (P K1,x =
as I = {i : ρ(i) ∈ S}. Then it chooses a set of convx
vx Υ
H1 (x) , P K2,x = H1 (x)
).
stants {wi ∈ Zp }i∈I
P and reconstructs the encryption
Key Generation Phase
exponent as s = i∈I wi λi if {λi } are valid shares
When a user joins the system, the authority first asof the secret s according to T M . Then the user first
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computes

ciphertext CT and the update key U Kx0
update the ciphertext CT 0 = (C̃ = C, C̃ 0
C 0 , ∀i = 1, cdots, l : D˜2,i = D( 2, i), if ρ(i)
x0 : C̃i = Ci , D˜1,i = D1,i , if ρ(i) = x0 : C̃i
Ci · (D1,i )U K2,x0 , D˜1,i = (D1,i )U K1,x0 )).

e(C 0 , K)
wi
i∈I (e(Ci , L)e(D2,i , Kρ(i) ))

Q
=
=
=

910

to
=
6=
=

e(g βs , g α/β · g (at)/β )
aλi H (ρ(i))−vρ(i) ri , g t ) · e(g ri /β , H (ρ(i))vρ(i) tβ ))wi
1
1
i∈I (e(g

Q

e(g, g)αs e(g, g)sat
P
e(g, g)at i∈I λi wi
e(g, g)αs .

It can then decrypt the content key k = C/e(g, g)αs .
The user uses a symmetric key and the content keys
to further decrypt the data DK (k) = m.
Key Update Phase

3.4

Zu et al.’s Scheme

Zu et al. [45] proposed a new CP-ABE scheme which utilized the access structure of linear secret sharing scheme
(LSSS) to define access control in cloud storage service.
Their scheme had efficient revocation and fine-grained access control. Their scheme combined proxy re-encryption
with CP-ABE to achieve the user and attribute revocation. In their scheme, the authority generated two secret
keys of the user where one sends to the user, and the other
sends to the cloud storage server. When the authority removes a user’s attribute, their scheme would not affect
other users’ access privileges with this attribute. Finally,
their scheme could reduce the load from the authority on
the revocation.
Next we will describe their scheme including setup, key
generation, data encryption, data re-encryption, and data
decryption phase.

1) Update Key Generation by the Authority:
When these is an attribute revocation, the authority generates the update key by using the
master key M K and the current version key
V Kx0 of the revoked attribute x0 .
It chooses a random value vx0 0 ∈ Zp where vx0 0 6=
vx0 and generates a new attribute version key
V Kx0 0 .
Setup Phase
The authority uses V Kx0 0 to computes the upThe authority chooses random values α1 , α2 , a ∈ Zp
v0
such that α = α1 + α2 mod p, and generates the pubdate key U Kx0 = (U K1,x0 = vx00 , U K2,x0 =
x
0
lic parameter P P = {G1 , g, H1 , e(g, g)α , g a }, and the
vx0 −vx
0
.
The
authority
sends
the
update
key
vx 0 Υ
master keys are M K = {α1 , α2 , g α }.
U Kx0 to the CSS. Then the authority also updates the public attribute key of the revoked Key Generation Phase
The authority uses one part of the master key α1 ,
attribute x0 as
a set of attributes S and chooses a random value
0
P Kx0 0 = (P K1,x
0 , P K2,x0 ).
t ∈ Zp . The user’s secret key is generated as SK1 =
0
{K
= g α1 g a t, L = g t , ∀x ∈ S : Kx = H1 (x)t }. The
0
U K1,x0
0 vx
0
P K1,x0 = (P K1,x0 )
= H1 (x )
authority uses the other part of the master key α2 to
0
P K2,x0 = (P K2,x0 )U K1,x0 = H1 (x0 )vx0 Υ .
generate the delegation key SK2 = {Dc = g α2 } for
the CSS.
Finally, the authority broadcasts a message to
all the users that the public attribute key of the Data Encryption Phase
When a data owner wants to upload its data M to the
revoked attribute x0 is updated.
CSS for sharing, the data owner uses the public pa2) Secret Key Update by Non-revoked Users: Each
rameters P P and an LSSS access structure (T M, ρ)
non-revoked user sends two components L =
to encrypt a message M . Let T M be an l ×n matrix,
t
g and Kx0 of the secret key SK to the auT Mi be the vector corresponding to the ith row of
thority. The authority receives these compoT M . The function ρ which is associated with rows
0
nents and computes a new components Kx0 =
of
T M to attributes is a limited injective function.
0
2
2
2
U
K
(Kx0 /Lβ ) 1,x0 · Lβ = g tβ · H1 (x0 )vx0 tβ . Then
The data owner chooses random values
it returns the new component Kx0 0 to the nonr1 , r2 , · · · , rl
∈
Zp and a random vector
revoked user.
n
~
v
=
(s,
y
,
·
·
·
,
y
)
∈
Z
v
2
n
p . These elements of vector ~
The non-revoked user’s secret key is updated
will
be
used
to
share
the
encryption
exponent
s.
For
by replacing the component Kx0 associated with
i = 1 to l, computes λi = T Mi~v . The ciphertext is
the revoked attribute x0 with the new one Kx0 0
published as CT = {C̃ = M e(g, g)αs , C = g s , ∀1 ≤
0
0
as SK = (K, L, Kx0 , ∀x ∈ S{x } : Kx ).
i ≤ l, ρ(i) ∈ S : Ci = g λi H1 (ρ(i))ri , Di = g ri } along
3) Ciphertext Update by Cloud Server: The CSS
with a description of (T M, ρ).
receives the update key U Kx from the authority and updates the ciphertext associated with Data Re-encryption Phase
the revoked attribute x0 . The CSS uses the
When a user comes to hold or drop an attribute,
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and obtains νx0 to update the secret key Kx0 as
the corresponding key associated with the attribute
Kx0 = (H(x0 )t )νx0 . Otherwise, he/she cannot
should be updated. Because the re-encryption can
prevent the user from accessing the previous or subget the updated secret key Kx0 .
sequent re-encrypted data for backward or forward
˜ proceeds in the folThe first step of decryption of CT
secrecy, the key associated with the attribute needs
0
wi
e(C
,L)
i
= e(g, g)atλi wi ,
to be updated. We denote IDi as the identity of the lowing: for ρ(i) 6= x0 : Bi = e(D0 ,K
w
ρ(i) ) i
i
0
wi
user i.
e(Ci ,L)
for ρ(i) = x0 : Bi = e(D0 ,K
= e(g, g)atλi wi , A =
w
˜
ρ(i) ) i
i
Q
ats
1) If there is no attribute revocation, the CSS
. The user decrypts the ciphertext
i∈I Bi = e(g, g)
M e(g,g)αs ·e(g,g)ats
uses a random k ∈ Zp to encrypt the delC̃·A
= e(gs ,gα2 k )e(gs ,gat ) = M .
0
0
egation key g α2 and the ciphertext CT = e(C ,Dc )e(C,K)
(Dc0 = (g α2 )k , C̃ = M e(g, g)αs , C = g s , C 0 =
g s/k , Ci0 = g aλi H1 (ρ(i))ri H1 (ρ(i))k , Di0 = 4
Analysis
g ri g k ).
˜ = {CT 0 , Dc0 } In the section, we will analyze these schemes [13, 14, 40,
The re-encrypted ciphertext CT
is then sent to the user, where CT 0 = 45] which contain functional requirement, security and
{C̃, C, C 0 , {Ci0 , Di0 }i=1,··· ,l }.
performance. And we also use the tables to present a
0
2) If there is an attribute x revocation from a user corresponding requirement in each scheme.
IDj where IDj means the identity of the user
j, the CSS encrypts a random key νx0 ∈ Zp as
C̃ under the access structure (T M, ρ) for those
users IDi , i 6= j who hold the revoked attribute
but not been revoked. The method of encrypting random keys and decrypting ciphertext C̃ is
similar to that of Liang et al. scheme [35].
Then the CSS utilizes a random value k ∈ Zp to
encrypt the delegation key g α2 and the ciphertext
CT = (Dc0 = (g α2 )k , C̃ = M e(g, g)αs , C = g s , C 0 =
g s/k , ∀i = 1, 2, · · · , l, Ci0 = g aλi H1 (ρ(i))ri H1 (ρ(i))k ,
for ρ(i) 6= x0 : Di0 = g ri g k ; for ρ(i) = x : Di0 =
(g ri g k )1/ν( ρ(i)) ).
˜ = {CT 0 , Dc0 , C̃}
The re-encrypted ciphertext CT
is then sent to the users, where CT 0 =
{C̃, C, C 0 , {Ci0 , Di0 }i=1,··· ,l }.
Data Decryption Phase
˜ for access structure
A user receives the ciphertext CT
(T M, ρ), and uses the private key SK1 for a set of
attributes S to decrypt:
1) If there is no attribute revocation, the user computes
Q
0
wi
i∈I e(Ci , L)
Q
A =
0
wi
i∈I e(Di , Kρ(i) )
= e(g, g)ats .
The user decrypts the ciphertext
C̃ · A
e(C 0 , Dc0 )e(C, K)

=
=

M e(g, g)αs · e(g, g)ats
e(g s , g α2 k e(g s , g at ))
M.

2) If there is an attribute x0 revocation from a user
IDj . The user IDi , i 6= j holds the revoked attributes S and satisfies with the access structure
(T M, ρ), then the user decrypts C̃ using SK1

4.1

Functional Evaluation

In Table 2, we will analyze several functional requirements: fine-grained access control, scalability, user accountability, user revocation, collusion resistant, forward
secrecy and backward secrecy in the representative approaches. Almost schemes can achieve these functional requirement including data confidentiality, fine-grained access control, user revocation, collusion resistant, forward
secrecy and backward secrecy. In K. Yang et al.’s scheme,
when an attribute is revoked, non-revoked users need to
update their secret keys. Therefore, their scheme did not
satisfy the scalability.

4.2

Performance Evaluation

We will analyze four phases: setup phase, key generation
phase, data encryption phase, data re-encryption phase;
data decryption phase and user revocation phase in the
four entities include data owner, user (the group user),
cloud storage server (CSS) and the authority. Before we
analyze the performance evaluation, first we introduce the
notations in Table 3.
In Table 4, we analyze four schemes how to execute
a setup phase. Hur’s scheme needs the CSS to generate
the public key, the master key and another key because
they considered the key escrow problem. K. Yang et al.’s
scheme spent more computing resources.
In Table 5, we analyze four schemes how to execute a
key generation phase. Because the CSS executes partly
computation, the authority could reduce computation in
Hur’s scheme. However, Zu et al.’s scheme needed lower
computation in these schemes when a set of attributes are
smaller.
In Table 6, we analyze four schemes how to execute a
data encryption phase. K. Yang et al.’s scheme needed
more computing resources, but they did not execute reencryption phase. Hur and Noh’s scheme and Hur’s
scheme needed less computing resource.
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Table 2: Comparison of functional requirements
Hur and Noh [14]
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Data confidentiality
Fine-grained access control
Scalability
User revocation
Collusion resistant
Forward secrecy
Backward secrecy

Hur [13]
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yang et al. [40]
Yes
Yes
No
Yes
Yes
Yes
Yes

Zu et al. [45]
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Table 3: Notations
Notation
Tsym
TGe
TB
TM ul
TDiv
TAdd
TSub
TGM
Th
∧
i
m

Significance
The computing time of symmetric encryptions
The computing time of exponentiation in group operation
The computing time of bilinear pairing
The computing time of multiplication
The computing time of division
The computing time of addition
The computing time of subtraction
The computing time of multiplication in group operation
The computing time of hash function
A set of attributes
A set of revoked attributes
The number of users in the group

Table 4: Comparison of computation in the setup phase
Hur and Noh [14]
CSS
Authority

2TGe

Hur [13]
3TGe
1TGe

Yang et al. [40]

Zu et al. [45]

5TGe + 2Th

3TGe + 1TA

Table 5: Comparison of computation in the key generation phase
Hur and Noh [14]
CSS
Authority

2TGe + TGM
+ ∧ (3TGe + TGM + Th )

Hur [13]
3TGe + Th
TGe + TM ul
+ ∧ (3TGe + TGM + Th )

Yang et al. [40]

Zu et al. [45]

4TGe + TGM
+ ∧ (5TGe + TGM + Th )

4TGe + TGM
+ ∧ (TGe + Th )

Table 6: Comparison of computation in the data encryption phase

Data owner

Hur and Noh [14]
2TGe + TGM
+ ∧ (2TGe + Th )

Hur [13]
2TGe + TGM
+ ∧ (2TGe + Th )

Yang et al. [40]
Tsym + 2TGe + TGM
+ ∧ (7TGe + TGM + Th )

Zu et al. [45]
2TGe + TGM
+ ∧ (3TGe + TGM + Th )
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In Table 7, we analyze four schemes how to execute
a data re-encryption phase. Hur and D. Noh’s scheme
needed less computing resource in these scheme. K. Yang
et al. did not execute data re-encryption.
In Table 8, we analyze four schemes how to execute
a data decryption phase. Hur’s scheme needed to spend
more computing resource because they considered details
on the decryption. Zu et al.’s scheme was better in these
scheme because they need less computing resources.
In Table 9, we analyze four schemes how to execute a
key update phase. K. Yang et al.’s scheme needed to compute the CSS and the authority together. Although Zu
et al.’s scheme did not support key update, their schemes
executed re-encryption in the situation of attribute revocation. Hence, we describes the situation of attribute
revocation in key update.

5

Conclusion and Future Work

Conclusion
Although cloud data storage has many advantages, it
also bring many challenges. When the cloud service
provider provides a semi-trusted cloud server, it may
steal clients’ data which is serious issues. Therefore,
data confidentiality and access control are important
issues in cloud storage. Then cloud data can share
own data with other in cloud platform. Therefore,
the access controls which users to share the data
together, and a user leaves the access privilege of
the data. Although there are many kinds of access
control schemes, they have to apply the restriction
of cloud environment. Because users store data in
the cloud storage, they cannot control their data.
Attribute-based encryption is a promising scheme in
data security which can limit the data to access control. Ciphertext-policy attribute-based encryption is
an applicable scheme in the cloud data storage which
encrypts the data and defines access structure from
the user.
Therefore, we survey the previous researches of
attribute-based access control with user revocation
in the cloud. Then we collect and explain basic requirements in the mechanism. We analyze these approaches by using function and performance evaluation. Finally, in this paper, we provide the future
development of CP-ABE with user revocation.
Future Work
For future developments, we will focus on the following areas of particular interest. Efficiency: The authority needs to generate every user’ key and other
computing. When a lot of users constantly change
in access control, it will cause the authority to spend
more computing resources. Therefore, how to avoid
frequently change in the key update is an important
issue. Security: the user’s key will be a challenge
because the key is generated by the authority. Be-
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cause the key distribution is constructed in a secure
channel, how to design a public channel scheme is an
important issue.
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