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Abstract
Proxy re-encryption (PRE) enables a semi-trusted proxy
to delegate the decryption right by re-encrypting the ciphertext under the delegator’s public key to an encryption
under the public key of delegatee. Fueled by the translation ability, PRE is regarded as a promising candidate
to secure data sharing in a cloud environment. However,
the security of the PRE will be totally destroyed in case
the secret key of the delegator or the delegatee has been
exposed. Despite the key exposure seems inevitable, the
PRE scheme with resistance against secret key leakage
has never been presented before. To deal with this intractable problem, we propose a key-insulated proxy reencryption (KIPRE) scheme by incorporating the mechanisms of PRE and key-insulated cryptosystem. In the
proposed scheme, the lifetime of the secret key associated with the user, i.e., the delegator or the delegatee,
has been divided into several periods. In each time period, the user can interact with his/her physically-secure
but computation-limited helper to update his/her temporary secret key. On the contrary, the public keys of the
users remained unchanged during the whole lifetime of
the system. We then apply our KIPRE scheme to construct a practical solution to the problem of sharing sensitive information in public clouds with resilience to the
key exposure. The performance evaluation and the security analysis demonstrate that our scheme is efficient and
practical.
Keywords: Cloud Environment; Key Insulation; KIPRE;
PRE; Secret Key Exposure.

1

Introduction

In 1998, Blaze et al. [2] introduced the conception called
atomic proxy re-encryption, in which a semi-trusted proxy
is deployed to transform the ciphertext encapsulated under Alice’s public key into the one that can be decrypted
with Bob’s secret key.

In such an environment, Alice can delegate her decryption right to Bob without making him access her secret
key (That is to say, Alice and Bob respectively perform
as the the delegator and the delegatee during the communication), meanwhile, the proxy is unable to see the
underlying plaintext.
In the present decade, proxy re-encryption (PRE) has
attracted much attention of many researchers [3, 4, 7, 18,
22, 27] and has been introduced to be applied in a number of interesting environments such as secure file systems [1, 24], multicast [20], email forwarding [13] and law
enforcement [12].
PRE is also deemed as a promising technique to ensure data confidentiality and fine-access control in cloud
computing environment [14, 15, 26, 27, 28] which is an
emerging computing paradigm drawing extensive attention from both academia and industry. In such an environment, the cloud service provider (CSP) plays the role
of the proxy, and the users respectively act as the delegator (Alice) and the delegatee (Bob). Despite that PRE
has varies of inspiring applications, the security behind
it relies on the basic precondition that the user’s secret
key in PRE settings is kept insulated from the attacker.
That is to say, the security of user’s sensitive data will no
longer exist if the user’s secret key is compromised.
Exposure of a secret key. We consider that it is reasonable for an attacker to compromise the legal user’s secret key in a normal asymmetric cryptosystem (including
PRE in cloud computing environment), in which a single
secret key is bound to a public key or an identity. The
secret key is the only necessity for a user to decrypt a
ciphertext. In general, it is reposited in either a personal
computer or a fully trusted server, and even protected
by some naive approach such as a password. This protection method is valid and high-efficient if the computer
or the server is absolutely isolated from an opening network. Unfortunately, this assumption is too strong and it
is unlikely to be met in reality. (1) Threats from the Internet: the device holding the secret key may suffer from
numerous attacks from network hackers with various in-
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trusion capacities, meanwhile the key owner may be unaware about it. (2) Physical threats: the computer/server
may be accessed by some other ill-disposed users when the
original user (i.e. the key owner) leaves without locking
it. In these cases, the malicious users or the network attackers can compromise the secret key to gain the access
of its owner’s personal data stored in the cloud system.
Consequently, it is particularly imperative to tackle the
compromise of user’s secret key in public key settings.
To address the intractable key exposure problem mentioned above, broad research has been made to minimize
the damage caused by key exposure rather than to prevent
the attacker from getting access to the secret key (because
the secret key is used frequently in decryption in public
key settings). An effective and practical approach is to
utilize key-insulated encryption (KIE) which was introduced by Dodis et al. [5] in 2002. In KIE environment,
the core idea is that the user’s secret key is made up of
two parts, one of which is controlled by the user and the
other is evolved by the helper (i.e. a physically-secure
but computation-limited device). The system lifetime is
divided into several distinct time periods, in which the the
user’s secret key is diverse from each other. However, the
corresponding public key remains unchanged through the
whole system lifetime. By utilizing the technic of keyinsulation, the user interacts with the physically-secure
helper at the beginning of each time period to yield a
temporary secret key which is valid in decryption during
that time period. In KIE, the key exposure in a certain time period only threatens the security during that
time period rather than the others. In other words, KIE
captures the forward security and the backward security
simultaneously.
Our contribution. Inspired by [1] and [5], we present
a new scheme called key-insulated proxy re-encryption
(KIPRE) for data sharing in a cloud environment to enjoy the benefits of KIE in PRE settings, using a practical
helper. The helper is actually a proper device which satisfies the following conditions: (1) its computation capacity may be limited, because it should be portable enough;
and (2) it is physically secure and should not be eavesdropped, i.e. the secret information reserved in it cannot
be accessed by any invalid user. In this paper, we introduce key-insulation to the PRE environment to cope
with the exposure of user’s private keys. More importantly, our scheme, for the first time, addresses the secret
key exposure in PRE for data sharing in a cloud environment. Furthermore, we give our concrete construction of
KIPRE as well as the security and efficiency analysis of
our proposed scheme.

2.1

624

Proxy Re-encryption Cryptosystems

The idea that the decryption right can be delegated from
one legal user to another was introduced by Mambo and
Okamoto [19] in 1997. Then Blaze et al. [2] introduced
the conception of atomic proxy re-encryption as well as
a concrete scheme which was based on Elgamal system.
However, it was unfortunately bidirectional. (i.e. The
corrupted proxy could re-encrypt the original ciphertexts
from Alice to Bob and vise versa.) With some improvement, Ateniese et al. [1] showed their pairing-based unidirectional proxy re-encryption schemes in 2006. In their
schemes, the proxy cannot collude with the delegatee
to reveal the delegator’s private key and their schemes
are semantically secure based on the Decisional Bilinear
Diffie-Hellman problem. In 2007, Canetti and Hohenberger [3] firstly defined the security against chosen ciphertext attacks (CCA) in PRE system and gave a concrete construction capturing the security they defined.
Since then, varieties of PRE schemes [17, 21, 27] which
satisfied different properties were proposed. In particular,
Sur et al. [21] introduced the conception of certificateless proxy re-encryption (CL-PRE) as well as its security definitions. Moreover, they also constructed a CCA
secure scheme, the security of which was proved in the
random oracle model. In 2014, Liu et al. [17] presented
a time-based proxy re-encryption scheme (TimePRE) for
secure data sharing in a cloud environment, in which a
user’s access right to the re-encrypted data stored in the
proxy could expire automatically by embedding a predetermined time period in user’s private key, i.e. the delegatee could be revoked even if the delegator was not online. In the following year, Xu et al. [27] proposed an
efficient Conditional Identity-based Broadcast proxy reencryption scheme (CIBPRE) which was considered appropriate to be applied into secure cloud email system
with more advantages than the existing secure email systems.
Despite that there are plenty of schemes which have
been proposed with various properties, none of them focus on the exposure of user’s secret key. We argue that the
message (either the original ciphertext of the re-encrypted
ciphertext) transferred in the PRE settings can be decrypted by the attackers if either the delegator’s or the
delegatee’s private key is leaked.

2.2

Cryptosystems with Key Insulation

In 2002, Dodis et al. [5] firstly introduced the notion
of key-insulated security as well as the first (t, N )-keyinsulated encryption scheme based on any (standard)
public key encryption scheme. Then, Hanaoka et al. [10]
constructed an unconditionally secure key-insulated en2 Related Work
cryption scheme. Additionally, they also extended the
In this section, we inspect some related works involv- model of key-insulated encryption (KIE) to dynamic and
ing proxy re-encryption cryptosystems (which suffers from mutual key-insulated encryption (DMKIE) which could
the exposure of user’s secret key) and cryptosystems with be constructed from broadcast encryption schemes or key
key insulation.
pre-distribution schemes. In 2006, Hanaoka et al. [8] pre-
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sented a new paradigm called parallel key-insulated encryption scheme (PKIE), in which more than one helper
was employed to interact with the user to update the temporary secret key. They tried to address the increasing
probability of the key leakage caused by frequent update
of the temporary secret key. In [9], Hanaoka et al. firstly
proposed a new primitive called one time forward-secure
public key encryption (OTFS-PKE), which could be constructed from either ordinary identity-based encryption
(IBE) or hierarchical identity-based encryption (HIBE).
Then they also introduced how to extend a OTFS-PKE
scheme to a parallel key-insulated encryption (PKIE)
scheme. Recently, Hong and Sun [11] firstly presented
a pairing-free key insulated attribute-based encryption
scheme which is high efficient and provably secure. Their
scheme combined the advantages of both key insulation
and attribute-based encryption. Moreover, they also argued that their scheme was much more suitable to be applied in data sharing network systems, particularly those
with limitation in computation such as mobile communication system and wireless sensor networks. The advantage of key insulated mechanism can also be combined
into PRE to tackle key exposure problems in PRE settings and it is necessary to propose a KIPRE scheme with
efficiency and security.

3
3.1

Preliminary
Mathematical Background

Bilinear Maps. G, GT are two groups with the same
prime order q. g is the generator of G, and e is a function,
e: G × G → GT , such that:
1) Bilinear: e(g a , g b ) = e(g, g)ab , for ∀a, b ∈ Z∗q .
2) Non-degenerate: There exists some g ∈ G such
that e(g, g) 6= 1.
3) Computable: There exists an efficient algorithm to
compute e(g a , g b ), for ∀a, b ∈ Z∗q .

3.2

Assumption

q-weak Decisional Bilinear Diffie-Hellman Inversion (q-wDBDHI) Assumption. we assume the
intractability of a variant of the q-Decisional Bilinear
Diffie-Hellman Inversion (q-DBDHI) problem [6]. For an
algorithm A, define its advantage as
q
Advq−wDBDHI
(k) = Pr[A(g, g a , . . . , g (a ) , g b , e(g, g)b/a ) =
A
q
1] − Pr[A(g, g a , . . . , g (a ) , g b , Γ) = 1] , where g ← G,
a, b ∈ Z∗q and Γ ∈ GT . We say the q-wDBDHI assumption
holds, if for any probabilistic polynomial-time (PPT)
algorithm A, Advq−wDBDHI
(k) is negligible in security
A
parameter k. We argue that the q-wDBDHI assumption is slightly weaker than the q-DBDHI assumption
defined in [6], which is to recognize e(g, g)1/a given
q
(g, g a , . . . , g (a ) ) ∈ Gq+1 and Dodis and Yampolskiy
showed that it was indeed hard in generic groups.

4

625

System Model

In our system, we assume that the cloud server is a
semi-trusted party which may correctly execute the corresponding delegation algorithms with curiosity on the
underlying data. It may try to decrypt the ciphertext
reserved in the cloud server. Furthermore, we assume
that the helper is some proper device which is physicallysecure (e.g. it is isolated from the opening network and
well protected by its owner.) and may be computationlimited (in order to capture some other properties such as
portability). To guarantee the consistency of the time periods among all the entities, we also assume that there is
a global time flowing through the whole system lifetime.
Actually, a global time is not quite easy to achieve in a
cloud computing environment. However, we can utilize
the techniques introduced in [16] to achieve this goal. In
addition, we also suggest that our scheme is much more
appropriate for the cloud environment where a coarsegrained time accuracy for the division of time periods is
satisfactory.
Before giving the concrete construction of our proposed
scheme, we show an intuition on it and further illustrate
our mechanism’s framework in Figure 1. In our system,
there are four entities which are described as follows:
• Cloud Service Provider (CSP): The CSP maintains
the cloud infrastructures including the bandwidth,
storage devices and many cloud servers with powerful computation capability. We assume that the
storage and the computation ability of the CSP are
flexibly extensible. Therefore, it owns high reliability and efficiency far beyond the personal computers.
In our system, the CSP mainly provides two kinds
of services: data storage and re-encryption. After
receiving the encrypted data from the delegator (Alice), the CSP stores the data on the cloud storage
devices. After obtaining the re-encryption key sent
from Alice, the CSP will correctly execute the reencryption algorithm to transfer the original ciphertext to the re-encrypted ciphertext and sent it to the
delegatee (Bob).
• Delegator (Alice): She is the delegator (or the data
owner) and she is responsible for sending the ciphertext encrypted with her own public key to the CSP
and generating re-encryption key which will be delivered to the CSP in an appropriate time period.
• Delegatee (Bob): He is the delegatee (the receiver)
and he can issue a request for the data Alice outsourced in the cloud. Then the CSP send the reencrypted data to him. He can decrypt the reencrypted data utilizing his own secret key in the
corresponding time period.
• Physically-Secure Device (Helper): It is a physicallysecure but computation-limited device which is deployed to help the system user (i.e. the delegator
and the delegatee) to update their secret keys (Each
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CSP, Bob can run the Dec algorithm with his own
secret key for time period i to obtain the underlying
data.

5

Access permission agreement

Figure 1: Key insulated proxy re-encryption framework
user owns a distinct temporary secret key in each
time period).
On account of the local storage and computation limitation of personal computer, Alice prefers to outsource
her data (which is encrypted before uploading) on the remote cloud server. To share her data stored in the CSP
without reveal to the public, the system performs as follows:
1) Upload encrypted data. Before uploading the
outsourced data to the CSP, Alice encrypts the data
with her public key and current time period i. Since
the decryption requires Alice’s secret key which is
properly protected by key-insulation mechanism, the
data stored on the cloud server is well safeguarded.
2) Access request. To get the access permission from
Alice, Bob needs to send an access request to Alice.
Then Alice decides whether he is allowed to get access to the corresponding data. That is to say, Alice
makes access control by herself.
3) Access permission. If Alice permits Bob’s request,
she will respond a permission (may be some material
such as a signature representing Alice’s confirmation)
to Bob and executes the ReKey(i) generation. Otherwise, she refuses Bob’s request.
4) ReKey(i) generation. In this phase, Alice executes ReKeyGen algorithm to generate the reencryption key ReKey(i) for time period i and sends
it to the CSP.

Our Construction

In this section, we will give the concrete construction
of our proposed KIPRE scheme which involves septuple
algorithms: KeyGen, Update*, Update, ReKeyGen, Enc,
ReEnc, Dec. Compared to the traditional PRE scheme,
our scheme includes two additional algorithms Update*
and Update, which make user’s secret key evolve with
time periods. Therefore, it can correctly capture key insulation in PRE settings and mitigate the damage caused
by key exposure. In our system, we consider the two users
Alice and Bob as the delegator and the delegatee respectively. The detail of the algorithms mentioned above are
described as follows. (Note that the keys corresponding
to Bob perform as the same as those of Alice in the algorithms Update* and Update. For simplicity, we omit
them.)
• KeyGen: On input the security parameter 1k , this
algorithm randomly selects a prime q. Let G, GT
be two groups of the same prime order q and g is a
generator of G. For Alice, this algorithm chooses
x∗A,0 , . . . , x∗A,t ← Z∗q , where t ∈ Z∗q is the total
number of the time periods which the system lifetime is divided into. The system public parameters are g, G, GT , e : G × G → GT , where e
is a∗ bilinear ∗map. Alice’s public key is P KA =
{g xA,0 , . . . , g xA,t }. The master key of Alice’s helper
∗
= (x∗A,1 , . . . , x∗A,t ). The initial key of Alice
is SKA
is SKA,0 = x∗A,0 . Bob’s initial keys including P KB ,
∗
SKB
, SKB,0 can be generated in a similar way and
we omit it here.
• Update*: At the end of time period i − 1 ∈
{0, 1, . . . , t−1}, Alice’s helper executes algorithm Up0
date* to generate the helper key SKA,i
= x0A,i for
Pt
0
period i ∈ {1, 2, . . . , t}, where xA,i = j=1 x∗A,j (ij −
(i − 1)j ).
0
• Update: Given the helper key SKA,i
for period i,
Alice runs this algorithm to Compute xA,i = xA,i−1 +
Pt
Pt
x0A,i = j=0 (x∗A,j (i−1)j )+ j=1 x∗A,j (ij −(i−1)j ) =
Pt
∗
j
j=0 (xA,j ·i ). Then output SKA,i = xA,i for period
i.

5) Re-encrypted data response. When the CSP
receives the ReKey(i) from Alice, it honestly reencrypts the original ciphertext and sends the reencrypted ciphertext to Bob. Though the CSP is
always curious during the whole system runtime, it
cannot get any underlying information except the
source address and the destination.

• ReKeyGen: This
algorithm
takes Bob’s public key
∗
∗
P KB = {g xB,0 , . . . , g xB,t } and time period i as inQt
∗
j
put. Compute rkA→B,1
= j=0 (g xB,j )i = g xB,i .
i
Then Alice uses her secret key SKA,i to compute
1/x
rkA→B,2
= rk i A,i = g xB,i /xA,i and sends rkA→B,2
i
i

6) Decryption of the re-encrypted ciphertext. After receiving the re-encrypted ciphertext from the

• Enc: Given Alice’s public key P KA,i , this algorithm randomly selects r ← Z∗q and computes the

A→B,1

to the CSP.
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original ciphertext C P= (C1 , C2 ), where C1 =
Qt
t
∗
j
j r
x∗
A,j )i
= (g j=0 (xA,j ·i ) )r = (g xA,i )r and
j=0 (g
C2 = e(g, g)r · M .
• ReEnc: On input the re-encryption key rkA→B,2
i
and the original ciphertext (C1 , C2 ) for period i,
this algorithm computes C10 = e(C1 , rkA→B,2
) =
i
e(g rxA,i , g xB,i /xA,i ). Then output the re-encrypted
ciphertext as C 0 = (C10 , C2 ).
• Dec: For a original ciphertext C = (C1 , C2 ), Alice
C2
Receiving the recan compute M =
1/xA,i .

627

record from her list and get the time period i∗ . She
continues to compute SKA,i∗ with her helper (since our
scheme supports random access key update which is defined in Section 6.2.1), rather than SKA,i which is the
secret key for the current time period i. Finally, Alice
1/x ∗
computes rkA→B,2
= rk i A,i = g xB,i /xA,i∗ and sends
i
A→B,1

rkA→B,2
to the CSP. Thus, the data outsourced in prei
vious time periods can also be correctly delegated in the
following time periods.

6.2

Security Analysis

e(g,C1 )
0

encrypted ciphertext C = (C10 , C2 ), Bob executes 6.2.1 Key-insulation
the algorithm Dec with input SKB,i to recover the
In our scheme, the system lifetime is divided into a num2
plaintext M = 0 C1/x
.
B,i
(C1 )
ber of time periods and the user’s secret key is not wholly
preserved by himself but updated with his/her helper’s
help in each time period. For each time period, the
6 System Evaluation
user’s secret key is generated with the previous secret key
and the assistance of his unique physically-secure helper.
6.1 Discussion
When a legal user is intruded by an attacker, he can only
Privacy of user’s secret key. In our proposed scheme, decrypt the ciphertext encrypted for the current time pewe import the key-insulated mechanism to protect user’s riod, since the user’s secret key for each time period is
secret key from being exposed. Our construction sup- distinct. Particularly, in an original PRE scheme, the atports key-insulated security which is captured by key tacker can decrypt all the ciphertext through the whole
update in each time period with the assistance of the system lifetime if he compromises the secret keys of the
helper, i.e. the secret keys for both previous and follow- delegator and the delegatee. However, our scheme enjoys
ing time periods are safe even if the secret key for the the advantage of key insulation. The attacker cannot get
current time period is exposed.
the whole secret keys for any other time periods, even if
Time period consistency. To guarantee the time pe- he captures the temporary secret keys for several time period consistency among all the related entities in our riods, since he cannot get access to the helper. Moreover,
system, we should pre-defined a global time which can our scheme satisfies the following properties: secure key
be achieved by utilizing some other techniques such update and random-access key update.
as [16]. We further argue that it is reasonable and
available to be achieved, since the time period consistency is the basic condition for all of the previous keyinsulated schemes [5, 11, 23, 25] and some other timebased schemes [16, 17].
Time-release delegation. In ReKeyGen of our proposed scheme, we consider the sharing data should be
outsourced in the same time period that Bob’s data request is issued. That is to say, Alice’s data outsourcing
and Bob’s data requirement are occurred in the same
time period. Actually, we argue that our scheme is also
suitable for time-release delegation. (Alice uploads her
sharing data to the CSP in time period i, and Bob sends
Alice a data request in arbitrary time period j, where
i < j.) Specifically, when Alice uploads the encrypted
data to the CSP, she can make a record on the map of
the data message (some characteristics, e.g. hash value
of the data) and the current time period i as < data, i >,
and add the record to a list stored locally. Since the computation and storage cost of this record is quite cheap,
it is acceptable to a personal computer. When Alice
receives a data request from Bob, she first generates
rkA→B,1
with Bob’s public key P KB in the same way
i
as the above scheme. Then Alice search corresponding

Secure key update. Similar to [5], we define secure key
update as follows: A scheme satisfies secure key update
if a key-update exposure in period i is equivalent to key
exposures in both period i − 1 and period i. The keyupdate exposure in period i denotes that the key exposure
happens while the key update from SKi−1 to SKi is
taking place. (i.e. the attacker can get SKi−1 , SKi0 and
SKi .) We argue that our scheme has secure key update,
since the attacker who makes key exposures in period
i − 1 and i can obviously get SKi−1 and SKi . Then he
can further compute SKi0 = SKi − SKi−1 . That is the
same as key-update exposure in period i.
Random access key update. Random access key
update denotes that the temporary secret key can be
updated to any other one for arbitrary time period
instead of the next one. Obviously, our scheme enjoys the advantage of random access key update. In
particular, the helperP
can compute the helper key as
t
0
SKA,i+∆
= x0A,i+∆ = j=1 x∗A,j ((i + ∆)j − ij ), and the
user can further compute SKA,i+∆ = xA,i + x0A,i+∆ =
Pt
Pt
Pt
∗
j
∗
j
j
∗
j=0 (xA,j i ) +
j=1 xA,j ((i + ∆) − i ) =
j=0 (xA,j ·
(i + ∆)j ). It correctly performs the random access key
update from time period i to i + ∆, where ∆ is the time
period distance.
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Table 1: Property comparison
Schemes
[1]-2
[1]-3
[1]-4
Our scheme

6.2.2

PRE
√
√
√
√

Unidirectional
√
√
√
√

Temporary delegation
×
×
√
√

Time-release delegation
×
×
×
√

Semantic Security

Since key-insulated mechanism has well addressed the exposure of user’s secret key, we then analyze the semantic
security of our scheme. Actually, this scheme has many
attractive properties such as efficient unidirectional, noninteractive, proxy invisible and nontransitive.
The security of our scheme is based on the q-wDBDHI
assumption defined in Section 3.2, and we set q = t + 1.
Think of g b as g ak for some k ∈ Z∗q , and we consider the
original ciphertext C = (g b , M · Γ)
which is encrypted for
Pt
j
(x∗
a
u,j ·i ) , where u dej=0
public key g (actually may be g
?

notes a valid user.) and message M . Check Γ = e(g, g)k ,
where e(g, g)k = e(g, g)b/a = e(g, g)ak/a . If it is true, C
is a correct ciphertext of M , otherwise, it is a ciphertext
of some other message M 0 6= M . Therefore, the semantic security of our scheme can be easily broken by the
adversary that can solve the q-wDBDHI problem (which
is indeed proven hard in the generic group by Dodis and
Yampolskiy [6]). Moreover, the security of our scheme is
also based on the assumption that a cannot be figured
out given a tuple (g, g a ), where g ∈ G and a ∈ Z∗q .

6.3

Comparison to Existing Works

In this section, we show some attractive properties of our
scheme compared to Ateniese et al’s schemes [1], which
is very similar to our scheme in system time division and
temporary delegation.
In fact, there are four schemes proposed in [1]. However, the first scheme (we omit it in Table 1) cannot be
seen as a pure proxy re-encryption scheme, since it is actually a special encryption scheme which has two decryption
approaches rather than has a ciphertext transformation
between users. The second and third schemes are much
more like normal proxy re-encryption schemes with unidirectionality, non-interactivity, collusion-resilience and
non-transitivity, unfortunately, they are ordinary versions
without temporary delegation and the protection of user’s
secret key. Ateniese et al’s fourth scheme, which can be
deemed as an improvement of the previous three schemes,
is very attractive with the properties of temporary delegation. Its system lifetime is also divided into several
time periods to ensure a temporary delegation in period i,
which is similar to our proposed scheme. They deployed a
trusted server which broadcasted a random value hi ∈ G1
in each time period for all users to see. Obviously, it is an
efficient approach to enable Alice to temporarily delegate
her decryption right to Bob for some period i. However,
we consider that there are some drawbacks in reality. (1)
To guarantee the honesty of a server on opening network

Key insulation
×
×
×
√

Key update
×
×
×
√

Trusted server free
√
√
×
√

Helper requirement
×
×
×
√

is not quite easy. (2) It does not support time-release
delegation which is very useful and flexible. (3) Most importantly, it suffers the problem of key exposure, i.e. if
an adversary comprises Alice’s and Bob’s secret keys (hi
can be seen for all users), he will be able to decrypt all
the ciphertexts, which is disastrous.
We argue that our scheme is very exciting. We deploy
a physically-secure device named “helper” rather than a
trusted server to achieve temporary delegation. Note that
the helper is much more practical in reality compared to
the trusted server, since it is isolated from the opening
network and may be brought with the user. (In some
sense, it is controlled by its owner rather than someone
else.) Instead of broadcasting a random value hi for every user, in our scheme, the user interacts with his own
unique helper to update his temporary secret key for each
time period i. Meanwhile, our scheme also supports timerelease delegation which we explained in Section 6.1. In
addition, since user’s temporary key for each time period
is distinct and can only be derived by interacting with
the corresponding helper, the adversary can only compromise the temporary key for period i rather than the
whole system lifetime, even if he makes a key exposure in
period i. Thus, our KIPRE scheme enjoys the advantage
of key insulation and mitigates the damage cased by key
exposure.
Furthermore, we also provide the theoretical and experimental comparison with Ateniese et al’s schemes [1]
as follows.
Theoretical comparison. We show the theoretical
comparison with Ateniese et al’s schemes [1] in Table 1,
Table 2 and Table 3 for property, communication and
computation complexity, respectively. Since [1]-4 can be
seen as an improvement of the previous three schemes in
[1] and it is much more similar to our proposed scheme, we
only give the efficiency comparison between our scheme
and [1]-4 in Table 2 and Table 3. We define the notations
we used in tables as follows: |G|, |GT | and |Z∗q | respectively denote the bit-length of an element in G, GT and
Z∗q . Cp , CeT and Ce denote the computation cost of a
bilinear pairing, an exponentiation in GT and an exponentiation in G, respectively. t is the total number of the
time periods that the system lifetime is divided into. We
assume that the corresponding schemes share the same
security parameter. Note by ⊥ we mean non-applicable.
Experimental comparison. In addition, we provide an
experimental evaluation of our proposed scheme and show
the performance comparison with [1]-4. Our experiment
is simulated on the PC equipped with an Intel Core i54460 Processor running at 3.2 GHz with 8G memory. The
programming language is C and the operations in bilin-
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Table 2: Communication comparison
Schemes
Secret key size
Helper key size
Original ciphertext size
Re-encrypted ciphertext size

[1]-4
2|Z∗q |
⊥
2|GT |
2|GT |

Ours
|Z∗q |
t|Z∗q |
|G| + |GT |
|G| + |GT |

Table 3: Computation comparison
Schemes
Initial keys generation
ReKey generation
Secret key update
Original ciphertext generation
Re-encrypted ciphertext generation
Decryption (original ciphertext)
Decryption (re-encrypted ciphertext)

[1]-4
2Ce
Ce
⊥
2Cp + 2CeT
2Cp + CeT + Ce
C eT
Cp + 2CeT

Ours
(t + 1)Ce
Ce
tCe
C p + C eT + C e
Cp
Cp + CeT
CeT

ear groups are implemented by using the stanford PBC
library 0.5.14 (available at https://crypto.stanford.
edu/pbc/). In our experimentation, we use PBC Type
A pairing which is constructed on the curve y 2 ≡ x3 + x
mod p for some prime p ≡ 3 mod 4 and the embedding
degree is 2. We choose the 80-bit security level. The sizes
of p, q are 512 bits and 160 bits respectively. The size
of an element in group G is 1024 bits. With the above
settings, we learn that an exponentiation operation in G
costs 8.31 ms, an exponentiation operation in GT costs
1.98 ms and a pairing operation costs 16.67 ms. Furthermore, we choose the number of time periods t = 5 and
pellucidly describe the output results for each algorithms
as well as the time consumption comparison with [1]-4 in
Figure 2.

7

Conclusions

In this paper, we proposed a novel KIPRE scheme to
achieve both key insulation and decryption right delegation in a cloud environment. Our scheme, for the first

[1]-4
Ours

Figure 2: Time consumption comparison
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time, addressed the key exposure problem in PRE settings. Meanwhile, it not only supported temporary delegation, but also satisfied time-release delegation (we defined in Section 6.1). The main advantage of our scheme
is that it can mitigate the damage caused by user’s secret key leakage for data sharing in a cloud environment.
Moreover, we also showed the acceptability of our scheme
on security and efficiency.
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