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Abstract
Secure group communication is becoming more and more
important in internet. In order to provide a secure and
reliable communication among the members of a conference over a public network, all group members must have
the ability to establish a common secret key. We call this
kind of the public key distribution system is a conference
key distribution system (CKDS). Our protocol bases on
the two-party Diffie-Hellman protocol to build intermediate keys from each subgroups gradually until the entire
conference key is obtained. The process of forming the
entire conference key will constructed a ripple structure
which reduce the times of encryption and decryption than
butterfly scheme key distribution systems. Our protocol
promote the efficiency of a conference key distribution
system.
Keywords: Conference Key; Key Authentication; Secure
Group Communication

1

Introduction

A public key distribution system called public key distribution system (PKDS) is developed firstly [4]. However,
this system provides only one pair of communication parties to share a particular pair of encryption and decryption keys [3, 9, 11, 13, 14, 21, 30]. The public key distribution system is applied in a conference key distribution
system (CKDS) to permit any legitimate parties to share
the same encryption and decryption keys. Hence, a conference key distribution system (CKDS) [2,29] is a scheme
which generates a conference key and then spreads this
key to all legitimate participants for establishing a secure
communication.
Imgresson et al. [16] proposed a conference key distribution system (CKDS) without authentication on a
ring network. For authenticate legitimate members us-

ing member’s identification information (such as member’s name and address) in cryptosystems, Shamir and
Fiat proposed identify-based signature schemes [5], and
Okamoto proposed an identity-based scheme [23]. An
identity-based system applies to generating a conference
key with authentication [23], called an identity-based conference key distribution system (ICKDS). Koyam and
Ohta [17] applied Identity-based CKDS (ICKDS) on a
ring network, complete graph network, and a star network. Many conference key schemes had been proposed
for various enterprise organizations [1, 6–8, 15, 20, 25, 27,
31]. In this paper, we will propose a new hierarchical approach, the ripple scheme, to improve a conference key
distribution.
The remaining of the paper is organized as follows.
Section 2 gives a brief overview of the butterfly scheme.
The proposed method is described in Section 3. Sections
4, 5, and 6 discuss the encryption and decryption cost,
performance comparisons, and security analysis. Section
7 closes the paper with the conclusion.

2

Review of The Butterfly Scheme

In the butterfly scheme [26], the users generate a share
keys for small subgroups, and furthermore these subgroups form larger subgroups and establish new subgroup
keys by previous subgroup keys. These steps of key generation are repeated until the whole group constructs a
share key for all users. The butterfly scheme is shown in
Figure 1.
The initiation phase: Each user uj chooses a random
secret integer αj ∈ Zp∗ , where Zp∗ denotes the nonzero elements of the integers mod a prime p.
A conference key generation and distribution phase:
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Figure 1: The butterfly scheme

Figure 2: The Ripple scheme

1) In the first pairing, the members of a pair ex0
change g xj , where x0j = αj . For example, u1
0
0
sends g x1 to u2 , and u2 sends g x2 to u1 . Then
0
0
the users u2j−1 and u2j compute x1j = g x2j−1 x2j
= g α2j−1 α2j , where x1j ∈ Zp∗ . Therefore, the
members of a pair have established a conventional Diffie-Hellman key exchange.
2) In the second pairing, we may pair the pairs u1j
= {u2j−1 , u2j } into a second level of pairs. For
Instance, u21 = {u11 , u12 }, and a general rule u2j =
{u12j−1 , u12j }. Consequently, the second level of
pairings consists of 4 users in a pair. Each user
1
1
u12j−1 and u12j exchange g x2j−1 and g x2j . Every
1

1

member in u2j can compute x2j = g x2j−1 x2 j .
3) In the third pairing, consisting of 8 users may
be formed. Each user u22j−1 and u22j exchange
2

2

g x2j−1 and g x2j . Then, every member in u3j can
2

2

compute x3j = g x2j−1 x2j . Reasoning from above
the principle, we may produce a general rule, ukj
k−1

k−1

x2j−1 x2j
k−1
k
= {uk−1
.
2j−1 , u2j } and xj = g

3

The Proposed Scheme

We propose a different hierarchical approach to improve a
conference key distribution. In our scheme, the users form
keys for small subgroups using Diffie-Hellman scheme [4],
and these subgroups act as single entities and chose a
user as their manager to establish subgroup key that form
larger subgroups and establish new keys using the manager’s key chosen by in the previous subgroup keys. The
process repeats until the entire group has formed a key
that was shared by all members. For simplicity, we suppose the ripple scheme for establishing a group key for
8 users as shown in Figure 2. Our scheme describe as
follow.

The initiation phase:
Each useri chooses a random secret integer xi ∈ ZP∗ ,
i ∈ {1, 2, 3, 4, 5, 6, 7, 8}.
A conference key generation phase:
1) In
the
first
round,
the
members
of
a
pair
exchange
g xi ,
i ∈ {1, 2, 3, 4, 5, 6, 7, 8} to establish a conventional Diffie-Hellman key as their subgroup
key (SK for short). Thus the users form keys
for small subgroups, and these subgroups
as single entities. For example, user1 sends
g x1 to user2 , and user2 sends g x2 to user1 .
Then, user1 and user2 establish a subgroup
key SK12 = g x1 x2 mod p. Therefore, the
user2k−1 and user2k calculate a subgroup
key SK(2k−1)(2k) = g (x2k−1 )(x2k ) mod p ,
k ∈ {1, 2, 3, 4}, respectively.
2) In the second round, to form larger subgroups
and establish new subgroup keys. The new subgroup key is formed by the manager’s key which
is selected from each subgroup. For example,
user1 and user2 form a small subgroup which
subgroup key SK12 is g x1 x2 mod p. And immediately they select a group manager user1 . As
the same way, user3 and user4 get a small subgroup key SK34 = g x3 x4 mod p, and then select
a group manager user3 . Afterwards, they take
the manager’s key g x1 and g x3 to form a larger
subgroup key SK1234 = g x1 x3 mod p for {user1 ,
user2 , user3 , user4 }. Obviously, {user5 , user6 }
and {user7 , user8 } can separately get SK56 =
g x5 x6 mod p and SK78 = g x7 x8 mod p. They
also select the manager user5 and user7 to from
SK5678 = g x5 x7 mod p.
Finally, the conference key SK12345678 =
g x1 x5 mod p is formed by the manager user1
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Figure 3: The conference key distributes to each member

and user5 from {user1 , user2 , user3 , user4 } and
{user5 , user6 , user7 , user8 }.
The conference key distributes to each member
phase:
The group manager user1 and user5 possess the
conference key (for short CK).
L x1 x3
to user3 .
g
1) user1 send DH13 = g x1 x5
As the
same
time,
user
also
sends
DH12 =
1
L r1 r2
g x1 x5
g
to user2 .

The conference key generation phase:
Table 1 is the cost of the conference key generation
phase.
1) The first round: Each useri and useri−1
establishes a secret key SK(2i−1)(2i) based on
Diffie-Hellman key exchange. There are 16 exponents in this round.
2) The second round: There are 2 exponentiation to form SK1234 secret key for
{user1 , user2 , user3 , user4 }. As the same way,
to construct SK5678 secret key requires 2 exponents.

2) user2 getsL
the conference key g x1 x5 by computing DH12 g x1 x2 .
3) user3 Lgets the conference key L
g x1 x5 by
x1 x5
x1 x3
g x3 x4 is
. Then DH34 = g
DH13 g
computed by user3 and sends it to user4 .
4) user4 Lgets the conference key g x1 x5
DH34 g x3 x4 .

by

5) As the same way, user5 send DH56 and DH57
to user6 and user7 , respectively.
L
6) user6 gets the conference key by DH56 g x5 x6 .
L
7) user7 gets the conference key by DH57 g x5 x7
and send DH76 to user8 .
L
8) user8 gets the conference key by DH78 g x7 x8 .

4

Encryption
Costs

and

Decryption

As indicated in the previous section, our protocol is superior to the others with respect to exponentiation operations. With respect to conference key generation time,
the total cost is 22 exponents and 12 XOR. We describe
as follow.

3) The third round: To construct SK12345678
(i.e. conference key) requires 2 exponents.
The conference key distributes to each member
phase:
Figure 3 describes the conference key distributes
to each member. Obviously, useri will generates
DHij = g x1 x5 ⊕g xi xj and send to userj , the pair
of (i, j) ∈ {(1, 3), (1, 2), (3, 4), (5, 6)}. Finally,
userj get conference key g x1 x5 .
Therefore, if n members require n × 2 +
P
log2 n−1 1
i=1
2i exponents and 2log2 n XOR to construct a conference key. In tree based conference
key distribution systems require 2nlogn. Our
protocol is more efficient obviously.

5

Performance Comparison

In this section, we shall compare the computational complexity of our scheme with that of the butterfly scheme.
To analyze the computational complexity, we first define
the following notations.
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Table 1: The Cost of the Conference Key Generation Phase
Round
1

2
3
Total

Operation
useri compute g xi
i ∈ {1, 2, 3, 4, 5, 6, 7, 8}
SK(2i−1)(2i) = g (2xi )(2i)
i ∈ {1, 2, 3, 4, 5, 6, 7, 8}
SK1234 = g (x1 )(x3 )
SK5678 = g (x5 )(x7 )
SK12345678 = g (x1 )(x5 )

Exponents per useri
useri
i ∈ {1, 2, 3, 4, 5, 6, 7, 8}
useri
i ∈ {1, 2, 3, 4, 5, 6, 7, 8}
user1 , user2
user5 , user7
user1 , user5

TM U L : the time for computing modular multiplication.

6

Times of exponents
8
8
2
2
2
22

Security

TEXP : the time for computing modular exponentiaThe security level of the proposed CKDS is based on Distion.
crete Logarithmic Problem. Assume p is a large prime
TXOR : the time for computing exclusive OR.
and g is a generator for Zp∗ . If b ∈ Xp∗ is publicly known,
it is still hard to find the a such that b = g a mod p. In
n: the number of participants in the conference.
our scheme, we extend two party Diffie-Hellman key exIn the conference key generation stage of our scheme,
change to construct a conference key, that is, two users
n members generate an entire conference key. Each memsuch as user1 (with private key x1 and public key b1 =
ber chooses a random secret key xi and computes the x1
g mod p) and user2 (with private key x2 and public
corresponding public key g xi . Then, the members of a
key b2 = g x2 mod p) can calculate the shared key SK
pair exchange their secret g xi , i ∈ {1, ..., n} to construct
= g x1x2 mod p. Any user except user1 and user2 can
a conventional Diffie-Hellman key as their subgroup key.
not calculate SK even they know x1 and x2 . Although
Obviously, round 1 requires 2n × TEXP . In the secthe Diffie-Hellman key exchange exits a Man-in-Middle
ond Round, n2 subgroup keys form larger subgroups by a
attack, many solutions [10, 12, 18, 22, 24, 28] are proposed
convention Diffie-Hellman key, which require n2 × TEXP .
to solve this problem.
n
As the same way, round i requires 2i−1
× TEXP . Total
computational complexity in this stage is required 3n-2n
(log n)
×( 21 ) 2 × TEXP .
After generating the entire conference key (CK), each
member enters the conference keyLdistribution stage.
x1 x n
g 22 +1 and send
U ser1 computes DH1,( n2 +1) = CK
2
to user( n2 +1) . Then user( n2 +1) obtains the confer2
L2 x1 x n2 +1
ence key by DH1,( n2 +1)
g 2 . As the same
2
L
way, user n2 +1 computes DH( n2 +1),( n2 + n2 +1) = CK
xn

n

7

Conclusions

In this paper, we show a different group key that the users
produce a group key by the two-party Diffie-Hellman protocol. Our new scheme is more efficient than the butterfly
scheme [26].

2

g 2 + 22 +1 and send to user( n2 + n2 +1) . U ser( n2 + n2 +1)
2
2
also gets the conference key by DH( n2 +1),( n2 + n2 +1)
2
L x n + n2 +1
g 2 2 . Therefore, round 1 requires 4 × TXOR . The
round 2 requires 8 × TXOR and round i requires 2(i+1) ×
TXOR . Total computation complexity in the key distribution stage is required (2(log2 n)+1 − 4)× TXOR .
In the computational complexity of the butterfly
scheme, each user uj chooses a random secret integer αj
and the members of a pair exchange x0j to get the DiffieHellman key u1j in the first round. Therefore, round 1
requires 2n× TEXP . In the round 2, the members form
u2j = {u12J−1 , u12J } and require n× TEXP . The round i requires n× TEXP . Therefore, the butterfly scheme requires
n(log2 n + 1)× TEXP .
According to Table 2, our scheme is more efficient than
the butterfly scheme obviously.
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