International Journal of Network Security, Vol.21, No.2, PP.298-302, Mar. 2019 (DOI: 10.6633/IJNS.201903 21(2).14)

298

Cryptanalysis of an ID-based Deniable Threshold
Ring Authentication
Tzu-Chun Lin1 , Ting-Yi Yeh1 , Min-Shiang Hwang2,3
(Corresponding author: Min-Shiang Hwang)

Department of Applied Mathematics, Feng Chia University1
100, Wenhwa Road, Taichung 40724, Taiwan, R.O.C.
Department of Computer Science & Information Engineering, Asia University2
500, Lioufeng Rd., Wufeng, Taichung 41354, Taiwan
Department of Medical Research, China Medical University Hospital, China Medical University, Taiwan3
(Email: mshwang@asia.edu.tw)
(Received Aug. 21, 2018; revised and accepted Dec. 15, 2018)

Abstract

the sender to any third party, even if he/she fully
cooperates with the third party.

In this paper, we offer analysis of a deniable threshold
ring authentication protocol proposed by Jin et al. [5].
The Authors in [5] combined the two concepts, namely,
threshold ring signature and deniable authentication, to
propose a non-interactive deniable (t, n)- threshold ring
authentication protocol. The protocol is the first design
of this type. We will point out that this protocol cannot guarantee that at least t legal participates generate a
valid signature and cannot withstand message modification attacks under certain restrictions.
Keywords: Bilinear Pairing; Deniable Authentication;
Ring Signature; Threshold Signature

Due to the above two characteristics, the deniable authentication protocol can be broadly used for online shopping,
electronic voting systems [9], e-learning systems and negotiation over Internet, etc. The concept of interactive
deniable authentication protocol was initially introduced
by Dwork et al. [2]. Since then, many interactive and
non-interactive deniable authentication protocols based
on various mathematical theories have been developed
[6, 8, 10–15, 17, 18, 20, 24, 25]. The concept of deniable
ring authentication was first introduced by Noar. This
scheme can be extended to generate threshold authentication [17]. However, Noar’s scheme requires an interac1 Introduction
tive zero knowledge protocol. In 2004, Susilo and Mu [22]
The development of digital signature schemes for different proposed a non-interactive deniable ring authentication
needs is one of most important research topics in cryptog- protocol based on Chamelon hash function and bilinear
raphy. A (t, n)-threshold signature allows any subset of t pairing.
or more than t out of n participants to generate a valid
In 2015, Jin et al. [5] combined the two concepts to
signature [4]. Since 1991, Desmedt and Frankel [1] presented the concept of a (t, n)-threshold signature, which propose a non-interactive deniable threshold ring authenhas been studied widely. A ring signature allows mem- tication protocol (called IBDTRA) generated by elliptic
bers of a signature group to anonymously sign messages curves and bilinear pairing [23]. This is the first design
on behalf of the group, and there is no group manager, of this type. On the surface, all legal signers are involved
in the signature. Actually, only t legal signers have used
group setup process and undo mechanism.
A deniable authentication protocol only allows not the their own private keys to sign. However, the verifier can
message receiver to verify that the received message is only verify that the signature was calculated by the group
indeed the one sent by the sender, but also ensures the consisting of legitimate signers. The verifier would not
sender’s privacy so that this means that the following two know which participants have jointly calculated the signature.
special characteristics have to satisfy:
In this article, we will point out that the IBDTRA can1) It enables an intended receiver to identify the source
not
guarantee that at least t legal participates generate a
of a given message.
valid signature and cannot withstand message modifica2) The intended receiver cannot prove the identity of tion attacks under certain restrictions.
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3) Sig(1) computes the hash value
h0 = H2 ({IDi }ni=1 , t, m, IDr , {Uk }nk=1 )

Preliminary

and then constructs a polynomial f (x) ∈ ZZq [x]
of degree n − t with the constant term h0 .

Let G1 be an additive group of prime order q, G2 be a
multiplicative group with the same order q. In the paper,
a bilinear map e : G1 × G1 −→ G2 has to satisfy the
following properties:

4) For j = 1, · · · , t, each Sig(j) uses the value
hj := f (j) to compute another key

1) Bilinearity: e(aP, bQ) = e(P, Q)ab , where P, Q ∈ G1 ,
a, b ∈ ZZ∗q .

Vj = rj Ppub + hj Sj .
5) Anyone can calculate the values

2) Non-degeneracy: If e(P, Q) = 1G2 for all Q ∈ G1 ,
then P = 1G1 .

V =
3) Computability: There is an efficient algorithm to
compute e(P, Q) for any P, Q ∈ G1 .

n
X

Vk

and

W = e(V, Qr ).

k=1

6) Also, σ = {{Uk }nk=1 , W, f (x)} is the deniable
authentication for the message m.

Note that if a bilinear pairing is used on elliptic curves,
then, usually, the Weil pairing or Tate pairing is recomVerification. After receiving (σ, m), the verifier checks
mended.
whether

2.2

?

The IBDTRA Protocol

h0 = H2 ({IDi }ni=1 , t, m, IDr , {Uk }nk=1 ).

In this subsection, we will review Jin et al.’s IBDTRA
protocol [5] . Let G1 =< P > be an additive group of
prime order q, G2 be a multiplicative group with the same
order q and e : G1 × G1 −→ G2 be a bilinear map. Let
H1 : {0, 1}∗ −→ G1 and H2 : {0, 1}∗ −→ ZZ∗q be two oneway hash functions. Suppose that there are n legitimate
signers and one verifier (receiver). A message m requires
at least t(< n) participants to sign. Assumed that each
legitimate signer Sig(i) and the verifier have their own
identity IDi , i = 1, · · · , n and IDr , respectively.

If this is the case, then computes hk = f (k) for each
k = 1, · · · , n, and
e(

n
X

(Uk + hk Qk ), Sr ).

k=1

If
e(

n
X

(Uk + hk Qk ), Sr ) = W,

k=1

then the massage m is accepted.
Setup. PKG constructs a pair of keys: (private key,
public key) = (s, Ppub ), where s ∈ ZZq and Figure 1 shows that the participating signers have differPpub := sP . PKG publishes system parameters are ent algorithms than the other ring participants in making
the authentication of a message.
{G1 , G2 , q, P, Ppub , e, H1 , H2 }.
Key Generation. The PKG computes private key Si =
sQi for each user, where Qi = H1 (IDi ), i =
1, · · · , n, r.

3

Cryptanalysis of IBDTRA Protocol

Signature. Without loss of generality, suppose the In this section, we show that there are two weaknesses in
Sig(1), · · · , Sig(t) are the participating signers and Jin et al.’s IBDTRA protocol [5].
Sig(1) prepares the authenticate on behalf of other
Theorem 1. In IBDTRA protocol, the verifier cannot
participants Sig(t + 1), · · · , Sig(n).
confirm if at least t members are participating in this sig1) Sig(1) chooses xi , hi ∈ ZZq as so-called private nature.
key for each Sig(i), i = t + 1, · · · , n, and comProof. Assume that only t − 1 members, say
putes the public keys
Sig(1), · · · , Sig(t − 1), agree to sign.
Sig(1) can
construct (Ut , Vt ) for the absent Sig(t): First, Sig(1)
Ui = xi P − hi Qi ,
chooses an integer rt ∈ ZZq and computes
V =xP .
i

i

pub

Ut = rt P.
2) For j = 1, · · · , t, each Sig(j) chooses the private
key rj ∈ ZZ∗q and computes the public key
Sig(1) computes the hash value
Uj = rj P.

h0 = H2 ({IDi }ni=1 , t, m, IDr , {Uk }nk=1 )
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Figure 1: The phase of (t, n)-threshold authentication

and then construces a polynomial f (x) ∈ ZZq [x] of degree can be calculated in polynomial time by using exhaustive
n − t with the constant term h0 . In order to obtain Vt , search. If the value of the integer a is found, then the
Sig(1) needs to find a pair of integers (xt , yt ) such that private key yt = y − ah−1
is solved, where Qt = yt P .
t
Next question, is it easy to find a pair of solution (x, y)
rt ≡ xt − ht yt mod q
(1) such that the bit-length of the scalar a is short enough? In
Qt = yt P.
(2) other word, how likely is it to prevent IBDTRA protocol
from such attack? Such questions are still open. The
Thus, Vt := xt Ppub .
following attack uses a similar approach.
One of the ways to solve the equation
rt = xt − ht yt
in ZZq relies on the following idea: we choose randomly
a pair (x0 , y 0 ) and let s = x0 − ht y 0 . Then 1 = s−1 x0 −
ht s−1 y 0 , thus rt = s−1 x0 rt − ht s−1 rt y 0 . Next, we check
whether Qt = (s−1 rt y 0 )P . If it is not the case, then go
back to the choice of (x0 , y 0 ). If G1 is a subgroup of an
elliptic curve over ZZq . To determine an integer y such
that Q = yP is just like to solve the ECDLP (Elliptic
Curve Discrete Logarithm Problem).
Another way to find the solution (xt , yt ): assume that
(x, y) is a solution of the equation Ut = xP − ht Q∗ , where
Q∗ = yP . If Q∗ 6= Qt , we consider the point U ∗ :=
xP − ht Qt . Let aP = U ∗ − Ut . Solving the ECDLP is
one of the most frequently studied topics in cryptanalysis.
So far, there is no known attack of polynomial time for
the 160-bit ECDLP [3, 16, 19]. In fact, the difficulty of
the ECDLP depends not only on the bit-length of the
order o(P ) = q but also on the bit-length of the scalar
a. In order to invalidate attacks, the bit-length of the
selected scalar approximates the bit-length of the prime
order q. For this reason, we choose a solution y whose
bit-length is approximately the bit-length of the prime
order q. If the bit-length of the integer of the subtraction
a ≡ yt − y mod q is short enough, then the value of a

Theorem 2. If t ≤ n/2, then the IBDTRA protocol is
unable to resist the message modify attack.
Proof. Assume that an eavesdropper intercepts the authenticated message (σ, m) and wants to use the fake message m∗ to replace the real message m.
Since H2 (· · · , m, · · · ) 6= H2 (· · · , m∗ , · · · ), in order for
the fake message m∗ to pass verification, the eavesdropper
must be able to create a new polynomial g(x) ∈ ZZq [x]
such that the following conditions are satisfied:
1) h∗0 = g(0), where the constant term h∗0
H2 ({IDi }ni=1 , t, m∗ , IDr , {Uk }nk=1 ).
2) deg g(x) = n − t.
3) hk = g(k), k = 1, · · · , t.
Such polynomial g(x) is defined by
g(x) := h∗0 + (h1 − h∗0 )xl

t
Y
i=1,i6=1

+ (h2 − h∗0 )
+ (ht − h∗0 )

x
2
x
t

t
Y
i=1,i6=2
t−1
Y
i=1

x−i
1−i
x−i
+ ···
2−i

x−i
,
t−i

=
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where l ≥ 0 is an integer with t + l = n − t.
Then, for i = t + 1, · · · , n, set h∗i := g(i). To find
∗
xi ∈ ZZq satisfying Ui = x∗i P − h∗i Qi , the eavesdropper
computes Ui∗ = xi P − h∗i Qi and Ui − Ui∗ . If Ui − Ui∗ =
ai P and ai is a small integer, then the integer ai can be
effectively calculated, and also x∗i = ai + xi and Vi∗ =
x∗i Ppub .

4

Conclusion

[6]

[7]
[8]

The verifier in IBDTRA protocol uses his/her own private key and public keys of all legal signers together with
a bilinear pairing to verify an authenticated message, so [9]
he/she can only prove whether a given message is from a
legitimate group. The verifier could not know the list of
signers who have actually participated in the signature.
In this paper we provide a possible way to accomplish [10]
the challenge of sender spoofing and modifying messages:
First, we give a solution (x, y) of Equation (1) and let
U ∗ − Ut = aP be an element of the cyclic group < P >; [11]
under the premise that the integer a is small, then the
integer a can be effectively calculated by using exhaustive search, so the true solution (xt , yt ) that satisfies both
Equations (1) and (2) is found. Although IBDTRA pro- [12]
tocol is not immediately dangerous, due to increased computing power and ongoing research on ECDLP [16,19,21],
such attacks still seem to pose a threat to it.
[13]
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