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Abstract
Cloud computing allows users to store their data remotely.
Users can enjoy cloud applications on-demand without
the burden of maintaining personal hardware and managing software. Although its advantages are clear, cloud
storage requires users to relinquish physical possession of
data, and thus, it poses security risks with regard to the
correctness of data. In this paper, we propose a new cloud
scheme to enhance data security, thereby addressing the
aforementioned issue whilst achieving a secure cloud storage service and dependability. A secret image is encrypted
by using the Advanced Encryption Standard (AES) algorithm. Then, the encrypted image is embedded into the
host image via a steganography technique, which combines Discrete Wavelet Transform (DWT) and Singular
Value Decomposition (SVD) to obtain the stego image.
To preserve data integrity, a hash value is generated for
the stego image using the Secure Hash Algorithm 2 (SHA2) prior to storing the image in the cloud. After the image
is retrieved from the cloud, its hash value is generated using the same algorithm (i.e. SHA-2). Both hash values
are then compared to verify whether the data stored in
the cloud are changing and to obtain the secret image.
The proposed scheme is proven to be secure and highly
efficient through an extensive security and performance
analysis.
Keywords: Cloud Computing; Cryptography; Steganography; Hash Function

1

Introduction

The cloud computing paradigm allows on-demand network access to a shared set of computing resources (e.g.
storage, servers, networks, services and applications) that
can be provided immediately [3]. Cloud computing is
characterized by five important features, three service
models and four deployment models [6]. Its important
features are wide network access, location-independent re-

source pooling, on-demand service, measured service and
rapid resource elasticity. Meanwhile, the service models are software as a service, infrastructure as a service
and platform as a service, whereas the deployment models include a public cloud, private cloud, hybrid cloud and
community cloud [4].
Enterprises and individuals can use the data centre of
the cloud for storage without additional burden. Data can
be stored and accessed remotely anywhere and anytime.
Users can be relieved of the burden of storing and maintaining local information through data outsourcing [17].
However, security issues are key concerns in the cloud,
which limit its adoption among organizations. Traditional
mechanisms for handling security issues are unsuitable for
cloud storage due to its virtual nature [2].
Therefore, the privacy, integrity, security and confidentiality of stored data should be considered in cloud computing. Novel methods should be developed and applied
to fulfil all the aforementioned requirements. The best
approach is to encrypt data before outsourcing them to
cloud computing. For example, the owner allows outsiders to see the outline of his/her data, but only authorized users can recover these data. Such robust demands
necessitate the search for encryption solutions for multimedia [19].
Steganography is used with cryptography to verify the
confidentiality of data. In this special branch of data hiding, a message is embedded into a cover image based
on a shared key, thereby producing a stego image [8].
Steganography methods can be grouped into spatial domain and transform domain methods. In spatial domain
methods, the original image levels are modified to encode
the secret information. Although these methods achieve
a higher payload, they are weak to image processing manipulations and statistical attacks, including image compression, image cropping and noise attacks. In transform
domain methods, the image is first changed from the spatial domain to the frequency domain. Then, the image
coefficients are altered to hide secret data. Transform domain methods have a lower payload than spatial domain
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methods, but are robust against statistical attacks. Examples of these methods are discrete wavelet transform
(DWT), discrete Fourier transform and discrete cosine
transform [11].
Cryptography and steganography work hand-in-hand.
A message is scrambled via cryptography, such that it
cannot be understood. Then, steganography is performed
to hide the message and make it invisible. For example, an encrypted message may arouse the suspicion of
the receiver, whereas an imperceptible message will not.
Steganography can be useful when using cryptography
is illegal. Under such condition, steganography can enable secretly sending a message. However, the manner
in which cryptography and steganography are evaluated
varies. Cryptography fails when the ’enemy’ notices that
a message exists in the steganography medium; by contrast, steganography is considered a failure when the ’enemy’ is able to reveal the content of the encrypted message [10].
In addition to data confidentiality, integrity is also a
key issue in cloud computing. Data can either be manipulated or lost due to accidental or intentional malicious
activities, which can be terrifying for the user and embarrassing for the cloud service provider. The cloud provides
’multi-tenancy’; that is, cloud resources will be shared and
utilized by multiple users. Consequently, adversaries can
take advantage of the vulnerabilities in the cloud. Administration errors, such as failures in data migration or
backup/restore process, can also damage data. Accordingly, data integrity is a core issue in outsourcing data
over cloud storage [21].
In the current paper, a novel secure cloud storage system is proposed to ensure high data confidentiality and integrity levels. The Advanced Encryption Standard (AES)
method is used to encrypt a secret image. Then, the encrypted image is embedded into the cover image using
the hybrid steganography scheme DWT - singular value
decomposition (SVD) to get the stego image and verify
the confidentiality of the data. Thereafter, a hash value
for the stego image is generated using the Secure Hash
Algorithm 2 (SHA-2) before the stego image is stored in
the cloud to maintain data integrity. After the image is
retrieved from the cloud, the same algorithm (i.e. SHA2) is used to generate its hash value. Both hash values
are then compared via a verification process to validate
whether the data stored in the cloud are altered and to
obtain the secret image. The novel contributions of this
paper are as follows.
1) An image is decomposed into four frequency subbands (LL, LH, HL and HH) using DWT in information hiding. The HL frequency sub-band, which represents mid-frequencies, is selected. This sub-band is
robust against various geometric and filtering noises.
Therefore, inserting the secret image into the HL subband does not change the original image data and the
appearance of the image is maintained at a high level.
2) The SVD of an image provides three singular matri-
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ces (U, S and V). S is a diagonal matrix, whereas
U and V are orthogonal matrices. The secret image
information will be inserted into the singular values
in the S matrix of the original image. The original
image will not be misrepresented, even if the singular
values are altered. Consequently, the secret image is
inserted into the original image using SVD.
3) A secure and efficient scheme that can achieve data
confidentiality is developed using the AES algorithm.
4) An efficient data integrity verification process is proposed for this scheme using the SHA-2 hash function.
The remaining parts of the paper are organized as follows. Preliminaries regarding the study are provided in
Section 2. Related works are presented in Section 3. The
proposed scheme is described in detail in Section 4. The
experimental results are discussed in Section 5. Finally,
concluding remarks for the paper are given in Section 6.

2
2.1

Preliminaries
SVD

SVD is used in various image-processing applications, including stenography, image watermarking and data compression. It is also adopted to solve various mathematical
problems [13]. Matrix SVD is decomposed into three matrices (U, S and V). S is a diagonal matrix, whereas U
and V are right and left singular matrices. The singular S matrix includes intensity-related image information.
The orthogonal U and V matrices comprise geometric image information. The equation for the decomposition of
matrix SVD is as follows:
SV D = s1 UI VIT + s2 U2 V2T + · · · + sr Ur ,

(1)

where the rank of matrix SVD is indicated by r. UI , U2 ,
· · · , Ur and VI , V2 , · · · , Vr are the columns of the left and
right singular values, respectively; whilst s1 , s2 , · · · , sr
are the scalar singular values of the diagonal matrix [7].

2.2

DWT

DWT has recently received considerable attention in
various signal-processing applications, including image
steganography, because of its capability to provide the
necessary data for the analysis and synthesis of signals
and to reduce computation time. DWT can detect portions of the host image where secret data are successfully hidden. DWT exhibits an advantage over other approaches because it allows the signal to be reconstructed
by applying inverse DWT to frequency bands [16]. DWT
is a frequency domain technique. In this approach, the
cover image is first transformed into the frequency domain. Then, its frequency coefficients are modified according to the transformed coefficients. DWT hierarchically decomposes an image in single-level decomposition,
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thereby providing the spatial and frequency descriptions
of the image. The image is decomposed into three directions: diagonal, vertical and horizontal. DWT then
decomposes the image into four frequency bands: LL,
HL, LH and HH. LL represents low-frequency bands, HL
and LH represent mid-frequency bands and HH represents high-frequency bands. The LL band presents approximate details, the HL band gives horizontal details,
the LH band provides vertical details and the HH band
highlights the diagonal details of an image [12].

2.3
2.3.1

Cryptography Algorithms
AES

A user can upload his/her personal data and share them
with others in cloud computing. However, if privacy is
not secure, then users may not use this cloud service even
if the demand is strong [14]. To guarantee data protection
in cloud computing, cryptography techniques are adopted
as common solutions [15]. Among these techniques, AES
is considered the block encryption standard. An AES
encryption system is symmetric. This algorithm has different key lengths, i.e. 128, 196 and 256 bits. Packet size
is 128 bits. The AES algorithm exhibits good flexibility,
and thus, it is extensively used in various hardware and
software.
2.3.2

Cryptographic Hash Functions

Cryptographic hash functions are fundamental tools in
modern cryptography. These tools are used to ensure
data integrity when information is transferred over insecure networks. The Secure Hash Algorithm (SHA)
is considered one of the best cryptography hash functions [9]. SHA, which was developed by the National Security Agency, is typically divided into three sub-families:
SHA-0, SHA-1 and SHA-2. Data are organized into blocks
of bits during hashing with SHA. The number of bits is
locked for a specific algorithm. In particular, the SHA0 and SHA-1 families divide data into 512 bit blocks
for processing. By contrast, the algorithm used by the
SHA-2 family has varying digest sizes, which are distinguished as SHA-224, SHA-256, SHA-384 and SHA-512.
The processing block bit size is variable for the SHA2 family. In particular, the processing block size of the
SHA-224 and SHA-256 sub-families are 512 bits, whereas
that of the SHA-384 and SHA-512 sub-families are 1024
bits [18]. This paper uses SHA-512 to guarantee data
integrity when transferring information over unprotected
networks.

3

Related Works

El-Makkaoui et al. [5] presented an enhanced encryption
scheme, called Cloud (RSA), based on the Rivest-ShamirAdleman (RSA) algorithm. Cloud (RSA) uses two discrete keys: evaluation and private keys. The evalua-
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tion key ev = (M ) is used to implement operations on
encrypted data through a third party. The private key
pr = (M, e, k), which is known only to the data owner,
is used to encrypt and decrypt data. The safety of the
private key is based on two factors:
1) The problem of determining the prime factorization
of (M);
2) The eth root problem of Cloud (RSA).
Even if the factorization of (M ) is given, decrypting the
ciphertext encrypted using the Cloud (RSA) encryption
scheme is extremely difficult because (e and k) are private. Mandal et al. [10] proposed a crypto-stego method,
in which the steganography technique embedded private
data by using a pixel-mapping method. The encryption
and decryption process uses a genetic algorithm, which
features crossover and mutation operations. Cryptography and steganography also use a secret key, which is generated by combining certain features of the cover image
and the secret key of the user. Bhandari et al. [1] proposed
a scheme called hybrid encryption (RSA) along with AES
by enhancing the security standard of the RSA algorithm.
Wang et al. [19] presented degradation and encryption
techniques for Portable Network Graphics (PNG). In particular, the prefix and noise generation techniques were
improved for PNG degradation. In addition, a modified
generalized Feistel scheme was developed for encrypting
PNG.
Although existing systems have achieved confidentiality, they remain unsuccessful in preserving data integrity.
Consequently, a secure system should be developed to
achieve effective performance by maintaining confidentiality with data integrity.

4

Proposed Scheme

The basic concept of the proposed scheme is described in
Section 4.1. The encrypted secret image is presented in
Section 4.2. The steganography method is discussed in
Section 4.3. Finally, integrity check using the SHA-512
hash function is presented in Section 4.4.

4.1

Basic Concept

Once log in is successful, the data owner will select the
secret image and store it on the cloud server. The secret image selected by the owner will be encrypted using
the AES algorithm. Then, the encrypted image will be
embedded into the cover image using the hybrid steganography scheme DWT-SVD to get the stego image. Thereafter, SHA-2 is used to generate the hash value of the
stego image before it is stored in the cloud to maintain
data integrity. The hash value of the image is also generated using SHA-2 after the image is retrieved from the
cloud. Both hash values are compared using the verification process to validate whether the data stored in the
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cloud are altered; then, the secret image is obtained. The Algorithm 1 Encryption process
proposed system is illustrated in Figures 1 and 2.
1: The colour components (R, G and B) of the secret
image are extracted.
2: The AES algorithm and different keys are used to
encrypt each colour component.
3: All the components are combined to obtain the final
encrypted image.
Algorithm 2 Decryption process
1: To extract the encrypted image, the stego image is
retrieved from the cloud and further decomposed into
different colour components.
2: The AES algorithm and the respective keys are used
to decrypt the colour components.
3: All the components are combined to obtain the decrypted image.

4.3

DWT-SVD-based Image Steganography

Figure 1: Process of the encrypting and embedding algorithm
The algorithms used for the DWT-SVD-based image
steganography scheme are presented as in Algorithms 3
and 4.
Algorithm 3 Embedding Algorithm
1: The cover and encrypted images are decomposed into
sub-bands using DWT.
2: SVD is performed on the HL sub-band to transform
the cover and encrypted images.
3: The encrypted image is embedded into the host image.
4: Inverse SVD is performed on the embedded image.
5: Finally, inverse DWT is applied to get the stego image.

Algorithm 4 Extraction Algorithm
1: The stego image using DWT is decomposed into subbands.
2: SVD is performed on the HL sub-band of the decomposed stego image.
3: Extraction is applied to the resultant SVD image.
4: Inverse SVD is performed on the resultant image.
Figure 2: Process of retrieving the secret image algorithm 5: Finally, inverse DWT is performed to get the encrypted image.

4.2

Secret Image Encryption

The colour image comprises a set of pixels. Each pixel has
three main components: red (R), green (G) and blue (B).
Each component is represented by 8 bits. The colour components of the secret image are individually encrypted.
All the RGB components are mixed to produce the colour
image. The encryption and decryption algorithms of the
secret image are presented as in Algorithms 1 and 2.

4.4

Integrity Check Using the SHA-512
Hash Function

The SHA-512 hash function is used to eliminate the clash
between two hash values to achieve data integrity. Firstly,
the hash value of the stego image is precomputed. Subsequently, the stego image is sent to the cloud and the computed hash value is stored in the local repository. When
the clients want to verify data integrity, the file is retrieved
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from the cloud and the hash value of this file is recomputed. Then, the values are matched. The file is intact
if the precomputed and recomputed hash values match.
If these values do not match, then the file has been tampered with and its integrity has been compromised. The
algorithm of data integrity is described as in Algorithm 5.
Algorithm 5 Data Integrity Algorithm
1: The stego image is sent to the cloud after computing
its hash value.
2: The computed hash value of the stego image is stored
in the secured local repository.
3: After the stego image is downloaded from the cloud,
its hash value is recomputed.
4: The hash values are matched to obtain data integrity.
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The stego image appears nearly identical to the host
image when good imperceptibility is achieved. That is,
the host image is unaffected by the embedding process. A
PSNR above 40 dB indicates good perceptual fidelity. In
the experiment, PSNR is above 40 dB, thereby indicating
the effectiveness of the proposed scheme.
NC is used to evaluate the feasibility of the extracted
secret image. The similarity between secret images is represented by the number of mismatched data between the
inserted and extracted secret images. NC for valid secret images, which represents the characteristics of the
extracted secret image, is defined as
PN
¯ ∗ − d)
¯
(di − d)(d
∗
qP i
,
(4)
corr(d, d ) = qP i=1
N
N
∗ − d)
¯
¯
(d
−
d)
(d
i
i=1
i=1 i
where (di ), d∗i ) are the original and modified data, whilst
d is the mean of the original data.

5

Experimental Results

5.2

Results of the Encryption-based AES
Algorithm

The images used in this experiment are offered in Section 5.1. The results of the encryption-based AES algorithm are discussed in Section 5.2. Finally, the robustness The image encryption process using the AES of the setest for the proposed scheme is explained in Section 5.3. cret image obtained as a colour image is offered in Figure 4(a). The encrypted image is produced by combining
all the colour components, as shown in Figure 4(b). In
5.1 Cover and Secret Images
Figure 4(c), the decrypted image based on the AES algoThe sizes of the cover and secret images used in the ex- rithm is shown.
periments are 512 × 512 and 256 × 256, respectively. The
original and secret images are shown in Figures 3(a) and
3(b), respectively.

Figure 4: Encrypted and decrypted secret image

The response time of the cryptographic performance
in terms of encryption and decryption is highlighted in
Table 1.

Figure 3: Cover and secret images
Several quality measures, such as peak signal-to-noise
ratio (PSNR), mean square error (MSE) and normalized
correlation (NC), are used to evaluate the performance of
the stego and extracted images [12].
PSNR is a metric used to check the perceptual similarity between the original and stego images. It can be
defined as follows:
2552
,
M SE

Table 1: Cryptographic performance

Size (KB)
256

Response time (s)
Encryption Decryption performance
0.4375
0.5227

The preceding experiment showed that the speed of
the cryptographic performance depends on the response
time of the encryption and decryption processes. In adwhere MSE is calculated between the host image A and dition, the results demonstrate that the decrypted image
the stego image As as follows:
is similar to the secret image, and thus, the AES algorithm performs effectively. This algorithm also exhibits
M
M
1 XX
M SE =
(A − As )2 .
(3) good manoeuvrability for image encryption based on this
M M i=1 j=1
finding.
P SN R = 10 log

(2)
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Robustness Test of the Proposed Secondly, the hybrid steganography scheme SVD-DWT
is applied to hide the encrypted secret image within the
Method

cover image to ensure the confidentiality of the data.
The stego and extracted images are shown in Figures 5(a) Thirdly, a hash algorithm is used for the hidden file beand 5(b), respectively. The NC of the extracted image is fore and after it is downloaded from the cloud to verify
0.9968.
data integrity. As shown in the simulation results, the
proposed system provides high-quality image in terms of
PSNR. In addition, the system reduces suspicion over the
presence of hidden information in an image.
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