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Abstract corruption, MP3 compression, re-sampling, re-quantizing
DA/AD.
Due to its advantages, quantization-based embedding has  Most of the recent audio watermarking algorithms
been introduced into audio watermarking to improve ro- can be grouped into two categories: additive and
bustness performance. Existing audio watermarking al- quantization-based watermarking schemes. The additive
gorithms often focus on a given attack. However, in some scheme [6] embeds the watermark in time domain [1]
transmission environments, digital audio les may suer or frequency domain [5], while in the quantization-based
from the dierent attacks. For example, e ects of D/A  scheme [3, 8, 11, 12, 22, 24], the original signals are quan-
and A/D conversions (denoted as DA/AD in this paper) tized by di erent quantizers varied with watermark infor-
on audio watermarking may be modeled as modi cation mation to embed watermarks rather than the simple addi-
of signal energy, phase changes, and noises corruptionion to the original signal. In the extraction, the informa-
These e ects present an important challenge to audio tion can be recovered according to the distances between
watermarking. Extensive experiments show that phase incoming data and di erent quantization results. Due to
changes of audio signals caused by the DA/AD may beits merits, such as blind extraction and better robust-
represented as some extent of temporal scaling. Further-ness performance etc., quantization-based watermarking
more, we analyze the performance of quantization-basedpecomes a dominant method.
audio watermarking against these attacks in the DA/AD, There are mainly two types of attacks on watermarked
and present corresponding calculation expressions &ER  5djo: 1) Modify the amplitude of audio signal. It results
(Bit Error Rate) in case of Gaussian noise and modi ca- i the |ost of parts of hided information. These attacks
tion of audio amplitude, and then investigate the inu- inclyde noise corruption, amplitude scaling, re-sampling
ences of temporal scaling caused by the DA/AD on au- agnd MP3 compression, etc.; 2) Destroy synchronization
dio watermarking. As a conclusion, audio watermarking of the watermark in time domain. This kind of attack is

quantization-based is very susceptible to the DA/AD.  mgre e ective than corrupting watermarked audio ampli-
Keywords:  Audio watermarking, temporal scaling, tude directly, such as time scaling, shifting, cropping.
quantization-based embedding, DA/AD The previous works on quantization-based audio wa-

termarking mainly focused on a proposed attack, such as
temporal scaling [12], amplitude modi cation [11], MP3

1 Introduction compression [8], synchronization attack analysis [24], ah
then proposed a corresponding watermark technique.
According to IFPI (International Federation of the Existing audio watermarking embedding and detection

Phonographic Industry) [10], audio watermarking, at a strategies often depend on digital channels like CD, MP3
certain data payload or data embedding capacity of more and IP network transmission. From the view point of
than 20 bps and under the imperceptibility constraint applications, however, robustness of audio watermarking
(Signal-to-Noise Ratio, SNR, should be higher than 20 against the DA/AD is an important issue [14]. For in-
dB), should be able to resist the most common signal pro- stances, in many applications [4, 7, 13, 17, 21], water-
cessing manipulations and attacks, such as temporal scalimarks are required to survive in analog environments, in
ing (stretching by 10%), additive and multiplicative noise which the DA/AD may be involved. Secret data is pro-
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posed to be transmitted via analog telephone channel in2  Transmission Environments

[4] as well as for many applications. For instance, hidden

watermark signal may be used to identify pirated mu- 2.1 Quantization-based @ Watermarking

sic through speaker and PC soundcard and for broadcast Model

music [7, 13] and live concert [21] monitoring. Embedded

audio data can also be used to control toys [17]. AT i >
It is noted that it was recently claimed [4, 7, 9, 13, (such as digital image, audio, etc.), and perform linear

16, 17, 18, 21] that the watermarks embedded are robustfansformto X:

to the attacks including the DA/AD. However, the BERS

in these reports are either not reported [4, 13, 17, 21]

or rather high [7, 9, 16, 18]. Furthermore, there are no yhereU isN N dimensions unitary matrix. DFT, DCT
any technical descriptions on how to resist the DA/AD. and DWT are special forms of unitary transformation. If

Speci cally, none of them have reported how to resist the  is an identity matrix, then the information is hidden in
changes caused by the DA/AD in details. It is also noted the time domain of the cover-signal.

that there are no test functions in StirMark Benchmark Let W = fwig;i =1;2;:::;M denote the to-be hidden
for Audio [19, 23] that have been designed for evaluating pinary sequence. Use the key to choosM coe cients
the robustness of audio watermarking to the DA/AD. In from Y, denoted asC = fci; ¢ cm g . Accordingly,
summary, to the authors’ best knowledge, among all of gne information bit is embedded into a transform coe -
the literature on audio watermarking, only [20] has dis- cient by using quantization watermarking scheme. Quan-
cussed the e ects caused by the DA/AD on audio signals, tization watermarking embedding is introduced to hide
but failed to deduct the main degradations during the information into digital image in [22]. As a dominant
DA/AD. method, quantization watermark scheme was veri ed fea-
According to the references [2, 15, 20], the serioussiple for digital multimedia [3], such as digital audio infor-
degradation of audio signal caused by the DA/AD in- mation hiding [8, 11, 12, 24]. The quantization embedding
cludes modi cation of amplitude and phase simulta- formula may be expressed as follows:
neously, which still puzzles the watermark extraction. g

Therefore, the DA/AD is considered a challenging issue 3 ¢=¢ Mod(c;S)+ Ty; ifc Oandw; =1

for audio watermarking [20]. =c¢ Mod(c;S)+ Tp; ifg Oandw; = 1 )
As a dominant watermark scheme, itis necessarytoan-3 ¢ = G Mod(c;S) Ty ifc < Oandw; =1

alyze the performance of quantization-based audio water-~ ¢ = ¢ Mod(c;S) Tz ifc <Oandw; = 1

marking to the DA/AD attack by investigating the main
distortion caused by the DA/AD.

In this paper, we rstintroduce the quantization-based
audio watermarking model, and then discuss the attacks
existing in di erent kinds of transmission environments.
For instance, the attacks in the DA/AD include noise cor- ! - . .

in the original signal and the watermarked signal, respec-

ruption, amplitude, and phrase change. Based on exten- . . =

. : o tively. Mod(c;S) denotes the remainder ofc; divided by
e experiments, it is fount that phrase changes caused b .

SIVE exper S LIS o phras ges caus yS. Usually, T; =3S=4, T, = S=4. Inverse transformation

the DAJ/AD may be modeled as temporal scaling. Fur- ‘ d after th i ked sianal i ted
thermore, we analyze the performance of quantization- IS p|>er ortme akert etha etr;nar € S|gr_1ta |stgen(]=:-rae '
based audio watermarking against the attacks cause by . n watermark extrac '023 € same unriary transforma-

tion is performed. After ¢fis gured out by the key, in [22]

the DAJAD, and present the expressions of BER against the Tollowing f I is utilized t ract wat ke
Gaussian noise and amplitude change attacks. We also € following tormufa 1s utilized to extract watermark:

where the di erent values of the thresholds of T; and T,
indicate the di erences of embedding \1" or \-1". S is
quantization step, namely the embedding strength. The
value of S should be as large as possible under the im-
perceptibility constraint. ¢ and ¢ are the i!" coe cient

investigate the e ects of the temporal scaling on au- 1 if Mod(c%S)  (Ty + Tp)=2

dio watermarking. Finally we draw the conclusions that w; = 1 if Mod(c® S) < (Tp + To)=2 2)
guantization-based audio watermarking is susceptible to

the DA/AD processing. wherew? is the extracted watermarked bit.

The rest of this paper is organized as follows. Section In [8, 24], Equations (1) and (2) were simplied by
2 introduces the guantization-based watermarking model assigningT; = 3S=4, T, = S=4, as shown in Equations (3)
and analysis the possible attacks in some transmission en-and (4):
vironments. In Section 3, we investigate the interferences

caused by the DA/AD by conducting a great deal of ex- O = b(c=S)c S+3S=4 ifw=1 3)
periments. The performance of quantization-based audio b(ci=S)c S+ S=4 ifw = 1
watermarking against these attacks is discussed in Section 0 1 if b(P=S)c S S=2

WS =

4. Section 5 presents the experimental results to illustrag¢

the expressions oBER in case of Gaussian noise corrup-
tion and the modi cation of audio amplitude. Finally, the where b cindicates the oor function, ¢ and cl-O are the
conclusions are drawn in Section 6. i™ coe cient or sample point of the original audio and

i 1 ifd b(c=gc S<s=2 Y
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Figure 1: Transmission environments of digital audio [15]

the watermarked audio, respectively. The relationshipbe- 3 Investigation of the DA/AD
tween mod and oor functions is
. In [2, 15, 20], the in uences caused by the DA/AD on au-
.qy= G b(a=9c S if (G 0)  dio are mentioned, but no one of them has pointed out the
Mod(ci; S) ” if . )
G +(b( G=S)c+1) S if(c <0) property of the degradations caused by the DA/AD. Spe-
o _ _ cially, there are no any technical or experimental descrip-
2.2 Transmission Environment Analysis tions to indicate the e ects of the DA/AD. Accordingly,

The digital audio can be transmitted in various environ- iLis very necessary to further investigate these e ects in
g order to better represent the DA/AD attack.

ments in practical applications. Some possible scenarios
are described in [2, 15], as shown in Figure 1.

The rst signal is transmitted through the environment 3.1 Test Scenario
in such a way that is unmodi ed, shown in Figure 1(a). ) ] ) ]
As a result, the phase and the amplitude are unchanged.Pue to its degradation on audio watermarking, the
In Figure 1(b), the signal is re-sampled with a higher or DPA/AD s taken as an important challenge in [20]. In
lower sampling rate. The amplitude and the phase are left Order to investigate the e ects of the DA/AD, we design
unchanged, but the temporal characteristics are changed. te test model shown in Figure 2 to simulate the trans-
The third case, in Figure 1(c), is to convert the signal MiSsion environment in Figure 1(c).
and transmit it in the analog form. In this case, even  Four 16-bit signed mono audio le in WAVE format de-
if the analog line is considered clear, the amplitude, the Noted by march.way, drum.wav, ute.wav and dialog.wav
phase and the sampling rate are changed. The last caséeSpectively are used for test, as shown in Table 1.di-
(see Figure 1(d)) is when the environment is not clear, alog.wavis a daily dialog while others are music which
the signal being subjected to nonlinear transformations, involve the di erent frequency properties.
resulting in phase changes, amplitude changes, echoes,
etc. _ _ _ 3.2 The Watermarked Audio in DA/AD

In the term of signal processing, watermark is weak
signal embedded into a strong background like the digital During DA/AD, digital audio signal will su er from wave
audio, so the variety of carriers will in uence the water- distortion (due to the modi cation of signal energy fol-
mark directly. Therefore, audio watermarking may su er lowed by noise corruption) and the phase change (ap-
from the attacks similar to the cover signal. In Figure peared as temporal scaling).
1(a), audio watermark is not infected; In Figure 1(b),
re-sampling attacked the audio watermarking, which had
been settled by many algorithms; Even it is considered no
noise corruption in Figure 1(c), audio watermarking still Based on many experiments, we observe that the au-
su er from the e ects of DA/AD; Figure 1(d) showed the dio amplitudes are modi ed during the DA/AD, and the
worst environment, various interferences attacked simul- modi cations rely on the volume played back, the perfor-
taneity. mance of soundcard.

3.2.1 Wave Magnitude Distortion
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Figure 2: Test Model for DA/AD

Table 1: To-be tested audio les

File name | Sampling Rate Length | Properties

march.wav | 8 and 44.1 (kHz) | 56 (Sec) | Composition of both low-frequency and high-frequency
drum.wav 8 and 44.1 (kHz) | 56 (Sec) | Mainly composed of low- frequency

ute.wav 8 and 44.1 (kHz) | 56 (Sec) | Well-proportioned frequency distribution

dialog.wav | 8 and 44.1 (kHz) | 56 (Sec) | Daily dialog
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Figure 3: The original audio Figure 4: The recorded audio

Figures 3 and 4 show waves of the original audio and  etc., with the length of more than one hour. The ex-
the corresponding recorded audio by using the soundcard ~ perimental results show that such temporal scaling
Sound Blaster Live5.1 Compared to the original audio, occurs repeatedly during the DA /AD.
the amplitude of the recorded audio is obviously modi- 2)
ed. The modi cation of the amplitude varies with dif-
ferent soundcards. Of course, noise during the DA/AD,
including quantization noise, will also introduce some dis
tortion.

In the test model in Figure 2, ve di erent soundcards
are used to test the audio les in Table 1. Where Sound
Blaster Live5.1 is a civil sound blaster and TERRATEC
AUREON X re 1723 is the professional one.ICON Stu-

The number of modied samples is related to the
sampling rate of audio signals even the soundcard is
unchanged. For example, the samples increase 1079
and 14 every 10s at 8 kHz and 44.1 kHz, respectively,
with the same soundcardNightingale Pro 6. As for
other common sampling rates of 11.025 kHz, 16 kHz,
22.05 kHz, 32 kHz, 48 kHz, this phenomenon still
exists but the modi ed samples are a little di erent.

dioPro7.1 is used for professional recording.Audio PCI The analysis above indicates that the modi cation of
and Nightingale Pro 6 are common PC sound blaster. The phrase described in [2, 15, 20] may be represented as tem-
results are shown in Tables 2 and 3. poral scaling. The scaling factor is only related to the
sampling rate and the performance of the soundcard.
3.2.2 Temporal Scaling Consequently, the main degradation caused by the

DAJ/AD on audio watermarking may be concluded as fol-
From Tables 2 and 3 we have the following observations|ows.

during the DA/AD: — . . :
1) The modi cation of wave magnitude. Distortions are

1) During the DA/AD conversions at a xed sampling brought to the audio watermarking by energy change
rate, linear temporal scaling occurs and the scaling followed additional noise.
factor is varied with the di erent soundcards. Tak-
ing audio les sampled at 8 kHz as an example, the
soundcard Studio Pro 7.1 reduces 70 samples while
Audio 2000 PCl increases 102 samples every 10s. We In Section 4, we will investigate their degradations on
also test some other kinds of audio like pop music quantization-based audio watermarking.

2) Temporal scaling. This will lead to the synchroniza-
tion problem in detection.
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Table 2: The number of increased or reduced samples caused BDA/AD in sampling rate of 8 kHz

Soundcard | Sound Blaster AUREON Audio 2000 Nightingale Studio
Live5.1 Xre 1723 PCI Pro 6 Pro 7.1
Time
10s Reduce: 1 Increase: 1000| Increase: 102| Increase: 1079| Reduce: 70
20s Reduce: 2 Increase: 2000| Increase: 204| Increase: 2158 Reduce: 140
30s Reduce: 3 Increase: 3000| Increase: 306| Increase: 3237| Reduce: 210
40s Reduce: 4 Increase: 4000| Increase: 408| Increase: 4316| Reduce: 280
50s Reduce: 5 Increase: 5000 Increase: 510| Increase: 5395| Reduce: 350

Table 3: The number of increased or reduced samples caused BA/AD in sampling rate of 44.1 kHz

Soundcard | Sound Blaster AUREON Audio 2000 | Nightingale Studio
Live5.1 Xre 1723 PCI Pro 6 Pro 7.1
Time
10s Reduce: 6 Increase: 0 | Increase: 0 | Increase: 14 | Reduce: 0
20s Reduce: 12 Increase: 0 | Increase: 0 | Increase: 28 | Reduce: 0
30s Reduce: 18 Increase: 0 | Increase: 0 | Increase: 42 | Reduce: 0
40s Reduce: 24 Increase: 0 | Increase: 0 | Increase: 56 | Reduce: 0
50s Reduce: 30 Increase: 0 | Increase: 0 | Increase: 70 | Reduce: 0
4 Performance Analysis @)
f'@-1D f@ip | f'@+1p f'@+20
From the discussions above, we know that the watermark
su ers from noise, amplitude changes and temporal scal- ‘ - (- b) ‘k ‘ o
ing during the DA/AD. In order to study the performance @il agL a2

of quantization-based audio watermarking in the DA/AD,
the possible distortions against Gaussian noise, amplitue

change and temporal scaling attacks are discussed in this

section.

4.1 Gaussian Noise Corruption

Gaussian noise is possibly introduced during transmis-
sion. Let F® = ff§i = 1;2;:::;Ng denote the water-

marked audio, then the corrupted audio can be expressed

asff, g= ff %+ fn;g, wheref n;gis Gaussian noise obey-
ing N (0; 2). The version of n; after the unitary trans-
formation may be expressed as:

d=c o

wheref ¢ g and f cPg are the transform coe cients of ff%
and f f; g respectively.

By Equations (3) and (4), we know that if d; = (¢
d) 2 (kS S=4;kS+ S=4), then the watermark can not
be extracted correctly. According to the theory of unitary
transforms, f d; g still obey Gaussian distribution N (0; 2)
if d 2 R. Consequently, the BER in case of Gaussian
nose can be computed as:

X Z kS + S=4 1 (x a)2
Koz ks s=4 2

Figure 5: The scheme of the temporal scaling

z 1 x_a)?
p— € 22 dx
jxj>s=4_ 2
) Z+1 2
= {32: s e 22 dx (5)

Equation (5) indicates that the robustness of water-
mark is mostly determined by the quantization step S
under the same power of noise corruption and is indepen-
dent of the original audio.

4.2 Amplitude Modi cation Attack

Assume that the amplitude of the audio sampleff;ji =
1,2;:::;Ng is changed tofj ; f;ig after the DA/AD,
where ; is the amplitude scaling factor of the i!" sam-
ple. In terms of unitary transformation, the amplitude of
coecients Y = fyiji = 1;2;:::;Ng will be changed to
fj yig, where ; is the corresponding scaling factor of
the i coe cient ;.

Let C° = fc‘-ojj = 1;2;:::;Mg denote the transform
coe cients of the watermarked audio, so the amplitude
modi cation on the coe cients is calculated as d; = (
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Figure 6: SNR curves betweenF and F %

1) & In case ofd, > kS + S=4 (k 2 Z), the watermark bit
can not be extracted exactly. In other words, if Equation
(6) is true, errors will occur:

0 S

(i ) a>ks+ (6)

wherek = b( ;| 1) ®=S+0:25c. ?is thei" transform
coe cient. If the amplitude modi cation is linear, then

= i, From the property of unitary transformation, we
have = ;. When 6 1, we rewrite Equation (6) as:

S
0 <.
( 1)q>kS+4.

Furthermore, we have

CIZ> ( zl)(k+0:25) ?f > 1 @
G<q 1)(k+0:25) ifo< < 1
wherek = b( 1) ’=S+0:25c. is amplitude change

factor. Note that the modi cation of the amplitude be-
come smaller, namely the value of goesto1,so( 1) c®
go to 0. The smaller number of the coe cients satisfying
Equation (7) indicates a lower BER. In the case of =1,
no attack occurs andBER is zero according to Equation
(6). Therefore, the BER of the watermark against ampli-
tude modi cation attack can be estimated as:

BER = R=M

where R denotes the number of coe cients satisfying
Equations (6) or (7) and M is the number of the coef-
cients selected for embedding watermark bits.

By Equations (6) and (7), the mainly inuences
caused by amplitude modi cation attack on the BER of
guantization-based audio watermarking are as follows,

1) The embedding strength. The larger of the size, the

stronger ability of the watermark to resist the attack.

2) The extent of the audio amplitude modi cation.

235

SNR of F and F;

g i = = — e = — — —p
S N S S S S
z
n
...................................... dialog.wa
15 ~— march.way
drum.wav
10 flute way
0 10 20 30 40 50 60
Time(s)

Figure 7: SNR curves betweenF and F2°

3) The type of the audio. For the same amplitude at-
tack, (i 1) c? keep unchanged, thusBER does
not rely on the audio type. As for amplitude scaling
attack, ( ; 1) =( 1) a constant, the stronger of
the signal energyc’, the larger ( 1) ¢ then the
weaker ability to resist amplitude scaling attack.

4.3 Temporal Scaling Attack

Let F = ff(i)g, F®= ffYj)g denote the watermarked
audio and the audio performed the DA/AD respectively.
L%and L are the number of samples in the and F. Tempo-
ral scaling occurs with a scaling factor of whenL°86 L,
where =(L° 1)=(L 1). Based on the property of con-
tinuous function, if f(t), 0 t<L , is the analog version
of F, it can be denoted asf (t ) after temporal scaling
with the factor . This means the position of samplef (i)
is shiftto f (i ). In case of is not an integer, the sample
f 9 i ) cannot be directly used in F° because each sample
point must be integer (refer to Figure 5). Normally, the
nearest sample points inF° are utilized to approximately
evaluate f (i ).

Since the positions of the samples in time domain are
modi ed by the temporal scaling, the transform coe -
cients ¢? are changed accordingly. From Equation (4), we
know that errors may occur if we extract the watermark
directly. Once the amount of the coe cient c¢® modi ed
is over (kS + S=4), the corresponding watermark bit w?
cannot be extracted correctly.

We useSNR to measure the e ects of temporal scaling
on the watermarked audio.

KF  FOO2

1
ifii)

i=0

SNR

)
l’( 1

F® = F%(  jf3=
i=0

where N = min(L;L9, F®= ffy denotes the normal-

ized version of FO by Equation (8), while f;, f°and f°

(8)
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BER under gaussian noise for march.wav BER under gaussian noise for dialog.wav
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Figure 8: BER against Gaussian noise(0; ?)

denote the amplitude of the i!" sample inF, F®and F results of BER after Gaussian noise corruption agree with

respectively. Since the amplitude may be modi ed after one another very well, which indicated the correctness of

the DAJAD, F 9 should be normalized before calculating Equation (5).

SNRs. Plots in Figure 9 show the BER under the amplitude
Taking Sound Blaster Live5.1soundcard as an exam- scaling attack. The excellent agreement between exper-

ple, we perform the DA/AD conversions on the audio sig- imental and theoretical results conrms the validity of

nal sampled at 8 kHz, and calculate SNRs of F verse Equation (7).

F % The results are shown in Figure 6.FXis the version

that F %is performed linear interpolation processing. The

SNRs curves ofF verseFare calculated as Figure 7.

i 00
_Flgure 6 shows that SNRs of F verse ™ decrease Compared with some given attacks, the DA/AD presents
quickly. It means that temporal scaling changes the loca- hall di kina d it involvi
tions of audio samples, and thus results in serious desyn—more chaflenges on aucio watermar g due o itinvolving
o . S energy modi cation and temporal scaling simultaneously.
chronization distortion. The main contributions of this paper are as follows
Figure 7 shows that the SNRs of some di erent audio ’

signals F ®with respect to F keep stabilization, indicat- 1) Investigated the possible degradation of audio wa-

6 Conclusions

ing that interpolation processing can e ectively alleviate termarking caused by the DA/AD, and modeled the
the degradation caused by the temporal scaling in the main degradations as noise corruption, temporal scal-
DA/AD. ing, and amplitude modi cation.

It is noted that the quantization-based audio water-
marking is susceptive to temporal scaling caused by the
DAJ/AD, even minor scaling may cause large distortion.
As for the other soundcards in Table 2 or other sampling
frequency, the same conclusion may be drawn.

2) Analyzed the performance of quantization-based au-
dio watermarking against audio amplitude modi ca-
tion and deducted the expression ofBER. The ex-
periment results demonstrate its validity.

3) Pointed out that the phase change of audio caused
. by the DA/AD may be represented as the tempo-
S EXpe”mental Results ral scaling based on the extensive experiments. The
scaling factor relies on the soundcard performance
and the sampling rate of audio les. Furthermore,
we analyzed the e ects of temporal scaling on audio
watermarking.

In order to demonstrate the validity of results shown in
Sections 4.1 and 4.2, we test the audios in Table 1 sampled
at 8 kHz denoted asmarch.wav and dialog.way, with the
embedding strength of 9000 and 5000 respectively. The
watermarks are embedded into low frequency sub-band of 4) Both the theoretical and experimental results show

DWT (with the wavelet base dbl) coe cients. Figures 8 that quantization-based audio watermarking is sus-
and 9 show the test results. The simulation results for ceptible to amplitude modi cation and temporal

other kinds of audios and other sampling frequencies like scaling, even minor scaling occurring in time domain
sampled at 44.1 kHz are similar. or wave magnitude will cause large watermark dis-

Figure 8 shows that the experimental and theoretical tortion. These conclusions mean that quantization
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BER under linear amplitude modification for dialog.wav

BER under linear amplitude modification for march.wav
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Figure 9: BER against linear amplitude scaling ( )

watermark embedding is sensitive to the DA/AD

and other e ective watermark embedding should be
addressed for the audio watermark to resist the [8]
DA/AD.
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