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I . INTRODUCTION

Denial-of-service(DoS) attackshave disruptedInternetservicesseverely [13]. Recently, DoS

attackshave beenusedfor online extortion [22] and even becomethe subjectof lawsuits [3].

IP tracebackis a techniquefor tracing the pathsof IP datagramsback toward their origins. IP

tracebackis not a goal but a meansto defendingagainstDoS attacks.Identifying the origins of

attackpacketsis the �rst stepin makingattackersaccountable.In addition,after �guring out the

network path which the attack traf�c follows, the victim underDoS attackcan apply defense

measuressuchaspacket�ltering further from thevictim andcloserto thesource.That improves

the ef�cacy of defensemeasuresandreducesthe collateraldamageto innocenttraf�c.

Many IP tracebacktechniqueshave beenproposed[6], [28], [27]. Among them, the proba-

bilistic packetmarking (PPM) approachhasbeenstudiedmostly [27], [29], [10], [15], [32]. In

a PPM approach,the router probabilisticallymarkspacketswith its identi�cation information,
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andthen the destinationreconstructsthe networkpath by combininga numberof suchmarked

packets.

Thereare two problemshinderingthe deploymentof PPM approachesin the Internet.First,

currentPPM approacheshave limited ef�ciency andaccuracy in tracing large-scaledistributed

DoS (DDoS) attacks.Becauseof the limited marking spacein IP header, the router splits

its identi�cation information into multiple fragmentsand marks the packetwith one of those

fragments.Those fragmentsneed to be reassembledat the destinationto restorethe router

identi�cation. In a DDoSattack,theattacktraf�c originatesfrom multiple sourcesandthevictim

receivesidenti�cation fragmentsfrom multiple routersin differentattackpaths.Thevictim needs

to verify the correctnessof all combinationsof fragmentsand reconstructattack pathsbased

on correct fragment combinations.The processof combining router identi�cation fragments

and verifying their correctnessincurs computationoverheadon victims and false positives in

reconstructedattackpaths.

The secondproblemis that Internetserviceproviders (ISPs) lack incentives to deploy PPM

approachesin their networks.Although someend usersmay clamor for IP tracebackfor DoS

defense,ISPs are reluctant to support PPM if they cannot sell PPM-basedIP tracebackas

a service.Moreover, similar to topology probing tools suchas traceroute, the PPM approach

revealsthenetworktopologyinformationof supportingISPs.ISPsgenerallyregardtheir network

topologiesascon�dential.Becauseof this reason,concernedISPswouldnot like to supportPPM,

just like someISPsblock tracerouterequests[9].

In this paper, we presentan accurateandsecurePPM (ASPPM)approachthat addressesthe

above-mentionedproblems.ASPPM identi�es routerswith assignedID numbersinsteadof IP

addresses.ASPPMalsoemploysa new IP headerencodingschemeto storethecompleterouter

identi�cation informationinto a singlepacket.In ASPPM,if a markedpacketis to be forwarded

to a customernot purchasingIP tracebackservice,the marking information in the packetwill

be removed. Hence,ASPPMis suitableto be deployedby ISPsasa value-addedservice.

Recordingthe completerouter identi�cation information within a single packeteliminates

the computationoverheadand falsepositiveswhich result from combiningrouter identi�cation

fragments.This also reducesthe numberof packetsrequired for reconstructingattack paths

sincea router in attack path can be derived from just one markedpacketinsteadof multiple

ones.Representingrouters with assignedID numbersinsteadof IP addressespreserves the
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con�dentiality of ISPnetworks.Providing IP tracebackto usersasa value-addedservicecreates

revenuefor ISPs.Our solutionaddressesthe needsof both endusersand ISPs.

The rest of this paper is organizedas follows. We review PPM approachesin SectionII.

SectionIII describesthe ASPPM approachin detail. SectionIV evaluatesthe performanceof

ASPPMthroughmathematicalanalysisandsimulation.SectionV discussesthe issuesinvolved

in deploying ASPPM. Section VI surveys related work. Finally we concludeour work in

SectionVII.

I I . PROBABILISTIC PACKET MARKING

Burch et al. [8] suggestedthe possibility of IP tracebackbasedon packet marking. The

intuition is to notify thepacketdestinationof thenetworkpathby recordingtheexistenceof the

routerson the routein forwardedpackets.Onefeasiblepacketmarkingschemeis that the router

probabilisticallymarkspacketswith its identi�cation informationas they are forwardedby that

router. The marking informationoverloadsa rarely used�eld in IP header. While eachmarked

packetrepresentsonly a small portion of the path it hastraversed,the whole networkpathcan

be reconstructedby combininga modestnumberof markedpackets.This kind of approachis

referredto asprobabilisticpacketmarking(PPM) [27].

Becauseof the probabilisticnatureof PPM, a packetmay arrive at the destinationwithout

having beenmarkedby any of the intermediaterouters.Wily attackersareableto “insert” false

routersinto the network path by sendingpacketswith carefully forged marking values.Most

PPMapproachesreserve a distance�eld in themarkingspaceto limit theeffect of fakemarking

values.Whena routerdecidesto marka packet,it writesa zerointo thedistance�eld; otherwise,

therouterincrementsthedistance�eld usingasaturatingaddition.In this way, any packetwritten

by the attackerwill have a distancegreaterthan the length of the true attackpath. Therefore,

it is impossiblefor an attackerto forge a router closerthan the �rst tracebackenabledrouter

throughwhich its packetshave to pass.

In a DDoS attack,thereare multiple attackersand the attacktraf�c traversesmultiple paths

beforeconverging at the victim. The goalof IP tracebackis to reconstructthe attack treewhich

is rootedat the victim andcomposedof the attackpathsfrom all of the attackersto the victim.

Therefore,in order to track multiple attackersin a DDoS attack, the PPM approachneedsa

mechanismto classifythe routersin differentattackpaths.Two kinds of schemesareemployed
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in PPM approachesto reconstructattacktrees.One is edgemarkingand the otherone is node

marking supplementedwith a network map. In the edge marking scheme,which is used in

CEFS [27], a markedpacketcarriesthe information about an edgein the network path. An

edgeis representedwith the two routersat eachend of a link. This schemecan distinguish

multiple attackpathsbecausetheedgesin thesamepathcanbe jointed togetherandthe routers

in differentpathsproducedisjoint edges.In thenodemarkingscheme,which is usedin FIT [32],

a markedpacketcarriesthe informationof an individual router. Thevictim consultsanupstream

routermap (a tree topologyrootedat the victim) to discernroutersin differentpaths.

The PPM approachhasfollowing advantages:

� Low overheadat routers.Packetmarking doesnot incur any storageoverheadat routers

andthemarkingprocedure(a write andchecksumupdate)canbeeasilyexecutedat current

routers.

� No additionalnetworktraf�c. The markinginformationis encodedin IP headerandpiggy-

backedon passingpackets.

� Supportingincrementaldeployment.The markinginformationencodedin packetscanpass

throughlegacy routersnot supportingPPM andarrivesat the destinationeventually. Given

a subsetof the routersin a path,an approximatepathcanbe determined.

However, thereare two challengesin applyingPPM approachesfor IP tracebackin practice.

(1) Scalability. CurrentPPM approachesare not scalableto large-scaleDDoS attacks.There

is no placein the currentIP headerdesignatedto storemarking information.To storemarking

informationin an IP option is not feasiblebecausemost routershandlepacketswith IP options

very slowly. In PPM approaches,the marking information overloadsa rarely used�eld in IP

header, i.e., 16-bit IP identi�cation �eld. A single packetusually cannot �t the identi�cation

information of a router (e.g., a 32-bit IP addressor an IP addresshashwith similar length).

The usualsolution is to split the router identi�cation into multiple non-overlappingfragments.

Whena routerdecidesto marka packet,therouterrandomlyselectsonefragmentandmarksthe

packetwith the selectedfragmentplus its offset in the original identi�cation. Thosefragments

arereassembledat the receiver to restorethe router identi�cation. In a DDoS attack,the attack

traf�c originatesfrom multiple sourcesand the victim receives identi�cation fragmentsfrom

multiple routersat the samedistance.The victim needsto try all combinationsof the fragments

at eachdistancewith disjoint offset values,check their correctness,and then acceptscorrect
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ones.

There are two kinds of schemesto verify the correctnessof fragmentcombinations.One

schemeis using integrity veri�cation codesto correlatethe fragmentsof the samerouter iden-

ti�cation. An integrity veri�cation code, such as a hash [27] or a checksum[15] of router

identi�cation, is includedinto the markingvalue.All packetsmarkedby the sameroutercarry

integrity veri�cation codeswhichareidenticalor compatiblewith eachother. Theotherschemeis

usingprede�nedsetsto checkthecorrectnessof fragmentcombinations.A fragmentcombination

is consideredcorrect if it is in the set.The set could be the routersat the samedistancefrom

the victim in an upstreamrouter map [29], [32], or the polynomialswith a degreeof speci�c

valuesin algebraicdomain[10].

Neitherschemeis 100%accurate,moreor less,in verifying the correctnessof fragmentcom-

binations.Falsepositive fragmentcombinationsintroducenonexistent routersin reconstructed

attackpaths.In addition,the processof combiningrouter identi�cation fragmentsandverifying

their correctnessincurscomputationoverheadon the victim. The morethe attackersin a DDoS

attack,the higher the computationoverheadandthe morethe numberof falsepositives.Hence,

router identi�cation fragmentationpreventsPPM approachesfrom being scalableto large-scale

DDoS attacks.

(2) Incentives. ISPs lack incentives to deploy PPM approachesin their networks.In general,

ISPsare not willing to supporta new protocol that cannotbe sold as a service.IP traceback

acceleratesvictim's reactionto DoS attacksandimprovestheef�cacy of DoSdefensemeasures.

Although somecustomersmay clamor for IP traceback,it is not easyfor ISPsto offer PPM-

basedIP tracebackasa value-addedserviceto createbene�t. Sinceit is unrealisticto maintain

per-�o w stateat routers,the routerssupportingPPM have to mark eachforwardedpacketwith

the sameprobability, disregarding whether the packetdestinationis paying for IP traceback

serviceor not. ISPsneeda mechanismto restrictthe useof IP tracebackserviceonly to paying

customers.

More importantly, ISPs would not like to disclosethe detailsof their networksbecauseof

securityconcerns.In currentPPM approaches,the router markspacketswith its IP addressor

relatedvariants(e.g.,hashof IP address).Any dedicatedendsystemcanconstructan upstream

routermapandderive theIP addressesof thoseroutersin themapusingthemarkinginformation

in received packets.Attackersmay utilize that mappingfeatureto set ISP's routersas targets.
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I I I . ASPPM APPROACH

TheaccurateandsecurePPM(ASPPM)approachis a nodemarkingscheme.The endsystem

maintainsan upstreamroutermapusingthe packetmarking informationcollectedduring peace

time. Like many otherPPM approaches,ASPPMreservesa distance�eld in the markingspace

to deal with fake marking values.Although ASPPM is similar to FIT [32] in someaspects,

ASPPMemploysa differentmarkingalgorithmanddeploymentschemeto improve IP traceback

performanceandappealto ISPs.

First,ASPPMdoesno longeridentify routersby their IP addressesor relatedvariants.Instead,

the identi�cation of a router consistsof two parts: its autonomoussystem(AS) numberand

an ID numberuniquely assignedwithin the AS. Hence,an end systemcannotinfer router IP

addressesfrom themarkingvaluesin receivedpackets.This alleviatestheISP's securityconcern

of disclosingnetwork topologies.

Second,ASPPM storesthe entire identi�cation information of a router in a single packet.

Therefore,the router doesnot needto split its identi�cation information into multiple frag-

ments.This eliminatesthe computationoverheadandfalsepositivesdueto router identi�cation

fragmentation.It alsoreducesthe numberof packetsrequiredfor reconstructingattackpathsas

only onemarkedpacketis enoughto identify a router in attackpath.

Third, our markingalgorithmfacilitatesdistinguishingmarkedpacketsandunmarkedpackets

originatedfrom legitimate users.This featurehelpsto �lter out noiseduring map construction

processand improves the accuracy of upstreamroutermap.

Last,ASPPMcanrestrictpacketmarkinginformationto interestedcustomersonly. A network

servicewhich canberestrictedto a subsetof customersis suitableto beofferedasa value-added

service.So IP tracebackbasedon ASPPMcancreaterevenuefor ISPsasa value-addedservice.

A. Packet Marking

In PPM approaches,compliantroutersmark packetsandreconstructedattackpathsarecom-

posedof only those traceback enabledrouters.Hence, it is enoughfor PPM approachesto

identify only tracebackenabledroutersinsteadof all the routersin the Internet. In ASPPM,

eachtracebackenabledrouterhasa nonzero13-bit ID numberwhich is uniquelyassignedwithin

its AS. Nonzero13-bit numbersare suf�cient to represent8191 routers.Sinceonly traceback

enabledroutersneedID numbers,13 bits are enoughfor any AS with up to 8191 traceback
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Fig. 1. Encodingmarkinginformation into IP header.

enabledrouters.An AS is identi�ed by its global unique 16-bit AS number. So, a traceback

enabledrouter is identi�ed by its AS numberand its ID numberwithin the AS.

We borrow the one bit distanceschemefrom FIT [32]. One bit in the marking spaceis

reserved as the distance�eld. When a routerdecidesto mark a packet,the router replacesthe

� ve least signi�cant bits of the TTL �eld in the packetwith a global constantc, and copies

the sixth leastsigni�cant bit of the TTL �eld to the 1-bit distance�eld of the packet.The TTL

�eld is decreasedby oneeachtime the packetis forwardedby a router. The packetdestination

cancalculatethe hop countsfrom the routerwhich markedthe packetbasedon the TTL value

anddistance�eld valuein the packetaswell asthe constantc. For every forwardedpacket,the

routercalculatesa markingpredicatebasedon the TTL value,distance�eld value,andconstant

c. The markingpredicatewill be true if the packethasnot beenmarkedfor the past32 hops.

If the marking predicateis true, the router will mark the packetdeterministically. Otherwise,

the routerwill mark the packetprobabilistically. The purposeof the markingpredicate,similar

to the saturatingadditionon the distance�eld in otherPPM approaches,is to prevent attackers

from forging a routercloserthanthe �rst tracebackenabledrouter in the attackpath.We refer

readersto [32] for details.

In ASPPM,the markingvalueconsistsof 29-bit router identi�cation (16-bit AS numberand

13-bit routerID number)and1-bit distancevalue.Figure1 depictshow themarkinginformation

�ts into IP header. TheAS numberoverloadstheIP identi�cation �eld, thedistancebit overloads

the unused�ag bit next to the IP identi�cation �eld, and the router ID numberoverloadsthe

fragmentoffset �eld.
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For eachpacketp

let r be a randomnumberfrom [0,1)

calculatethe markingpredicateQ

IF r < q OR Q = true THEN

p.identi�cation := AS number

p.fragmentoffset := router ID number

p.DF := 1

p.MF := 0

set the distancebit andTTL �eld accordingly

Fig. 2. Packetmarkingalgorithmat tracebackenabledrouters.

Similar to all other PPM approaches,ASPPM reusesthe IP identi�cation �eld which is

designatedfor IP fragmentation.Measurementstudiesshow that less than 0.25% of packets

are fragmentedin the Internet [30]. Savage et al. [27] discussedthe backwardcompatibility

issuesof reusingthe IP identi�cation �eld. ASPPMalso reusesthe reserved �ag bit for packet

marking,assuggestedin [10]. Becausethe fragmentoffset �eld becomesmeaninglesswhenthe

IP identi�cation �eld is usedfor the purposeother thanIP fragmentation,it hasbeenproposed

to reusethe fragmentoffset �eld for packetmarking [12], [21]. However, sincethe destination

regardsthe IP datagramwith a nonzerovalue in the fragmentoffset �eld as an IP fragment,

reusingthe fragmentoffset �eld maycausethe destinationhostto confusemarkedpacketswith

IP fragments.Additional mechanismsarerequiredto avoid this kind of confusion.In ASPPM,

the markinginformationin the fragmentoffset �eld of a markedpacketwill be removed before

the packetarrivesat the destination.For an enduserinterestedin IP traceback,a speci�c server

operatedby the useritself or by its ISP interceptsandprocessesthe marking information.We

will discussthis issuethoroughlyin SectionIII-B .

Routersmark packetswith the sameprobability q. Whena router decidesto mark a packet,

besidesstoringits identi�cation informationin thepacketandsettingthedistance�eld, therouter

also setsDon't Fragment(DF) �ag to be 1 and More Fragments(MF) �ag to be 0. Figure 2

describesthe marking algorithm. We omit the details of the distancemanipulationprocedure
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which is identicalwith FIT.

The purposeof settingthe DF and MF �ags is two fold. First, settingthe DF �ag prevents

themarkedpacketfrom beingfragmenteddownstreamfrom the markingrouter. So themarking

informationwill notberemoved.Second,settingtheDF andMF �ags helpsthepacketdestination

to distinguishmarkedpacketsandunmarkedpacketsoriginatedfrom legitimateusers.In ASPPM,

a packetis regardedas a markedpacketif its DF �ag is 1, MF �ag is 0, and fragmentoffset

�eld hasa nonzerovalue.This schemereducesthe falsepositives in the upstreamroutermap.

We will describethe detailsin SectionIII-C.

B. Deployment

Thedeploymentof ASPPMin anAS is asfollows: Someor all routersof theAS areenhanced

to supportASPPMmarkingprocedure,andall edgeroutersare in charge of the distribution of

packetmarking information.The marking informationcanonly reachthe customerspaying for

IP tracebackservice.If edgeroutersforward a markedpacketto a customernetworkor a local

hostwhich doesnot purchaseIP tracebackservice,edgerouterswill resetthe identi�cation �eld

andfragmentoffset �eld to remove the markinginformationin the packetbeforeforwardingit.

Figure3 describesthe forwardingprocedureat the edgeroutersof ASesdeployingASPPM.

Supposean AS, say A, supportsASPPM and one of its edgerouters,R, forwardsa marked

packetp. If packetp is destinedto a local hostwhich is not payingfor IP tracebackservice,the

markinginformationin p will be removed; if p is destinedto a local hostwhich is payingfor IP

tracebackservice,themarkinginformationwill remainin thepacket.If p is beingforwardedto a

customernetworkof A, themarkinginformationin p will be removedor unchanged,depending

on whetherthe customernetworkpurchasesIP tracebackservice.If p is being forwardedto a

peer or provider network, router R will checkwhetherthe destinationnetwork of p supports

ASPPM.If the destinationnetworkdoesnot supportASPPM,the marking informationwill be

removed. Otherwise,the marking informationwill remain.

We proposeto utilize BGP protocol as the vehicle to distribute the ASPPM deployment

information in AS level. Hence, ASes will know the existenceof remote ASes supporting

ASPPM. EachAS deployingASPPM advertisesits supportto ASPPM in a BGP attribute in

the network route advertisement.Only one bit is enoughto representthe ASPPM deployment

status.We proposeto utilize the communityattribute in BGP to carry the ASPPMdeployment
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For eachmarkedpacketp

let N be the next hop network

let D be the destinationnetworkof p

let d be the destinationhostof p

IF D is the currentAS THEN

IF d purchasesIP tracebackserviceTHEN

forward p

ELSE

remove marking information

forward p

IF N is a customernetworkTHEN

IF N purchasesIP tracebackserviceTHEN

forward p

ELSE

remove marking information

forward p

IF N is a peeror provider networkTHEN

IF D supportsASPPMTHEN

forward p

ELSE

remove marking information

forward p

Fig. 3. Packetforwardingalgorithmat edgeroutersof AS deployingASPPM.

statusbit. The communityattribute is 32 bits in length. The communityattribute is transitive

andoptional,which meansthat if a routerdoesnot understanda new communityvalue,it will

still forward the valueto next hop.

For endusersthat are interestedin IP tracebackservice,we proposeto usetraceback proxy

servers(TPS) to processpacketmarking information. TPS interceptsthe marking values in

packetsbeforethey reachthe endusers.TPS constructsthe upstreamrouter mapduring peace

time andreconstructsattackpathsuponthe requestof the enduserunderDoS attack.Thereare
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Stub AS

Stub AS

traceback proxy server (TPS)

edge router supporting ASPPM

edge router not supporting ASPPM

Transit AS

C

B

A

end system

Fig. 4. ASPPMdeployment.TransitAS A andstubAS B fully deployASPPM.All edgeroutersin ASesof A andB support

ASPPM.StubAS C partially deploysASPPM.In AS C, only the edgerouterconnectedwith AS A supportsASPPM.

two possiblelocationsfor TPS.One is at ISP side (e.g.,co-locatedwith ISP edgerouters),the

other is at userside (e.g., residingon enduser�re walls). ISPsmay charge more in the former

casesinceISPsdedicatemore resourcesfor servingendusers.

If a stub AS hasonly a few end usersinterestedin IP tracebackservice,upgradingall its

edgeroutersto supportASPPM may not be desirable.We proposean alternative deployment

schemeso thatASPPMcanbepartially deployedin a stubAS in returnfor modestperformance

decrease.ThestubAS only needsto upgradetheedgerouterconnectedwith its provider AS and

install a TPSco-locatedwith thatedgerouter. Theedgerouterremovesthemarkingvaluesin all

packetsexceptthosedestinedto theenduserspayingfor IP tracebackservice.TPSinterceptsand

processesthe markingvaluesin the packetsdestinedto the end userspaying for IP traceback.

A stubAS partially deployingASPPMcannottraceDoS attacksoriginatedwithin its network.

Figure4 illustratesthe deploymentof ASPPMin AS level.

EachAS deployingASPPM chargesa fee to its customers(networksor end users)who are

interestedin receiving packetmarking information. That only paying customerscan get the
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marking information reducesthe attacker's chanceto get that information to infer ISP network

topologies.It is possiblefor attackersto manageto get the marking information, for example,

throughpurchasingIP tracebackserviceor perpetratingman-in-the-middleattacks.But attackers

cannotderive routerIP addressesfrom packetmarkinginformationsincetherouteridenti�cation

doesnot reveal IP addresses.Usually, an ISP which is secretive aboutits topology information

is not willing to respondto networktopologyprobingsuchastraceroute. Hence,it is impossible

for attackersto maprouter identi�cations to IP addressesusing thosetools.

C. Map Construction

Tracebackproxy servers(TPS)makeuseof packetmarkinginformationto constructupstream

routermapsduringpeacetime.Thepacketsin thesameTCPconnectionareviewedastraversing

thesamenetworkpath.Hence,themarkinginformationin thosepacketsis usedto constructthe

networkpath.This ideawasoriginally proposedin FIT [32]. The markingalgorithmemployed

in ASPPMimprovesthe ef�ciency andaccuracy of map constructionprocedure.

In FIT, the router is identi�ed by a hashof its IP addressand eachmarkedpacketcarriesa

fragmentof the hash.After collectingenoughdifferentidenti�cation fragmentsfrom a routerat

a particulardistance,the endsystemneedsto scanthroughthe whole IP addressspaceto �gure

out the IP addressof that router. Although someoptimizationsmight be appliedto this process

(e.g.,consideronly A, B, andC classIP addresses,or storeall IP addressesin a list indexed by

their hashvalues),this mappingprocessstill imposescomputationor memoryoverheadon end

systems.Moreover, a packetmay traversethe networkwithout beingmarkedby routers.Packet

receiverscannotdistinguishmarkedpacketsandunmarkedpackets.The endsystemregardsthe

randomvaluesin themarking�eld of unmarkedpacketsasthemarkinginformationfrom routers

andusesthemto constructupstreamroutermaps.Thoseunmarkedpacketsintroducenonexistent

routersin constructedupstreamroutermaps.

In ASPPM, routers are representedby ID numbersand one marked packet containsthe

completerouter identi�cation. One markedpacketunambiguouslyindicatesthe router having

markedthat packet.In addition, a markedpacketand an unmarkedpacketoriginatedfrom a

legitimateuserare distinguishablein ASPPM.If a packethasbeenmarkedby a router, its DF

bit is 1, MF bit is 0, andfragmentoffset �eld hasa nonzerovalue.It is unlikely that this setting

appearsin unmarkedpacketsover TCP connectionsoriginated from legitimate users.Since
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# DF MF Offset Meaning

1 0 0 0 unmarkedpacket,fragmentationallowed

2 0 0 > 0 last fragment

3 0 1 0 �rst fragment

4 0 1 > 0 intermediatefragment

5 1 0 0 unmarkedpacket,fragmentationnot allowed

6 1 0 > 0 markedpacket

7 1 1 0 improbable

8 1 1 > 0 improbable

TABLE I

MEANING OF COMBINATIONS.

modernTCP implementationslimit the size of TCP segmentsaccordingto the path MTU for

preventing IP fragmentationat sendinghosts[20], it is unlikely that a host sendsIP fragments

over TCP connections.An IP datagramwith DF �ag being 1 will not be fragmentedwhile

traversingthenetwork.Whenthe routerfragmentsan IP datagram(its DF �ag is 0), theDF �ag

will not be changed[25]. Table I lists the combinationsof all possiblevaluesof the fragment

�ags andfragmentoffset�eld. Therefore,almostall unmarkedpacketsoriginatedfrom legitimate

userscanbe distinguishedfrom markedpackets.During the mapconstructionprocess,TPScan

�lter outmostunmarkedpacketsfrom legitimateusers,therebyreducingthefalsepositive routers

in upstreamroutermaps.

D. Attack Path Reconstruction

Upon detectinga DoS attack, the victim informs its TPS to reconstructattack pathsbased

on the marking informationin attackpackets.The markingvalue in a singlepacketrevealsthe

identi�cation of the router having markedthat packetand its distancefrom the victim. Given

this information, a router can be pinpointedin the upstreamrouter map easily. Pinpointing a

router in the mapdeterminesall downstreamroutersin the networkpathfrom that routerto the

victim. So,theprocessof attackpathreconstructionis generallyfasterin nodemarkingschemes

thanedgemarkingschemes.Receiving markedpacketsfrom all downstreamroutersin anattack

pathmakesthevictim morecon�dent aboutthecorrectnessof thepath.Requiringfewer packets
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to reconstructattackpathsmeansthat the victim canreactto DoS attacksmorequickly.

Dependingon the reactionafter reconstructingattackpaths,the victim may or may not need

to contactASesto maprouteridenti�cations to IP addresses.If thevictim wantsto setup packet

�lters at someremoteroutersto rate-limit attacktraf�c, thevictim just informsappropriateASes

aboutthe ID numbersof the routers.In this case,thereis no needto maprouter identi�cations

to IP addresses.

IV. EVALUATIONS

We evaluatethe performanceof ASPPM throughmathematicalanalysisand simulation.We

study the ef�ciency and accuracy of ASPPM in tracing DDoS attacks.We also study the

speed(i.e., the numberof received packets)of ASPPM to constructupstreamroutermapsand

reconstructattackpaths.

A. Analysis

Given a PPM approach,we assumethat the router identi�cation is divided into k fragments.

Supposein a DDoS attack,theattacktraf�c traversesm distinct routersat a speci�c distanced.

In other words, thereare m routerswhich are d hopsaway from the victim in the attacktree.

Therewill bemk possiblecombinationsof fragments.Amongthem,m combinationsarecorrect,

andtherest(mk � m) combinationsareincorrect.Thecomputationoverheadof combiningthose

fragmentsand verifying their correctnessis boundedby O(mk). Given a veri�cation scheme,

let p be the probability of acceptingan arbitrary fragmentcombinationas correct.Then the

probability that thereare falsepositive combinationsat distanced is

f = 1 � (1 � p)mk � m :

In ASPPM, the completerouter identi�cation is storedinto a single packet.That is, k = 1.

Therefore,thecomputationoverheadof combiningidenti�cation fragmentsis boundedby O(m)

and the probability of false positive combinationsf = 0. ASPPM incurs less computation

overheadand doesnot generatefalse positive routers in the processof reconstructingattack

paths.

In order to constructa network path in upstreamrouter map, ASPPM needsone marked

packetfrom eachrouter in the path.Supposethe markingprobability at routersis q. Let X be
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the numberof packetsrequiredto constructa network path of d hops.Basedon the coupon

collector problemin the equiprobablecase,Savageet al. [27] derived an upperboundon the

expectationof X :

E(X ) <
ln(d)

q(1 � q)d� 1
:

In the processof tracing a DoS attack, identifying a router in the upstreamrouter map

determinesall downstreamroutersin the attackpath.Hence,receiving onemarkedpacketfrom

thefurthestrouterin anattackpathenablesthevictim to identify thewholeattackpath.Suppose

anattackpathis d hopslong andthefurthestrouterin this pathis R. Theprobabilityof receiving

onemarkedpacketfrom R is q(1 � q)d� 1. Let Y be the numberof packetsrequiredto get the

�rst markedpacketfrom R. BecauseY follows the geometricdistribution, we have

E(Y) =
1

q(1 � q)d� 1 :

We canseethat ASPPMneedsfewer packetsto reconstructan attackpath than to construct

a networkpathof the samelength in upstreamroutermap.

B. Simulation

Throughsimulations,we complementtheanalyticresultson thenumberof packetsrequiredby

ASPPMin (1) upstreamroutermapconstructionand(2) attackpathreconstruction.We simulate

thatpacketstravel alongnetworkpathsof differentlengthsandall routersmarkpacketswith the

sameprobability. We set the markingprobability to be 0.04, which is usedin most simulation

work on previous PPM approaches[27], [29], [32]. We conduct1000test runs for eachsetting

of parameters.For comparisonpurpose,we perform a similar simulation for FIT. We assume

that FIT needs3 markedpacketsto identify a markingrouter. That correspondsto the bestcase

scenariofor FIT [32].

Figure5 shows the meanand95th percentilefor the numberof packetsrequiredto construct

a networkpath in upstreamroutermap.The numberof packetsrequiredin ASPPM is around

one third of that in FIT. Map constructionis basedon the packetsreceived from the same

TCP connection.We cannotalwaysexpectto receive enoughpacketsfor constructingthe entire

networkpathbeforea TCP connectionis closed.Figure6 depictsthe averagepercentageof the

network path being constructedgiven a certain numberof packets.In the simulation,we set

the length of networkpath to be 15 and25 hops,respectively. Considera networkpath which
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Fig. 5. Numberof packetsrequiredfor map construction.
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Fig. 6. Percentageof mapconstruction.

is d hopsin length. If the end systemconstructsthe nearestn consecutive routersin the path

after receiving a certainnumberof packets,we say that n
d � 100%of the path is constructed.

Whenthe numberof received packetsis small (� 200), ASPPMcanconstructmorepercentage

of networkpath than FIT.

Figure7 shows themeanand95thpercentilefor thenumberof packetsrequiredto reconstruct

an attack path. By comparingwith Figure 5, we can see that reconstructingan attack path

needsfewer packetsthanconstructinga networkpathof the samelength.This is becasue,after

identifying a router in an attackpath, the victim can determineall downstreamroutersin the

samepath throughconsultingthe upstreamroutermap.Partially identi�ed attackpathsarestill

valuablefor DoS defense.Figure 8 depictsthe relationshipbetweenthe averagepercentageof

the attackpath being reconstructedand the numberof received packets.We assumethe attack

path is 15 and 25 hops long, respectively. Supposean attack path is d hops in length. If the
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Fig. 7. Numberof packetsrequiredfor attackpath reconstruction.
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Fig. 8. Percentageof attackpathreconstruction.

furthest router being identi�ed by the victim after receiving a certainnumberof packetsis m

hopsaway, we say that m
d � 100%of the attackpath is reconstructed.When receiving a small

numberof packets(� 100),ASPPMcanreconstructmorepercentageof attackpath thanFIT.

ASPPM requiresfewer packetsthan FIT for both router map constructionand attack path

reconstruction.This is becauseASPPM needsonemarkedpacket,insteadof multiple ones,to

determinea router in the networkpath.

V. DISCUSSION

In this section,we discusssomerelatedissuesaboutASPPM.

A. Backward Compatibility

Theonebit distanceschememodi�es theTTL �eld in markedpackets.TheTTL modi�cation

may causea packet to be dropped prematurelybefore reaching the destinationor prevent
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routers from discardingpacketsin routing loops. The study in [32] shows that the one bit

distancescheme,with a carefully selectedTTL replacementconstantc, can avoid both of the

aforementionedproblems.

ASPPMreusesthe fragmentoffset �eld andthe markingvalue in that �eld will be removed

beforethe packetreachesthe destination.That may makean IP fragmentappearto be a non-

fragmentedIP datagram.ASPPMtries to avoid this mistakeby discouragingIP fragmenttraf�c

in the network.When an edgerouter of an AS supportingASPPM is forwarding a packet,if

the packetis an IP fragment(the 2nd, 3rd, 4th, 7th, and 8th lines in Table I), the router will

drop the packetandsendback an ICMP “fragmentationneededand the DF bit was set” error

messageto the source.The sourceis thenexpectedto reducethe packetsizefor future packets

going toward the samedestinationto avoid further fragmentation.

B. Overhead

If a markedpacketis destinedto a router, the routershouldbeableto toleratenonzerovalues

in thefragmentoffset�eld of thepacket.Themarkinginformationwill not reachthenetworknot

supportingASPPMor thestubAS partially deployingASPPM.TheAS fully deployingASPPM

needsto upgradeall routersto toleratenonzerovaluesin the fragmentoffset �eld. Upgrading

all routersin an AS may be dif�cult in the initial deploymentphase.We proposean alternative

solution.Supposean AS begins to deploy ASPPM.The AS upgradessomeroutersto support

ASPPM marking algorithm and modi�es all edge routers for controlling the distribution of

markinginformation.The restlegacy routersin theAS networkareunchanged.Thosetraceback

enabledroutersand the edgerouterskeeptrack of the informationof legacy routers.The edge

routersremove the marking information in the packetsdestinedto the legacy routers.And the

tracebackenabledroutersdo not mark the packetsdestinedto the legacy routers.In this way,

not all routersin the networkneedto be upgradedin the initial deploymentphase.

Thereis a closecooperationbetweenthe tracebackproxy server andenduser. In the process

of constructingupstreamroutermaps,thetracebackproxy server needsto keeptrackof theTCP

connectionsfrom andto its users.In theprocessof reconstructingattackpaths,thevictim needs

to notify the tracebackproxy server abouttheattacksignatureso that thetracebackproxy server

can reconstructattackpathsbasedon attackpackets.

The edgeroutersof the AS deploying ASPPM control the distribution of packetmarking
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information. That introducessomeoverheadto edgerouters.Becauseedgeroutersonly keep

track of AS-level statusinformationandthe statusof local hosts,the incurredstorageoverhead

is scalable.Moreover, ASPPMdoesnot introduceadditionalprocessingoverheadto corerouters.

VI . RELATED WORK

Motivated by the increasingfrequency of DoS attacks and demandfor Internet forensic

analysis,many IP tracebackapproacheshave beenproposed.Basedon the place where the

network path information is recorded,IP tracebackapproachescan be classi�ed into three

categories:

� Packetmarking: the information is recordedin forwardedpackets.

� ICMP traceback:the information is recordedin router-generatedICMP packets.

� Packetlogging: the information is recordedat routers.

Burch et al. [8] mentionedthe idea of IP tracebackbasedon marking packets,either prob-

abilistically or deterministically, with the identi�cation information (e.g., IP addresses)of the

routersthey passthrough.

Probabilisticpacketmarking (PPM) is the most studied approachto realize IP traceback.

Most prior researchwork has focusedon improving PPM from the perspective of end users,

such as improving the ef�ciency, accuracy, and speedof the processof reconstructingattack

paths.Besidesaddressingthe end user's needslisted above, our work in this paperimproves

PPM from the perspective of ISPs.Our PPM approachis considerateof the security of ISP

networksandsuitableto be deployedasa revenue-generatingservice.

Someresearchworks have been conductedon the theoreticalaspectof PPM approaches.

Park et al. [23] studiedthe effectivenessof PPM approachesin the adversarialcontext where

attackerscan forge marking values.Alder [1] theoreticallyanalyzedthe tradeoffs betweenthe

sizeof markingspace,thenumberof attackers,andthenumberof packetsrequiredto reconstruct

attackpaths.

The proposalsof IP tracebackbasedon deterministicpacketmarking (DPM) eitherabandon

the constrainton the marking space[2] or carry extra assumptions(e.g., all ingressrouters

are tracebackenabled)[5]. The major feasibleapplicationof DPM is to createa commonpath

signaturefor all packetstraversingthesamenetworkroute,for thepurposeof �ltering out attack

traf�c at the victim site [31], [16], [11].
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Bellovin et al. [6] proposedICMP traceback(iTrace).The principle ideais that routersselect

packetswith low probability (1/20,000),and then send ICMP tracebackmessagesincluding

the contentsof sampledpacketsand local path information to the samedestinationsas the

selectedpackets.Mankin et al. [19] introduceda feedbackmechanisminto iTrace.With that

feedbackmechanism,thevictim is ableto inform routersof its interestto receive ICMP traceback

messages.So routerscan createand sendICMP tracebackmessagespurposefully insteadof

randomly. Barros [4] suggesteda simple enhancementto iTrace to addressDDoS re�ector

attacks[24]. The suggestionis to let routersalsosendICMP tracebackmessagesto the sources

of the sampledpackets.

Sager[26] suggestedto realize IP tracebackwith packetlogging. The main idea is to log

packetsat the routersthroughwhich they passandderive networkpathsbasedon the logging

information at routers.The key advantageof log-basedIP tracebackis the potentialof tracing

a singleIP datagram.Historically, packetlogging wasthoughtimpracticalbecauseof enormous

storagespacefor packet logs. Snoerenet al. [28] presentedhash-basedIP tracebackwhich

reducesthe storageoverheadsigni�cantly. Their approachrecordspacketdigests,insteadof

packetsthemselves, in a space-ef�cient data structure,Bloom �lter [7]. Someenhancements

on hash-basedIP tracebackhave been proposedto further reduce the storageoverheadof

packetdigests.Li et al. [18] proposedprobabilisticpacketlogging. In their approach,routers

probabilisticallyselecta small percentageof forwardedpacketsand recordthe digestsof these

selectedpackets.Lee et al. [17] proposedto digestpacketaggregation units (packet�o ws or

source-destinationsets)insteadof individualpackets.Recordingthedigestsof packetaggregation

units reducesthe storageoverheadbecausean aggregationunit usuallyconsistsof a numberof

packets.Gong et al. [14] proposedan IP tracebackapproachbasedon both packetmarking

andpacketlogging. The main idea is to utilize packetmarking to aggregatethe informationof

multiple routersandstorethesepathinformationat a subsetof the routersin the networkpath.

VI I . CONCLUSION

In this paper, we have presenteda new probabilisticpacketmarkingapproachfor IP traceback.

Our approachstoresthe whole router identi�cation within a single packet.Therefore,there is

no computationoverheadand falsepositives resultingfrom router identi�cation fragmentation.

Our approachdoesnot disclosethe IP addressesof the routershaving markedpacketsso as to
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preserve the con�dentiality of ISP networks.Our approachcanrestrictthe marking information

to payingcustomersonly. Hence,it is suitableto bedeployedasa value-addedserviceto create

revenuefor ISPs.Ourapproachimprovestheperformanceof IP tracebackandprovidesincentives

to ISPs.
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