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|. INTRODUCTION

Denial-of-servicg DoS) attackshave disruptedinternetservicesseverely [13]. Recently DoS
attackshave beenusedfor online extortion [22] and even becomethe subjectof lawsuits [3].
IP tracebacks a techniquefor tracingthe pathsof IP datagramsack toward their origins. IP
tracebacks not a goal but a meansto defendingagainstDoS attacks.ldentifying the origins of
attackpacketds the rst stepin makingattackersaccountableln addition,after guring outthe
network path which the attacktrafc follows, the victim underDoS attack can apply defense
measuresuchaspacket Itering furtherfrom the victim andcloserto the source.Thatimproves
the ef cacy of defensemeasuresandreduceshe collateraldamageto innocenttraf c.

Mary IP tracebacktechniqueshave beenproposed6], [28], [27]. Among them, the proba-
bilistic packetmarking (PPM) approachhasbeenstudiedmostly [27], [29], [10], [15], [32]. In

a PPM approachthe router probabilistically marks packetswith its identi cation information,



andthenthe destinationreconstructghe network path by combininga numberof suchmarked
packets.

Therearetwo problemshinderingthe deploymentof PPM approachesn the Internet.First,
currentPPM approache$ave limited ef ciency andaccurag in tracing large-scaledistributed
DoS (DDoS) attacks.Becauseof the limited marking spacein IP header the router splits
its identi cation information into multiple fragmentsand marksthe packetwith one of those
fragments.Those fragmentsneedto be reassembledat the destinationto restorethe router
identi cation. In aDDoS attack,the attacktraf ¢ originatesfrom multiple sourcesandthe victim
recevesidenti cation fragmentsrom multiple routersin differentattackpaths.Thevictim needs
to verify the correctnesof all combinationsof fragmentsand reconstructattack pathsbased
on correct fragmentcombinations.The processof combining router identi cation fragments
and verifying their correctnessncurs computationoverheadon victims and false positives in
reconstructedhttackpaths.

The secondproblemis that Internetserviceproviders (ISPs) lack incentvesto deploy PPM
approachesn their networks.Although someend usersmay clamor for IP tracebackfor DoS
defense,ISPs are reluctantto supportPPM if they cannotsell PPM-basedP tracebackas
a service.Moreover, similar to topology probing tools such as traceoute the PPM approach
revealsthe networktopologyinformationof supportinglSPs.ISPsgenerallyregardtheir network
topologiesascon dential. Becausef thisreasonconcernedSPswould notlike to supportPPM,
just like somelSPsblock tracerouterequestq9].

In this paper we presentan accurateand securePPM (ASPPM) approachthat addressethe
abore-mentionedproblems.ASPPM identi es routerswith assignedD numbersinsteadof IP
addressesASPPMalsoemploysa new IP headerencodingschemeto storethe completerouter
identi cation informationinto a singlepacket.In ASPPM,if a markedpacketis to be forwarded
to a customernot purchasinglP tracebackservice,the marking informationin the packetwill
be removed. Hence, ASPPMis suitableto be deployedby ISPsas a value-addedervice.

Recordingthe completerouter identi cation information within a single packeteliminates
the computationoverheadand false positves which resultfrom combiningrouteridenti cation
fragments.This also reducesthe numberof packetsrequiredfor reconstructingattack paths
sincea router in attack path can be derived from just one marked packetinsteadof multiple

ones. Representingouters with assignedID numbersinsteadof IP addressegpreseres the



con dentiality of ISP networks.Providing IP tracebacko usersasa value-addedervicecreates
revenuefor ISPs.Our solution addressethe needsof both end usersand ISPs.

The rest of this paperis organizedas follows. We review PPM approachesn Sectionll.
Sectionlll describeshe ASPPM approachin detail. SectionlV evaluatesthe performanceof
ASPPMthroughmathematicabnalysisand simulation.SectionV discusseshe issuesinvolved
in deploying ASPPM. Section VI surweys related work. Finally we concludeour work in
SectionVII.

[I. PROBABILISTIC PACKET MARKING

Burch et al. [8] suggestedhe possibility of IP tracebackbasedon packet marking. The
intuition is to notify the packetdestinationof the networkpath by recordingthe existenceof the
routerson theroutein forwardedpacketsOnefeasiblepacketmarkingschemads thatthe router
probabilisticallymarks packetswith its identi cation informationasthey are forwardedby that
router The marking information overloadsa rarely used eld in IP headerWhile eachmarked
packetrepresent®nly a small portion of the pathit hastraversed,the whole network path can
be reconstructedy combininga modestnumberof markedpackets.This kind of approachis
referredto as probabilisticpacketmarking (PPM) [27].

Becauseof the probabilistic natureof PPM, a packetmay arrive at the destinationwithout
having beenmarkedby ary of the intermediaterouters.Wily attackersareableto “insert” false
routersinto the network path by sendingpacketswith carefully forged marking values.Most
PPMapproachesesere a distanceeld in the markingspaceto limit the effect of fake marking
values.Whenarouterdecidedo marka packet,it writesa zerointo thedistanceeld; otherwise,
therouterincrementghedistanceeld usingasaturatingaddition.In this way, ary packetwritten
by the attackerwill have a distancegreaterthan the length of the true attack path. Therefore,
it is impossiblefor an attackerto forge a router closerthan the rst tracebackenabledrouter
throughwhich its packetshave to pass.

In a DDoS attack,thereare multiple attackersand the attacktraf ¢ traversesmultiple paths
beforeconverging at the victim. The goal of IP tracebacks to reconstructhe attad treewhich
is rootedat the victim and composedf the attackpathsfrom all of the attackergo the victim.
Therefore,in order to track multiple attackersin a DDoS attack,the PPM approachneedsa
mechanismo classifythe routersin differentattackpaths.Two kinds of schemesare employed



in PPM approacheso reconstructattacktrees.Oneis edgemarking and the otheroneis node
marking supplementedvith a network map. In the edge marking scheme,which is usedin
CEFS|[27], a markedpacketcarriesthe information aboutan edgein the network path. An
edgeis representedvith the two routersat eachend of a link. This schemecan distinguish
multiple attackpathsbecausd¢he edgesn the samepath canbe jointed togetherandthe routers
in differentpathsproducedisjoint edgesin the nodemarkingschemewhichis usedin FIT [32],
a markedpacketcarriestheinformationof anindividual router The victim consultsan upstream
routermap (a treetopology rootedat the victim) to discernroutersin differentpaths.

The PPM approachhasfollowing adwantages:

Low overheadat routers.Packetmarking doesnot incur ary storageoverheadat routers
andthe markingprocedurga write andchecksunupdate)canbe easily executedat current
routers.

No additionalnetworktraf c. The markinginformationis encodedn IP headerand piggy-
backedon passingpackets.

Supportingincrementaldeployment.The markinginformationencodedn packetscanpass
throughlegacgy routersnot supportingPPM and arrives at the destinationeventually Given
a subsetof the routersin a path,an approximatepath canbe determined.

However, therearetwo challengesn applying PPM approachesor IP tracebackin practice.
(1) Scalability. CurrentPPM approachesre not scalableto large-scaleDDoS attacks.There
is no placein the currentIP headerdesignatedo store markinginformation. To storemarking
informationin an P optionis not feasiblebecausenostroutershandlepacketswith IP options
very slowly. In PPM approachesthe marking information overloadsa rarely used eld in IP
headeri.e., 16-bit IP identi cation eld. A single packetusually cannot t the identi cation
information of a router (e.g., a 32-bit IP addressor an IP addresshashwith similar length).
The usualsolutionis to split the router identi cation into multiple non-overlappingfragments.
Whena routerdecideso marka packetthe routerrandomlyselectsonefragmentandmarksthe
packetwith the selectedfragmentplus its offsetin the original identi cation. Thosefragments
arereassembleat the recever to restorethe routeridenti cation. In a DDoS attack,the attack
traf c originatesfrom multiple sourcesand the victim receves identi cation fragmentsfrom
multiple routersat the samedistance.The victim needsto try all combinationsof the fragments

at eachdistancewith disjoint offset values,check their correctnessand then acceptscorrect



ones.

There are two kinds of schemego verify the correctnessof fragmentcombinations.One
schemaes usingintegrity veri cation codesto correlatethe fragmentsof the samerouteriden-
ti cation. An integrity veri cation code, such as a hash[27] or a checksum[15] of router
identi cation, is includedinto the marking value. All packetsmarkedby the samerouter carry
integrity veri cation codeswhich areidenticalor compatiblewith eachother The otherschemas
usingprede nedsetsto checkthe correctnessf fragmentcombinationsA fragmentcombination
is considereccorrectif it is in the set. The setcould be the routersat the samedistancefrom
the victim in an upstreamrouter map [29], [32], or the polynomialswith a degree of specic
valuesin algebraicdomain[10].

Neitherschemds 100%accuratemoreor less,in verifying the correctnes®f fragmentcom-
binations.False positive fragmentcombinationsintroduce noneistent routersin reconstructed
attackpaths.In addition,the processf combiningrouteridenti cation fragmentsand verifying
their correctnessncurs computationoverheadon the victim. The morethe attackersn a DDoS
attack,the higherthe computationoverheadandthe more the numberof false positives.Hence,
routeridenti cation fragmentationpreventsPPM approache$rom being scalableto large-scale
DDoS attacks.

(2) Incentives. ISPslack incentves to deploy PPM approachesn their networks.In general,
ISPsare not willing to supporta new protocol that cannotbe sold as a service.IP traceback
accelerategictim's reactionto DoS attacksandimprovesthe ef cacy of DoS defensameasures.
Although somecustomeramay clamor for IP tracebackit is not easyfor ISPsto offer PPM-
basedIP tracebackasa value-addedserviceto createbene t. Sinceit is unrealisticto maintain
per o w stateat routers,the routerssupportingPPM have to mark eachforwardedpacketwith
the sameprobability, disregarding whetherthe packetdestinationis paying for IP traceback
serviceor not. ISPsneeda mechanisnto restrictthe useof IP tracebackserviceonly to paying
customers.

More importantly ISPswould not like to disclosethe details of their networksbecauseof
securityconcernsln currentPPM approachesthe router marks packetswith its IP addressor
relatedvariants(e.g., hashof IP address)Any dedicatedend systemcan constructan upstream
routermapandderive the IP addressesf thoseroutersin the mapusingthe markinginformation

in receved packets Attackersmay utilize that mappingfeatureto setISP's routersastarmgets.



[11. ASPPM APPROACH

TheaccurateandsecurePPM (ASPPM)approachs a nodemarkingschemeThe endsystem
maintainsan upstreanrouter map using the packetmarking information collectedduring peace
time. Like mary other PPM approachesASPPMresenresa distanceeld in the markingspace
to deal with fake marking values. Although ASPPM is similar to FIT [32] in someaspects,
ASPPMemploysa differentmarkingalgorithmanddeploymenschemeo improve IP traceback
performanceand appealto ISPs.

First, ASPPMdoesno longeridentify routersby their IP addressesr relatedvariants.Instead,
the identi cation of a router consistsof two parts: its autonomoussystem(AS) numberand
an ID numberuniquely assignedwithin the AS. Hence,an end systemcannotinfer router IP
addressefrom the markingvaluesin receved packetsThis alleviatesthe ISP's securityconcern
of disclosingnetworktopologies.

Second, ASPPM storesthe entire identi cation information of a routerin a single packet.
Therefore,the router does not needto split its identi cation information into multiple frag-
ments.This eliminatesthe computationoverheadand false positives dueto routeridenti cation
fragmentationlt alsoreduceshe numberof packetsrequiredfor reconstructingattackpathsas
only one markedpacketis enoughto identify a routerin attackpath.

Third, our marking algorithmfacilitatesdistinguishingmarkedpacketsand unmarkedpackets
originatedfrom legitimate users.This featurehelpsto Iter out noiseduring map construction
processandimprovesthe accurag of upstreanrouter map.

Last, ASPPMcanrestrictpacketmarkinginformationto interesteccustomernly. A network
servicewhich canberestrictedto a subsebf customerss suitableto be offeredasa value-added

service.So IP tracebackbhasedon ASPPMcancreaterevenuefor ISPsasa value-addedervice.

A. Padcket Marking

In PPM approachescompliantroutersmark packetsand reconstructedittack pathsare com-
posedof only thosetraceba& enabledrouters.Hence,it is enoughfor PPM approachego
identify only tracebackenabledroutersinsteadof all the routersin the Internet.In ASPPM,
eachtracebaclenabledouterhasa nonzerol3-bitID numberwhichis uniquelyassignedwithin
its AS. Nonzerol13-bit numbersare sufcient to represen8191 routers.Since only traceback

enabledroutersneedID numbers,13 bits are enoughfor ary AS with up to 8191 traceback
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Fig. 1. Encodingmarkinginformationinto IP header

enabledrouters.An AS is identi ed by its global unique 16-bit AS number So, a traceback
enabledrouteris identi ed by its AS numberandits ID numberwithin the AS.

We borrow the one bit distanceschemefrom FIT [32]. One bit in the marking spaceis
resened asthe distance eld. When a routerdecidesto mark a packet,the routerreplacesthe

ve leastsigni cant bits of the TTL eld in the packetwith a global constantc, and copies
the sixth leastsigni cant bit of the TTL eld to the 1-bit distanceeld of the packet.The TTL

eld is decreasedby one eachtime the packetis forwardedby a router The packetdestination
can calculatethe hop countsfrom the router which markedthe packetbasedon the TTL value
anddistanceeld valuein the packetaswell asthe constantc. For every forwardedpacket,the
routercalculatesa markingpredicatebasedon the TTL value,distanceeld value,andconstant
c. The marking predicatewill be true if the packethasnot beenmarkedfor the past32 hops.
If the marking predicateis true, the router will mark the packetdeterministically Otherwise,
the routerwill mark the packetprobabilistically The purposeof the marking predicate similar
to the saturatingadditionon the distance eld in other PPM approachess to preventattackers
from forging a router closerthanthe rst tracebackenabledrouterin the attackpath. We refer
readergo [32] for details.

In ASPPM, the marking value consistsof 29-bit routeridenti cation (16-bit AS numberand
13-bitrouterID number)and1-bit distancevalue.Figurel depictshow the markinginformation
ts into IP headerThe AS numberoverloadsthe IP identi cation eld, thedistancebit overloads
the unused ag bit next to the IP identi cation eld, andthe router ID numberoverloadsthe
fragmentoffset eld.



For eachpacketp
let r be a randomnumberfrom [0,1)
calculatethe marking predicateQ
IF r < qORQ =true THEN
p.identi cation := AS number
p.fragmentoffset := router ID number
p.DF =1
p.MF :=0
setthe distancebit and TTL eld accordingly

Fig. 2. Packetmarking algorithmat tracebackenabledrouters.

Similar to all other PPM approachesASPPM reusesthe IP identi cation eld which is
designatedor IP fragmentation.Measuremenstudiesshav that lessthan 0.25% of packets
are fragmentedin the Internet[30]. Savageet al. [27] discussedhe backwardcompatibility
issuesof reusingthe IP identi cation eld. ASPPMalsoreuseshe resened ag bit for packet
marking,assuggestedn [10]. Becausehe fragmentoffset eld becomesneaninglessvhenthe
IP identi cation eld is usedfor the purposeotherthanIP fragmentationjt hasbeenproposed
to reusethe fragmentoffset eld for packetmarking[12], [21]. However, sincethe destination
regardsthe IP datagramwith a nonzerovalue in the fragmentoffset eld asan IP fragment,
reusingthe fragmentoffset eld may causethe destinationrhostto confusemarkedpacketswith
IP fragments.Additional mechanismsre requiredto avoid this kind of confusion.In ASPPM,
the markinginformationin the fragmentoffset eld of a markedpacketwill be removed before
the packetarrivesat the destination For an enduserinterestedn IP tracebacka speci ¢ sener
operatedby the useritself or by its ISP interceptsand processeshe marking information. We
will discussthis issuethoroughlyin Sectionlll-B.

Routersmark packetswith the sameprobability . When a router decidesto mark a packet,
besidesstoringits identi cation informationin the packetandsettingthe distanceeld, therouter
also setsDon't Fragment(DF) ag to be 1 and More FragmentgMF) ag to be 0. Figure 2

describesthe marking algorithm. We omit the details of the distancemanipulationprocedure
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which is identicalwith FIT.

The purposeof settingthe DF and MF ags is two fold. First, settingthe DF ag prevents
the markedpacketfrom being fragmenteddownstreamfrom the markingrouter So the marking
informationwill notberemoved.Secondsettingthe DF andMF ags helpsthepacketdestination
to distinguishmarkedpacketsandunmarkedpacketsoriginatedfrom legitimateusersin ASPPM,
a packetis regardedas a markedpacketif its DF ag is 1, MF ag is 0, and fragmentoffset
eld hasa nonzerovalue. This schemereducesthe false positvesin the upstreamrouter map.

We will describethe detailsin SectionllI-C.

B. Deployment

Thedeploymenbf ASPPMin anAS is asfollows: Someor all routersof the AS areenhanced
to supportASPPM marking procedureand all edgeroutersarein chage of the distribution of
packetmarkinginformation. The marking information canonly reachthe customergpaying for
IP tracebackservice.lf edgeroutersforward a markedpacketto a customemetworkor a local
hostwhich doesnot purchasdP tracebackservice,edgerouterswill resetthe identi cation eld
andfragmentoffset eld to remove the markinginformationin the packetbeforeforwardingit.

Figure 3 describeghe forwarding procedureat the edgeroutersof ASesdeployingASPPM.
Supposean AS, say A, supportsASPPM and one of its edgerouters,R, forwardsa marked
packetp. If packetp is destinedo alocal hostwhich is not payingfor IP tracebackservice,the
markinginformationin p will beremoved;if p is destinedo a local hostwhich is payingfor IP
tracebackservice the markinginformationwill remainin the packet.If p is beingforwardedto a
customemetworkof A, the markinginformationin p will be removed or unchangeddepending
on whetherthe customemetwork purchasedP tracebackservice.lf p is beingforwardedto a
peeror provider network, router R will checkwhetherthe destinationnetwork of p supports
ASPPM.If the destinationnetwork doesnot supportASPPM, the marking informationwill be
removed. Otherwise the marking informationwill remain.

We proposeto utilize BGP protocol as the vehicle to distribute the ASPPM deployment
information in AS level. Hence, ASes will know the existence of remote ASes supporting
ASPPM. Each AS deploying ASPPM ad\ertisesits supportto ASPPM in a BGP attribute in
the network route adwertisement.Only one bit is enoughto representhe ASPPM deployment

status.We proposeto utilize the communityattribute in BGP to carry the ASPPM deployment
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For eachmarkedpacketp
let N bethe next hop network
let D be the destinationnetwork of p
let d be the destinationhostof p
IF D is the currentAS THEN
IF d purchasedP tracebackserviceTHEN
forward p
ELSE
remove marking information
forward p
IF N is a customemetwork THEN
IF N purchasedP tracebackserviceTHEN
forward p
ELSE
remove marking information
forward p
IF N is a peeror provider network THEN
IF D supportsASPPMTHEN
forward p
ELSE
remove marking information

forward p

Fig. 3. Packetforwardingalgorithmat edgeroutersof AS deployingASPPM.

statusbit. The community attribute is 32 bits in length. The community attribute is transitve
and optional, which meansthatif a routerdoesnot understanda nev communityvalue, it will
still forward the valueto next hop.

For end usersthat are interestedn IP tracebackservice,we proposeto usetraceba& proxy
servers(TPS) to processpacket marking information. TPS interceptsthe marking valuesin
packetsbeforethey reachthe end users.TPS constructsthe upstreanrouter map during peace

time andreconstructattackpathsuponthe requestof the enduserunderDoS attack.Thereare
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Transit AS

3 edge router supporting ASPPM
‘ edge router not supporting ASPPM
?l traceback proxy server (TPS)

[Bl| end system

Fig. 4. ASPPMdeploymentTransitAS A andstubAS B fully deployASPPM.AIl edgeroutersin ASesof A andB support
ASPPM. Stub AS C patrtially deploysASPPM.In AS C, only the edgerouter connectedvith AS A supportsASPPM.

two possiblelocationsfor TPS.Oneis at ISP side (e.g.,co-locatedwith ISP edgerouters),the
otheris at userside (e.g.,residingon end user re walls). ISPsmay chage morein the former
casesincelSPsdedicatemore resourcedor servingendusers.

If a stub AS hasonly a few end usersinterestedin IP tracebackservice,upgradingall its
edgeroutersto supportASPPM may not be desirable.We proposean alternatve deployment
schemesothat ASPPMcanbe partially deployedin a stubAS in returnfor modestperformance
decreaseThe stubAS only needso upgradethe edgerouterconnectedvith its provider AS and
installa TPSco-locatedwith thatedgerouter The edgerouterremovesthe markingvaluesin all
packetsxceptthosedestinedo the enduserspayingfor IP tracebaclservice. TPSinterceptsand
processeshe marking valuesin the packetsdestinedto the end userspayingfor IP traceback.
A stub AS partially deployingASPPM cannottrace DoS attacksoriginatedwithin its network.
Figure4 illustratesthe deploymentof ASPPMin AS level.

EachAS deployingASPPM chagesa fee to its customergnetworksor end users)who are
interestedin receving packetmarking information. That only paying customerscan get the
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marking information reducegshe attackers chanceto getthat informationto infer ISP network
topologies.lt is possiblefor attackerso manageto get the markinginformation, for example,
throughpurchasingP tracebackserviceor perpetratingnan-in-the-middleattacks But attackers
cannotderive routerIP addresseffom packetmarkinginformationsincethe routeridenti cation

doesnot reveal IP addressedJsually, an ISP which is secretve aboutits topology information
is notwilling to respondo networktopologyprobingsuchastraceoute Hence,it is impossible

for attackergo maprouteridenti cations to IP addressesising thosetools.

C. Map Construction

Tracebackproxy seners(TPS)makeuseof packetmarkinginformationto constructupstream
routermapsduring peacdime. The packetdn the sameTCP connectiorareviewedastraversing
the samenetworkpath.Hence the markinginformationin thosepacketss usedto constructthe
network path. This ideawasoriginally proposedn FIT [32]. The markingalgorithmemployed
in ASPPMimprovesthe ef ciency and accurag of map constructionprocedure.

In FIT, the routeris identi ed by a hashof its IP addressand eachmarkedpacketcarriesa
fragmentof the hash.After collectingenoughdifferentidenti cation fragmentsfrom a router at
a particulardistancethe endsystemneedsto scanthroughthe whole IP addresspaceto gure
out the IP addresof thatrouter Although someoptimizationsmight be appliedto this process
(e.g.,consideronly A, B, andC classIP addresser storeall IP addresses alist indexed by
their hashvalues),this mappingprocessstill imposescomputationor memoryoverheadon end
systemsMoreover, a packetmay traversethe networkwithout being markedby routers.Packet
receverscannotdistinguishmarkedpacketsand unmarkedpackets.The end systemregardsthe
randomvaluesin themarking eld of unmarkedpacketsasthe markinginformationfrom routers
andusesthemto constructupstreanroutermaps.Thoseunmarkedpacketantroducenoneistent
routersin constructedupstreanrouter maps.

In ASPPM, routers are representeddy ID numbersand one marked packet containsthe
completerouter identi cation. One marked packetunambiguouslyindicatesthe router having
markedthat packet.In addition, a marked packetand an unmarkedpacketoriginatedfrom a
legitimate userare distinguishablen ASPPM.If a packethasbeenmarkedby a router, its DF
bit is 1, MF bit is 0, andfragmentoffset eld hasa nonzerovalue.lt is unlikely thatthis setting

appearsin unmarkedpacketsover TCP connectionsoriginated from legitimate users. Since
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# | DF | MF | Offset | Meaning

1( 0 0 0 unmarkedpacket,fragmentatiorallowed

21 0 0 >0 last fragment

3] 0 1 0 rst fragment

4| 0 1 >0 intermediatefragment

5] 1 0 0 unmarkedpacket,fragmentatiomot allowed
6| 1 0 >0 markedpacket

7] 1 1 0 improbable

8| 1 1 >0 improbable

TABLE |

MEANING OF COMBINATIONS.

modernTCP implementationdimit the size of TCP sggmentsaccordingto the path MTU for
preventing IP fragmentationat sendinghosts[20], it is unlikely that a hostsendsIP fragments
over TCP connectionsAn IP datagramwith DF ag being 1 will not be fragmentedwhile
traversingthe network.Whenthe routerfragmentsan IP datagran(its DF ag is 0), the DF ag
will not be changed25]. Tablel lists the combinationsof all possiblevaluesof the fragment
ags andfragmentoffset eld. Thereforealmostall unmarkedpacketsoriginatedfrom legitimate
userscanbe distinguishedrom markedpacketsDuring the map constructionprocess,TPScan
Iter outmostunmarkedpacketdrom legitimateuserstherebyreducingthe falsepositive routers

in upstreanrouter maps.

D. Attak Path Reconstruction

Upon detectinga DoS attack, the victim informs its TPS to reconstructattack pathsbased
on the markinginformationin attackpackets.The markingvaluein a single packetrevealsthe
identi cation of the router having markedthat packetand its distancefrom the victim. Given
this information, a router can be pinpointedin the upstreamrouter map easily Pinpointinga
routerin the mapdeterminesall downstreanroutersin the network pathfrom thatrouterto the
victim. So, the procesof attackpathreconstructions generallyfasterin nodemarkingschemes
thanedgemarkingschemesReceving markedpacketsrom all downstreanroutersin an attack

pathmakesthe victim morecon dent aboutthe correctnes®f the path.Requiringfewer packets
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to reconstruciattack pathsmeansthat the victim canreactto DoS attacksmore quickly.
Dependingon the reactionafter reconstructingattack paths,the victim may or may not need
to contactASesto maprouteridenti cationsto IP addressedf the victim wantsto setup packet
Iters at someremoteroutersto rate-limit attacktraf c, thevictim justinformsappropriateASes
aboutthe ID numbersof the routers.In this case thereis no needto maprouteridenti cations

to IP addresses.

V. EVALUATIONS

We evaluatethe performanceof ASPPM through mathematicaknalysisand simulation. We
study the efciency and accurag of ASPPM in tracing DDoS attacks.We also study the
speed(i.e., the numberof receved packets)of ASPPMto constructupstreanrouter mapsand
reconstructattackpaths.

A. Analysis

Given a PPM approachwe assumethat the routeridenti cation is divided into k fragments.
Supposean a DDoS attack,the attacktraf ¢ traversesm distinctroutersat a speci ¢ distanced.
In otherwords, thereare m routerswhich are d hopsaway from the victim in the attacktree.
Therewill bemk possiblecombinationsf fragmentsAmongthem,m combinationsarecorrect,
andtherest(m* m) combinationsareincorrect.The computatioroverheadof combiningthose
fragmentsand verifying their correctnesss boundedby O(m¥). Given a veri cation scheme,
let p be the probability of acceptingan arbitrary fragmentcombinationas correct. Then the
probability that thereare false positve combinationsat distanced is

f=1 @ p™ ™:

In ASPPM, the completerouter identi cation is storedinto a single packet.Thatis, k = 1.
Therefore the computatioroverheadof combiningidenti cation fragmentss boundedoy O(m)
and the probability of false positve combinationsf = 0. ASPPM incurs less computation
overheadand doesnot generatefalse positive routersin the processof reconstructingattack
paths.

In order to constructa network path in upstreamrouter map, ASPPM needsone marked
packetfrom eachrouterin the path. Supposehe marking probability at routersis g. Let X be
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the numberof packetsrequiredto constructa network path of d hops. Basedon the coupon
collector problemin the equiprobablecase,Savageet al. [27] derived an upperboundon the

expectationof X :
In(d)

ql gt
In the processof tracing a DoS attack, identifying a router in the upstreamrouter map

E(X) <

determinesall downstreamroutersin the attackpath. Hence,receving one markedpacketfrom
the furthestrouterin anattackpathenableghe victim to identify the whole attackpath.Suppose
anattackpathis d hopslong andthefurthestrouterin this pathis R. The probability of receving
one markedpacketfrom R is q(1 g)¢ 1. Let Y bethe numberof packetsrequiredto getthe

rst markedpacketfrom R. BecauseY follows the geometricdistribution, we have
1 .
ql g9 *’
We can seethat ASPPM needsfewer packetsto reconstructan attack path thanto construct

E(Y) =

a network path of the samelengthin upstreanrouter map.

B. Simulation

Throughsimulationswe complementheanalyticresultson the numberof packetsequiredby
ASPPMin (1) upstreanroutermapconstructionand(2) attackpathreconstructionWe simulate
that packetdravel alongnetworkpathsof differentlengthsandall routersmark packetswith the
sameprobability We setthe marking probability to be 0.04, which is usedin most simulation
work on previous PPM approache$27], [29], [32]. We conduct1000testrunsfor eachsetting
of parametersFor comparisonpurpose,we perform a similar simulationfor FIT. We assume
that FIT needs3 markedpacketsto identify a markingrouter That correspondso the bestcase
scenariofor FIT [32].

Figure5 shaws the meanand 95th percentilefor the numberof packetsrequiredto construct
a network path in upstreamrouter map. The numberof packetsrequiredin ASPPMis around
one third of that in FIT. Map constructionis basedon the packetsreceved from the same
TCP connectionWe cannotalwaysexpectto receve enoughpacketsfor constructingthe entire
network path beforea TCP connectionis closed.Figure 6 depictsthe averagepercentagef the
network path being constructedgiven a certain numberof packets.In the simulation,we set
the length of network pathto be 15 and 25 hops,respectrely. Considera network path which
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is d hopsin length. If the end systemconstructsthe nearestn consecutie routersin the path
after receving a certainnumberof packetswe saythat 7 100%of the pathis constructed.
Whenthe numberof receved packetsis small ( 200), ASPPM can constructmore percentage
of networkpaththanFIT.

Figure7 shavs the meanand95th percentilefor the numberof packetsequiredto reconstruct
an attack path. By comparingwith Figure 5, we can see that reconstructingan attack path
needsfewer packetsthan constructinga network pathof the samelength. This is becasueafter
identifying a router in an attack path, the victim can determineall downstreamroutersin the
samepaththroughconsultingthe upstreanrouter map. Partially identi ed attackpathsare still
valuablefor DoS defense Figure 8 depictsthe relationshipbetweenthe averagepercentagef
the attack path being reconstructecind the numberof receved packets.We assumethe attack
pathis 15 and 25 hopslong, respectrely. Supposean attack pathis d hopsin length. If the
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furthestrouter beingidenti ed by the victim after receving a certainnumberof packetsis m
hopsaway, we saythat 7  100%of the attackpathis reconstructedWhenreceving a small
numberof packets( 100), ASPPM canreconstrucimore percentagef attackpaththanFIT.
ASPPM requiresfewer packetsthan FIT for both router map constructionand attack path
reconstructionThis is becauseASPPM needsone markedpacket,insteadof multiple ones,to

determinea routerin the network path.

V. DISCUSSION

In this section,we discusssomerelatedissuesaboutASPPM.

A. Badkward Compatibility

Theonebit distanceschememodi es the TTL eld in markedpacketsThe TTL modi cation

may causea packetto be dropped prematurelybefore reachingthe destinationor prevent
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routers from discarding packetsin routing loops. The study in [32] shavs that the one bit
distanceschemewith a carefully selectedTTL replacementonstantc, can avoid both of the
aforementionegroblems.

ASPPMreuseghe fragmentoffset eld andthe markingvaluein that eld will be removed
beforethe packetreacheghe destination.That may makean IP fragmentappearto be a non-
fragmentedP datagram ASPPMtries to avoid this mistakeby discouragingP fragmenttraf c
in the network. When an edgerouter of an AS supportingASPPM is forwarding a packet,if
the packetis an IP fragment(the 2nd, 3rd, 4th, 7th, and 8th lines in Table ), the router will
drop the packetand sendback an ICMP “fragmentationneededand the DF bit was set” error
messageo the source.The sourceis then expectedto reducethe packetsize for future packets

going toward the samedestinationto avoid further fragmentation.

B. Overhead

If a markedpacketis destinedo a router, the routershouldbe ableto toleratenonzerovalues
in thefragmentoffset eld of the packet.The markinginformationwill notreachthe networknot
supportingASPPMor the stub AS partially deployingASPPM.The AS fully deployingASPPM
needsto upgradeall routersto toleratenonzerovaluesin the fragmentoffset eld. Upgrading
all routersin an AS may be dif cult in theinitial deploymentphase We proposean alternatve
solution. Supposean AS bggins to deploy ASPPM. The AS upgradessomeroutersto support
ASPPM marking algorithm and modi es all edge routersfor controlling the distribution of
markinginformation.The restlegag routersin the AS networkare unchangedThosetraceback
enabledroutersand the edgerouterskeeptrack of the information of legag/ routers.The edge
routersremove the marking informationin the packetsdestinedto the legag/ routers.And the
tracebackenabledroutersdo not mark the packetsdestinedto the legag/ routers.In this way,
not all routersin the networkneedto be upgradedn the initial deploymentphase.

Thereis a closecooperatiorbetweernthe tracebaclkproxy serer andenduser In the process
of constructingupstreanroutermaps,the tracebackproxy sener needso keeptrack of the TCP
connectiongrom andto its users.In the processf reconstructingttackpaths,the victim needs
to notify the tracebackproxy sener aboutthe attacksignatureso thatthe tracebackproxy sener
canreconstructttack pathsbasedon attack packets.

The edgeroutersof the AS deploying ASPPM control the distribution of packetmarking
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information. That introducessomeoverheadto edgerouters.Becauseedgeroutersonly keep
track of AS-level statusinformationandthe statusof local hosts,the incurredstorageoverhead

is scalable Moreover, ASPPMdoesnot introduceadditionalprocessingverheado corerouters.

V1. RELATED WORK

Motivated by the increasingfrequeng of DoS attacksand demandfor Internet forensic
analysis,mary IP tracebackapproachesave beenproposed.Basedon the place where the
network path information is recorded,IP tracebackapproachesan be classi ed into three
catgories:

Packetmarking: the informationis recordedin forwardedpackets.
ICMP tracebackthe informationis recordedin routergeneratedCMP packets.
Packetlogging: the informationis recordedat routers.

Burch et al. [8] mentionedthe idea of IP tracebackbasedon marking packets either prob-
abilistically or deterministically with the identi cation information (e.g., IP addressespf the
routersthey passthrough.

Probabilistic packetmarking (PPM) is the most studied approachto realize IP traceback.
Most prior researchwork has focusedon improving PPM from the perspectie of end users,
such as improving the ef ciency, accurag, and speedof the processof reconstructingattack
paths.Besidesaddressinghe end users needslisted above, our work in this paperimproves
PPM from the perspectie of ISPs. Our PPM approachis considerateof the security of ISP
networksand suitableto be deployedasa revenue-generatingervice.

Someresearchworks have beenconductedon the theoreticalaspectof PPM approaches.
Park et al. [23] studiedthe effectivenessof PPM approachesn the adwersarialcontext where
attackerscan forge marking values.Alder [1] theoreticallyanalyzedthe tradeofs betweenthe
sizeof markingspacethe numberof attackersandthe numberof packetsequiredto reconstruct
attackpaths.

The proposalsof IP tracebackbasedon deterministicpacketmarking (DPM) eitherabandon
the constrainton the marking space[2] or carry extra assumptionge.g., all ingressrouters
aretracebackenabled)[5]. The major feasibleapplicationof DPM is to createa commonpath
signaturefor all packetdraversingthe samenetworkroute,for the purposeof ltering out attack
trafc at the victim site [31], [16], [11].
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Bellovin et al. [6] proposedCMP tracebackiTrace).The principle ideais thatroutersselect
packetswith low probability (1/20,000),and then send ICMP tracebackmessagesncluding
the contentsof sampledpacketsand local path information to the samedestinationsas the
selectedpackets.Mankin et al. [19] introduceda feedbackmechanisminto iTrace. With that
feedbacknechanismthevictim is ableto inform routersof its interestto receve ICMP traceback
messagesSo routerscan createand sendICMP tracebackmessagegpurposefully instead of
randomly Barros [4] suggesteda simple enhancemento iTrace to addressDDoS re ector
attacks[24]. The suggestionis to let routersalsosendICMP tracebackmessage$o the sources
of the sampledpackets.

Sager[26] suggestedo realize IP tracebackwith packetlogging. The main ideais to log
packetsat the routersthroughwhich they passand derive network pathsbasedon the logging
information at routers.The key advantageof log-basedP tracebackis the potential of tracing
a singleIP datagramHistorically, packetlogging wasthoughtimpracticalbecauseof enormous
storagespacefor packetlogs. Snoerenet al. [28] presentedhash-basedP tracebackwhich
reducesthe storageoverheadsigni cantly. Their approachrecordspacketdigests,instead of
packetsthemseles, in a space-etient data structure,Bloom lter [7]. Someenhancements
on hash-basedP tracebackhave been proposedto further reducethe storageoverhead of
packetdigests.Li et al. [18] proposedprobabilistic packetlogging. In their approach routers
probabilisticallyselecta small percentagef forwardedpacketsand recordthe digestsof these
selectedpackets.Lee et al. [17] proposedto digestpacketaggraeation units (packet o ws or
source-destinatiogets)insteadof individual packetsRecordingthe digestsof packetaggreation
units reduceghe storageoverheadbecausean aggragation unit usually consistsof a numberof
packets.Gong et al. [14] proposedan IP tracebackapproachbasedon both packetmarking
and packetlogging. The mainideais to utilize packetmarkingto aggreatethe information of

multiple routersand storethesepathinformationat a subsetof the routersin the network path.

VIlI. CONCLUSION

In this paper we have presentec new probabilisticpacketmarkingapproacHor IP traceback.
Our approachstoresthe whole router identi cation within a single packet.Therefore thereis
no computationoverheadand false positives resultingfrom router identi cation fragmentation.

Our approachdoesnot disclosethe IP addressesf the routershaving markedpacketsso asto
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presere the con dentiality of ISP networks.Our approachcanrestrictthe markinginformation

to payingcustomeronly. Hence,it is suitableto be deployedasa value-addederviceto create

revenuefor ISPs.Our approachmprovesthe performancef IP tracebackandprovidesincentves
to ISPs.
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